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109TH CONGRESS REPT. 109-174
1st Session HOUSE OF REPRESENTATIVES Part 1

USA PATRIOT AND TERRORISM PREVENTION
REAUTHORIZATION ACT OF 2005

JULY 18, 2005.—Ordered to be printed

Mr. SENSENBRENNER, from the Committee on the Judiciary,
submitted the following

REPORT
together with

DISSENTING VIEWS

[To accompany H.R. 3199]

[Including cost estimate of the Congressional Budget Office]

The Committee on the Judiciary, to whom was referred the bill
(H.R. 3199) to extend and modify authorities needed to combat ter-
rorism, and for other purposes, having considered the same, report
favorably thereon with an amendment and recommend that the bill
as amended do pass.
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THE AMENDMENT

The amendment is as follows:
Strike all after the enacting clause and insert the following:

SECTION 1. SHORT TITLE.

This Act may be cited as the “USA PATRIOT and Terrorism Prevention Reauthor-
ization Act of 2005”.

SEC. 2. REFERENCES TO USA PATRIOT ACT.

A reference in this Act to the USA PATRIOT ACT shall be deemed a reference
to the Uniting and Strengthening America by Providing Appropriate Tools Required
to Intercept and Obstruct Terrorism (USA PATRIOT ACT) Act of 2001.

SEC. 3. USA PATRIOT ACT SUNSET PROVISIONS.

(a) IN GENERAL.—Section 224 of the USA PATRIOT ACT is repealed.

(b) SECTIONS 206 AND 215 SUNSET.—Effective December 31, 2015, the Foreign In-
telligence Surveillance Act of 1978 is amended so that sections 501, 502, and
105(c)(2) read as they read on October 25, 2001.

SEC. 4. REPEAL OF SUNSET PROVISION RELATING TO INDIVIDUAL TERRORISTS AS AGENTS
OF FOREIGN POWERS.
Section 6001 of the Intelligence Reform and Terrorism Prevention Act of 2004
(Public Law 108458; 118 Stat. 3742) is amended by—
(1) striking subsection (b); and
(2) striking “(a)” and all that follows through “Section” and inserting “Sec-
tion”.
SEC. 5. REPEAL OF SUNSET PROVISION RELATING TO SECTION 2332B AND THE MATERIAL
SUPPORT SECTIONS OF TITLE 18, UNITED STATES CODE.
Section 6603 of the Intelligence Reform and Terrorism Prevention Act of 2004
(Public Law 108458; 118 Stat. 3762) is amended by striking subsection (g).

SEC. 6. SHARING OF ELECTRONIC, WIRE, AND ORAL INTERCEPTION INFORMATION UNDER
SECTION 203(B) OF THE USA PATRIOT ACT.

Section 2517(6) of title 18, United States Code, is amended by adding at the end
the following: “Within a reasonable time after a disclosure of the contents of a com-
munication under this subsection, an attorney for the Government shall file, under
seal, a notice with a judge whose order authorized or approved the interception of
that communication, stating the fact that such contents were disclosed and the de-
partments, agencies, or entities to which the disclosure was made.”.

SEC. 7. DURATION OF FISA SURVEILLANCE OF NON-UNITED STATES PERSONS UNDER SEC-
TION 207 OF THE USA PATRIOT ACT.

(a) ELECTRONIC SURVEILLANCE.—Section 105(e) of the Foreign Intelligence Sur-
veillance Act of 1978 (50 U.S.C. 1805(e)) is amended—

(1) in paragraph (1)(B), by striking “, as defined in section 101(b)(1)(A)” and
inserting “who is not a United States person”; and

(2) in subsection (2)(B), by striking “as defined in section 101(b)(1)(A)” and in-
serting “who is not a United States person”.

d(b) PHYSICAL SEARCH.—Section 304(d) of such Act (50 U.S.C. 1824(d)) is amend-
ed—

(1) in paragraph (1)(B), by striking “as defined in section 101(b)(1)(A)” and in-
serting “who 1s not a United States person”; and

(2) 1n paragraph (2), by striking “as defined in section 101(b)(1)(A)” and in-
serting “who is not a United States person”.

(c) PEN REGISTERS, TRAP AND TRACE DEVICES.—Section 402(e) of such Act (50
U.S.C. 1842(e)) is amended—

(1) by striking “(e) An” and inserting “(e)(1) Except as provided in paragraph
(2), an”; and
(2) by adding at the end the following new paragraph:

“(2) In the case of an application under subsection (c) where the applicant has cer-
tified that the information likely to be obtained is foreign intelligence information
not concerning a United States person, an order, or an extension of an order, under
this section may be for a period not to exceed one year.”.

SEC. 8. ACCESS TO CERTAIN BUSINESS RECORDS UNDER SECTION 215 OF THE USA PATRIOT
ACT.

(a) ESTABLISHMENT OF RELEVANCE STANDARD.—Subsection (b)(2) of section 501 of
the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1861) is amended by
striking “to obtain” and all that follows and inserting “and that the information like-
ly to be obtained from the tangible things is reasonably expected to be (A) foreign
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intelligence information not concerning a United States person, or (B) relevant to
an ongoing investigation to protect against international terrorism or clandestine in-
telligence activities.”.

(b) CLARIFICATION OF JUDICIAL DISCRETION.—Subsection (¢)(1) of such section is
amended to read as follows:

“(e)(1) Upon an application made pursuant to this section, if the judge finds that
the application meets the requirements of subsections (a) and (b), the judge shall
enterd an ex parte order as requested, or as modified, approving the release of
records.”.

(¢) AUTHORITY TO DISCLOSE TO ATTORNEY.—Subsection (d) of such section is
amended to read as follows:

“(d)(1) No person shall disclose to any person (other than a qualified person) that
the United States has sought or obtained tangible things under this section.

“(2) An order under this section shall notify the person to whom the order is di-
rected of the nondisclosure requirement under paragraph (1).

“(3) Any person to whom an order is directed under this section who discloses that
the United States has sought to obtain tangible things under this section to a quali-
fied person with respect to the order shall inform such qualified person of the non-
disclosure requirement under paragraph (1) and that such qualified person is also
subject to such nondisclosure requirement.

“(4) A qualified person shall be subject to any nondisclosure requirement applica-
ble to a person to whom an order is directed under this section in the same manner
as such person.

“(5) In this subsection, the term ‘qualified person’ means—

“(A) any person necessary to produce the tangible things pursuant to an order
under this section; or

“(B) an attorney to obtain legal advice with respect to an order under this sec-
tion.”.

(d) JupICIAL REVIEW.—

(1) PETITION REVIEW PANEL.—Section 103 of the Foreign Intelligence Surveil-
lance Act of 1978 (50 U.S.C. 1803) is amended by adding at the end the fol-
lowing new subsection:

“(e)(1) Three judges designated under subsection (a) who reside within 20 miles
of the District of Columbia, or if all of such judges are unavailable, other judges of
the court established under subsection (a) as may be designated by the Presiding
Judge of such court (who is designated by the Chief Justice of the United States
from among the judges of the court), shall comprise a petition review panel which
shall have jurisdiction to review petitions filed pursuant to section 501(f)(1).

“(2) Not later than 60 days after the date of the enactment of the USA PATRIOT
and Terrorism Prevention Reauthorization Act of 2005, the court established under
subsection (a) shall develop and issue procedures for the review of petitions filed
pursuant to section 501(f)(1) by the panel established under paragraph (1). Such
procedures shall provide that review of a petition shall be conducted ex parte and
in camera and shall also provide for the designation of an Acting Presiding Judge.”.

(2) PROCEEDINGS.—Section 501 of the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1861) is further amended by adding at the end the following
new subsection:

“(f)(1) A person receiving an order to produce any tangible thing under this sec-
tion may challenge the legality of that order by filing a petition in the panel estab-
lished by section 103(e)(1). The Presiding Judge shall conduct an initial review of
the petition. If the Presiding Judge determines that the petition is frivolous, the
Presiding Judge shall immediately deny the petition and promptly provide a written
statement of the reasons for the determination for the record. If the Presiding Judge
determines that the petition is not frivolous, the Presiding Judge shall immediately
assign the petition to one of the judges serving on such panel. The assigned judge
shall promptly consider the petition in accordance with procedures developed and
issued pursuant to section 103(e)(2). The judge considering the petition may modify
or set aside the order only if the judge finds that the order does not meet the re-
quirements of this section or is otherwise unlawful. If the judge does not modify or
set aside the order, the judge shall immediately affirm the order and order the re-
cipient to comply therewith. A petition for review of a decision to affirm, modify,
or set aside an order by the United States or any person receiving such order shall
be to the court of review established under section 103(b), which shall have jurisdic-
tion to consider such petitions. The court of review shall immediately provide for
the record a written statement of the reasons for its decision and, on petition of the
United States or any person receiving such order for writ of certiorari, the record
shall be transmitted under seal to the Supreme Court, which shall have jurisdiction
to review such decision.
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“(2) Judicial proceedings under this subsection shall be concluded as expeditiously
as possible. The judge considering a petition filed under this subsection shall pro-
vide for the record a written statement of the reasons for the decision. The record
of proceedings, including petitions filed, orders granted, and statements of reasons
for decision, shall be maintained under security measures established by the Chief
Justice of the United States in consultation with the Attorney General and the Di-
rector of National Intelligence.

“(3) All petitions under this subsection shall be filed under seal, and the court,
upon the government’s request, shall review any government submission, which
may include classified information, as well as the government’s application and re-
lated materials, ex parte and in camera.”.

SEC. 9. REPORT ON EMERGENCY DISCLOSURES UNDER SECTION 212 OF THE USA PATRIOT
ACT.
Section 2702 of title 18, United States Code, is amended by adding at the end the
following:
“(d) REPORT.—On an annual basis, the Attorney General shall submit to the Com-
mittees on the Judiciary of the House and the Senate a report containing—
“(1) the number of accounts from which the Department of Justice has re-
ceived voluntary disclosures under subsection (b)(8); and
“(2) a summary of the basis for disclosure in those instances where—
“(A) voluntary disclosure under subsection (b)(8) was made to the Depart-
ment of Justice; and
“(B) the investigation pertaining to those disclosures was closed without
the filing of criminal charges.”.

SEC. 10. SPECIFICITY AND NOTIFICATION FOR ROVING SURVEILLANCE AUTHORITY UNDER
SECTION 206 OF THE USA PATRIOT ACT.

(a) INCLUSION OF SPECIFIC FACTS IN APPLICATION.—Section 105(c)(2)(B) of the
Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1805(c)(2)(B)) is amended
by striking “where the Court finds” and inserting “where the Court finds, based
upon specific facts provided in the application,”.

(b) NOTIFICATION OF SURVEILLANCE OF NEW FACILITY OR PLACE.—Section
105(¢)(2) of such Act is amended—

(1) in subparagraph (C), by striking “and” at the end;

(E) in dsubparagraph (D), by striking the period at the end and inserting “;
and”; an

(3) by adding at the end the following new subparagraph:

“(E) that, in the case of electronic surveillance directed at a facility or
place that is not known at the time the order is issued, the applicant shall
notify a judge having jurisdiction under section 103 within 10 days after
electronic surveillance begins to be directed at a new facility or place, and
such notice shall contain a statement of the facts and circumstances relied
upon by the applicant to justify the belief that the facility or place at which
the electronic surveillance is or was directed is being used, or is about to
be used, by the target of electronic surveillance.”.

SEC. 11. PROHIBITION ON PLANNING TERRORIST ATTACKS ON MASS TRANSPORTATION.

Section 1993(a) of title 18, United States Code, is amended—

(1) by striking “or” at the end of paragraph (7);

(2) by redesignating paragraph (8) as paragraph (9); and

(3) by inserting after paragraph (7) the following:

“(8) surveils, photographs, videotapes, diagrams, or otherwise collects infor-
mation with the intent to plan or assist in planning any of the acts described
in the paragraphs (1) through (7); or”.

SEC. 12. ENHANCED REVIEW OF DETENTIONS.

Section 1001 of the USA PATRIOT ACT is amended by—

(1) inserting “(A)” after “(1)”; and

(2) inserting after “Department of Justice” the following: “, and (B) review de-
tentions of persons under section 3144 of title 18, United States Code, including
their length, conditions of access to counsel, frequency of access to counsel, of-
fense at issue, and frequency of appearance before a grand jury”.

SEC. 13. FORFEITURE.

Section 981(a)(1)(B)d) of title 18, United States Code, is amended by inserting
“trafficking in nuclear, chemical, biological, or radiological weapons technology or
material, or” after “involves”.

SEC. 14. ADDING OFFENSES TO THE DEFINITION OF FEDERAL CRIME OF TERRORISM.

Section 2332b(g)(5)(B)(i) of title 18, United States Code, is amended—
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(1) by inserting “, 2339D (relating to military-type training from a foreign ter-
rorist organization)” before ¢, or 2340A” ; and

(2) by inserting “832 (relating to nuclear and weapons of mass destruction
threats),” after “831 (relating to nuclear materials),”.

SEC. 15. AMENDMENTS TO SECTION 2516(1) OF TITLE 18, UNITED STATES CODE.

(a) PARAGRAPH (¢c) AMENDMENT.—Section 2516(1)(c) of title 18, United States
Code, is amended—

(1) by inserting “section 37 (relating to violence at international airports), sec-
tion 175b (relating to biological agents or toxins)” after “the following sections
of this title:”;

(2) by inserting “section 832 (relating to nuclear and weapons of mass de-
struction threats), section 842 (relating to explosive materials), section 930 (re-
lating to possession of weapons in Federal facilities),” after “section 751 (relat-
ing to escape),”;

(3) by inserting “section 1114 (relating to officers and employees of the United
States), section 1116 (relating to protection of foreign officials), sections
13611363 (relating to damage to government buildings and communications),
section 1366 (relating to destruction of an energy facility),” after “section 1014
(relating to loans and credit applications generally; renewals and discounts),”;

(4) by inserting “section 1993 (relating to terrorist attacks against mass trans-
portation), sections 2155 and 2156 (relating to national-defense utilities), sec-
tions 2280 and 2281 (relating to violence against maritime navigation),” after
“section 1344 (relating to bank fraud),”; and

(5) by inserting “section 2340A (relating to torture),” after “section 2321 (re-
lating to trafficking in certain motor vehicles or motor vehicle parts),”.

(b) PARAGRAPH (p) AMENDMENT.—Section 2516(1)(p) is amended by inserting “,
section 1028A (relating to aggravated identity theft)” after “other documents”.

(c) PARAGRAPH (q) AMENDMENT.—Section 2516(1)(q) of title 18, United States Code
is amended—

(1) by inserting “2339,” after “2332h,”; and

(2) by striking “or 2339C” and inserting “2339C, or 2339D” .

SEC. 16. DEFINITION OF PERIOD OF REASONABLE DELAY UNDER SECTION 213 OF THE USA
PATRIOT ACT.
Section 3103a(b)(3) of title 18, United States Code, is amended—

(1) by striking “of its” and inserting “, which shall not be more than 180 days,
after its”; and

(2) by inserting “for additional periods of not more than 90 days each” after
“may thereafter be extended”.

PURPOSE AND SUMMARY

H.R. 3199, introduced by Chairman F. James Sensenbrenner, Jr.,
on July 11, 2005, would reauthorize the expiring provisions in the
USA PATRIOT Act and two provisions in the Intelligence Reform
and Terrorism Prevention Act of 2004 that would expire within the
next two years, as amended. The bill extended the sunset for 10
years on two of the provisions that had amended the Foreign Intel-
ligence Surveillance Act relating to Foreign Intelligence Surveil-
lance Court orders for roving wiretaps and for business records.

H.R. 3199 is based on four years of extensive oversight consisting
of hearing testimony, Department of Justice Inspector General re-
ports, briefings, and oversight correspondence. Since April of this
year alone, this Committee has heard testimony from 35 witnesses
during 11 hearings on the USA PATRIOT Act. That testimony and
related oversight has demonstrated that the USA PATRIOT Act
has been an effective tool against both terrorists and criminals in-
tent on harming innocent people, and therefore deserves to be re-
authorized with some modifications. H.R. 3199 accomplishes this
objective by reauthorizing provisions set to sunset and making
some improvements. The bill modifies the following provisions of
USA PATRIOT Act: (1) Section 203(b) to allow for notification to
a court that criminal wiretap information has been shared; (2) sec-
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tion 206 to clarify when and where law enforcement is authorized
to use a multi-point or roving wiretap; (3) section 207 to further ex-
tend the maximum duration of orders for electronic surveillance
and physical searches targeted against all agents of foreign powers
who are not U.S. persons; (4) section 212 to require an annual re-
port to the House and Senate Judiciary Committees by the Attor-
ney General, which sets forth the number of accounts subject to a
section 212 disclosure and a summary of the basis for disclosure in
certain circumstances; (5) section 215 to clarify that the informa-
tion likely to be obtained is reasonably expected to: be (A) foreign
intelligence information NOT concerning a U.S. person or (B) rel-
evant to an ongoing investigation to protect against international
terrorism or clandestine intelligence activities; (6) section 215 to
clarify that a FISA 215 order may be challenged; (7) section 215
to clarify that a recipient of a 215 order may consult with a lawyer
and the appropriate people necessary to challenge and comply with
the order; (8) section 215 to clarify that the order will only be
issued “if the judge finds that the requirements have been met;” (9)
section 215 to set up a judicial review process that authorizes the
judge to set aside or affirm a 215 order that has been challenged.
The bill makes permanent sections 201, 202, 203 (b) and (d), 204,
207, 209, 212, 214, 217, 218, 220, 223, and 225, which were sched-
uled to sunset on December 31, 2005, and extends until December
31, 2015 the sunset of sections 206 and 215. In addition, the bill
makes permanent section 6001 of the Intelligence Reform and Ter-
rorism Prevention Act (IRTPA), which provides an additional defi-
nition for “Agent of a Foreign Power,” to cover the “lone wolf”
under 50 U.S.C. 1801(b)(1). The legislation repeals section 6603(g)
of the IRTPA, which would sunset section 6603, the “Additions to
Offense of Providing Material Support to Terrorism”. Finally, H.R.
3199 would enhance security of mass transportation; Department
of Justice Inspector General review, and Judicial and Congres-
sional oversight.

BACKGROUND AND NEED FOR THE LEGISLATION

The terrorist attacks on the World Trade Center and the Pen-
tagon took more than 3,000 lives, caused billions in economic
losses, triggered U.S. military intervention in Afghanistan to topple
the Taliban regime, and led to the passage of the USA PATRIOT
Act and other anti-terrorism bills. Another example of anti-terror
legislation that enhanced law enforcement authorities and im-
proved information sharing was the “Homeland Security Act of
2002,” which created the Department of Homeland Security. This
legislation incorporates H.R. 4598, the “Homeland Security Infor-
mation Sharing Act” to further improve information sharing with
Federal and state and local officials. The Homeland Security Act
also updated law enforcement authorities by including: H.R. 3482
(107th), the “Cyber Security Enhancement Act of 2002,” which in-
creased penalties for cybercrimes and cyberterrorism, and H.R.
4864 (107th), the “Anti-Terrorism Explosives Act,” which strength-
ened penalties for the unlawful possession of explosive materials.

1Pub. L. No. 107-296.
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To respond to terrorist threats, Congress also has passed legisla-
tion to tighten security at America’s airports,2 to fundamentally re-
form the Immigration and Naturalization Service,® and to enhance
border security.4 Congress also created the National Commission
on Terrorist Attacks Upon the United States (the “9/11 Commis-
sion”), an independent, bipartisan commission created in 2002 to
examine the circumstances surrounding the September 11, 2001
terrorist attacks, including preparedness for and the immediate re-
sponse to the attacks. In July 2004, the Commission issued “The
9/11 Commission Report: Final Report of the National Commission
on Terrorists Attacks Upon the United States.” The 9/11 Commis-
sion noted that most of the USA PATRIOT Act provisions are “rel-
atively noncontroversial, updating America’s surveillance laws to
reflect technological developments in a digital age. Some executive
actions that have been criticized are unrelated to the Patriot Act.
The provisions in the Act that facilitate the sharing of information
among intelligence agencies and between law enforcement and in-
telligence appear, on balance, to be beneficial. Because of concerns
regarding the shifting balance of power to the government, we
think that a full and informed debate on the Patriot Act would be
healthy.”5

In addition to these legislative initiatives, the House Committee
on the Judiciary has conducted nearly a 100 hearings to better pro-
tect the American people against terrorist attacks since September
11, 2001. Many of those hearings examined legislative initiatives
that were adopted as part of the “Intelligence Reform and Ter-
rorism Prevention Act of 2004,”6 which responded to the 9/11 Com-
mission Report and was signed into law on December 17, 2004, and
H.R. 418, the “Real ID Act of 2005,” which passed the House by
a roll call vote of 229 to 198.7

1. Congressional Response—the USA PATRIOT Act

To better equip Federal law enforcement and the intelligence
community with the resources necessary to confront these modern
threats, Chairman Sensenbrenner introduced H.R. 2975, to “Pro-
vide Appropriate Tools Required to Intercept and Obstruct Ter-
rorism Act of 2001,” on October 2, 2001. H.R. 2975 was reported
unanimously by the Judiciary Committee. The House and Senate
combined their versions of the legislation into H.R. 3162, the “Unit-
ing and Strengthening America by Providing Appropriate Tools Re-
quired to Intercept and Obstruct Terrorism Act of 2001,” (USA PA-
TRIOT Act). This legislation incorporated provisions of H.R. 3004
(107th), the “Financial Anti-Terrorism Act,” which increased pen-
alties for money laundering and financing terrorist organizations;
and H.R. 3160 (107th), the “Bioterrorism Prevention Act of 2001,”
which provided law enforcement personnel greater resources to as-
sess and prevent biological attacks on American soil. The USA PA-

2 Air Transportation Safety and System Stabilization Act, Pub. L. No. 107-42, 115 Stat. 230
(2001).

3Barbara Jordan Immigration Reform and Accountability Act, 107th Cong. (2002).

4Enhanced Border Security and Visa Entry Reform Act of 2002, Pub. L. No. 107-173, 116
Stat. 543 (2002).

5The 9/11 Commission Report: Final Report of the National Commission on Terrorists Attacks
Upon the United States p. 394 (2004).

6Pub. L. No. 108-458, 118 Stat. 3638 (2004).

7Roll no. 27.
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TRIOT Act was signed into law by President Bush on October 26,
2001.8

The USA PATRIOT Act modernized investigative tools to effec-
tively fight the advanced technologies used by terrorists and crimi-
nals. The USA PATRIOT Act also greatly improved information
sharing between law enforcement and the intelligence community.

A. Investigative Authorities

The USA PATRIOT Act was designed to assist in the prevention
of future terrorist activities as well as in the prevention of a broad
range of criminal activity that often furthers those activities. The
law increased penalties for Federal terrorism offenses and provided
for extended post-incarceration supervised release for persons con-
victed of such offenses. The bill strengthened Federal money laun-
dering laws, added new terrorism offenses, updated the bioter-
rorism laws, funded first responders, and modified immigration law
to increase the Federal Government’s ability to prevent foreign ter-
rorists from entering the United States. The Act also streamlined
and updated the investigative authorities for law enforcement and
the intelligence community.

“Many of the tools the Act provides to fight terrorism have been
used for decades to fight organized crime and drug dealers, and
have been reviewed and approved by the courts. As Sen. Joe Biden
(D-DE) explained during the floor debate about the Act, ‘the FBI
could get a wiretap to investigate the mafia, but they could not get
one to investigate terrorists. To put it bluntly, that was crazy!
What’s good for the mob should be good for terrorists.”” 9

Another example of an authority that was codified in the Act is
the long-standing discretionary authority of Federal judges to grant
law enforcement the authority to use “roving wiretaps” to inves-
tigate ordinary crimes, including drug offenses and racketeering,
under Federal criminal law. When a judge issues a roving wiretap
order, law enforcement can apply the wiretap to a particular sus-
pect, rather than a particular phone or communications device.
Drug dealers often use a cell phone, throw it away and use another
cell phone, to carry out their illegal activity. Thus, without the au-
thority to use a roving wiretap law enforcement would not be able
to effectively investigate these crimes.

Prior to the enactment of the USA PATRIOT Act, a Federal
judge could issue an order for a wiretap in a national security or
an intelligence investigation similar to a wiretap in a criminal case.
The law, however, failed to contain authority similar to the crimi-
nal law that allowed a Federal judge to issue a “roving wiretap”
order in a national security or an intelligence case. International
terrorists and spies are just as sophisticated as drug dealers and
are trained to thwart surveillance by rapidly changing locations
and communication devices such as cell phones. Accordingly, the
USA PATRIOT Act authorized the courts the discretion to grant
agents permission to use the same techniques in national security
investigations to track terrorists that are used in criminal cases.10

8Pub. L. No. 107-56, 115 Stat 272 (codified as amended in scattered sections of 18 U.S.C.
(2003)).

9 http:/www.lifeandliberty.gov/, citing the (Cong. Rec., 10/25/01).

10 http://www.lifeandliberty.gov/.



B. Information Sharing

A lack of full, free, and timely information sharing between Fed-
eral law enforcement and intelligence agencies had been a problem,
long before the 9/11 attacks. Prior to the 9/11 attacks, the Govern-
ment had made attempts to improve information sharing. For ex-
ample, different centers, such as the National Drug Intelligence
Center, have been created to focus on sharing information on spe-
cific issues. While these centers helped, Government-wide improve-
ment was still needed. The lack of information sharing stemmed
from the distinct historical roles and cultures of law enforcement
and the intelligence community, and from certain legal restrictions.

After the 9/11 attacks, criticism increased that the Intelligence
Community, especially the CIA and FBI, failed to share pertinent
intelligence information, and as a result, had failed to “connect the
dots” in a way that might have uncovered and enabled prevention
of the attacks. The criticism was twofold: First, collecting agencies
had not integrated and evaluated all the relevant information they
had. Second, they had failed to ensure that relevant information
they had collected was shared with other agencies that would need
it to prevent attacks such as those that occurred.

The Administration and the Congress took immediate action to
reduce statutory impediments to sharing appropriate information.
First, the USA PATRIOT Act,!! began to break down the barriers
to facilitate information sharing between Federal law enforcement
officials and the Intelligence Community. “The premise of the USA-
Patriot Act is that information about foreign terrorists acquired by
law enforcement agencies, including grand jury information, should
be available to intelligence agencies. Analysts would be able to put
together the larger picture of groups plotting against U.S. inter-
ests.” 12

As mentioned earlier, H.R. 4598, the “Homeland Security Infor-
mation Sharing Act” continued the effort to break down barriers by
requiring the President to create procedures to strip out classified
information so that state and local officials may receive relevant in-
formation without clearances. H.R. 4598 also incorporated H.R.
3285, the “Federal-Local Information Sharing Partnership Act of
2001,” to remove the barriers for state and local officials to share
law enforcement and intelligence information with Federal officials.
H.R. 4598 was added to the Homeland Security Act, which became
Public Law No. 107-296.

2. Implementation and Use of the USA PATRIOT Act

Since enactment of the USA PATRIOT Act, the Department of
Justice has used many of the tools authorized in the Act in a com-
prehensive campaign to detect and prosecute those who have com-
mitted, or seek to commit, terrorist crimes. For example, as of the
fall of 2004, the Department of Justice has conducted terrorism in-
vestigations that have resulted in the charging of 310 defendants
with criminal offenses, of whom 179 have already been convicted.
These investigations have led to the discovery and disruption of
over 150 terrorist cells. In addition, the tools provided by the USA

11Pub. L. No. 107-56, 115 Stat. 242.
12Richard Best, Intelligence and Law Enforcement: Countering Transnational Threats to the
U.S. CRS Report #RL30252, December 3, 2001, p. 30.
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PATRIOT Act have enabled the Federal Government to remove
from the United States over 515 individuals who were linked to the
September 11th investigation. The Federal Government has also
been able to secure at least 23 convictions or guilty pleas as the
result of 70 terrorist financing investigations. Importantly, these
examples, and all other activities conducted under the authorities
of the USA PATRIOT Act, have occurred without a single substan-
tiated allegation of civil liberties violations on the part of Depart-
ment of Justice employees.13

A. Oversight Hearings during the 109th Congress

During the 109th Congress, the Committee on the Judiciary held
2 Full Committee and 8 Subcommittee oversight hearing on all of
the provisions of USA PATRIOT Act that will expire on December
31, 2005 and several that are not subject to the sunset.

FULL COMMITTEE HEARINGS

1. May 6, 2005, Hearing with Attorney General Gonzales

On May 6, 2005, Attorney General Gonzales testified before the
Full Committee on the Judiciary. That hearing focused on the use
of the law enforcement authorities granted under the USA PA-
TRIOT Act; whether these tools have, thus far, proved useful to the
Government’s efforts in fighting terrorism; whether existing safe-
guards have been effective in preventing civil liberties violations;
and whether modifications to the Act are needed.

2. June 8, 2005, Hearing with Deputy Attorney General James B.
Comey

On Wednesday, June 8, 2005, at 10:00 a.m., the Committee on
the Judiciary held its 11th oversight hearing on the Reauthoriza-
tion of the USA PATRIOT Act with Deputy Attorney General
James B. Comey testifying on the need to Reauthorize the USA
PATRIOT Act provisions set to expire on December 31, 2005. This
hearing followed the 10 subcommittee hearings and provided Mem-
bers and the Department of Justice the opportunity to address any
unanswered questions regarding the USA PATRIOT Act.

3. June 10, 2005, Hearing continuation of June 8, 2005

In accordance with House Rule XI, section 2 (J)(1), additional
witnesses designated by the minority were called to testify on the
subject of the “Reauthorization of the USA PATRIOT Act,” as an
extension (or a continuation) of the Committee’s June 8, 2005 hear-
ing. The witnesses were: Carlina Tapia-Ruano, American Immigra-
tion Lawyers Association; Dr. James J. Zogby, Arab American In-
stitute; Deborah Pearlstein, U.S. Law and Security Program; and
Chip Pitts, Amnesty International USA.

13 As of the September 13, 2004 Report Congress on the Implementation of Section 1001 of
the USA PATRIOT Act, only one allegation of civil liberties violations may be related to the
use of a USA PATRIOT Act provision, and the investigations relating to this allegation are still
underway.
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SUBCOMMITTEE HEARINGS

1. April 19, 2005, Hearing on Sections 203 (b) and (d) of the USA
PATRIOT Act and Their Effect on Information Sharing

The Subcommittee on Crime, Terrorism, and Homeland Security
of the Committee on the Judiciary held a hearing on sections 203
(b) and (d) that addressed information sharing. These sections re-
sponded to the need to improve information sharing. Four wit-
nesses—Mr. Barry Sabin, Chief of the Counterterrorism Section of
the Criminal Division of the Department of Justice; Ms. Maureen
Baginski, Executive Assistant Director of the FBI for Intelligence;
Congressman Michael McCaul; and Timothy Edgar, the National
Security Policy Counsel for the American Civil Liberties Union—
testified.

Specifically, section 203 facilitates effective sharing of informa-
tion collected through the use of criminal wiretaps, grand juries,
and other criminal investigations, with Executive Branch officials.
To protect privacy, the USA PATRIOT Act: (1) limits such disclo-
sures to foreign intelligence and counterintelligence information, as
defined by statute; (2) restricts disclosure to officials with a need
to know in performance of official duties; and (3) retains the limita-
tions on public or other unauthorized disclosure. Prior to passage
of the USA PATRIOT Act, the law hampered law enforcement from
sharing information with or receiving information from other gov-
ernment agencies outside of law enforcement that might neverthe-
less relate to terrorist activities or national security.

Sec. 203(b) deals with information obtained through a criminal
wiretap. The section amended section 2517 of title 18 to allow law
enforcement officials to share foreign intelligence or counterintel-
ligence (as defined in section 3 of the National Security Act of 1947
(50 U.S.C. 401a)), or foreign intelligence information (as defined in
subsection (19) of section 2510 of this title) obtained through a
criminal wiretap with law enforcement, intelligence, protective, im-
migration, national defense, or national security personnel for use
only as necessary in the conduct of that person’s official duties sub-
ject to any limitations on the unauthorized disclosure of such infor-
mation. This language was similar to section 103 of H.R. 2975 that
passed the House Judiciary Committee unanimously in October
2001.

Sec. 203(d) addresses information obtained through a criminal
investigation. This section permits law enforcement officials to
share foreign intelligence or counterintelligence (as defined in sec-
tion 3 of the National Security Act of 1947 (50 U.S.C. 401a)), or for-
eign intelligence information (as defined in subsection (19) of sec-
tion 2510 of this title) obtained through a criminal investigation,
for use only as necessary in the conduct of that person’s official du-
ties subject to any limitations on the unauthorized disclosure of
such information. This language was similar to section 154 of H.R.
2975 that passed the House Judiciary Committee unanimously in
October 2001.
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2. April 21, 2005, Hearing on—Crime, Terrorism, and the Age of
Technology—(Section 209: Seizure of Voice-Mail Messages Pur-
suant to Warrants; Section 217: Interception of Computer Tres-
passer Communications; and Section 220: Nationwide Service
of Search Warrants for Electronic Evidence)

The Subcommittee on Crime, Terrorism, and Homeland Security
held a hearing on section 209, 217, and 220 of the USA PATRIOT
Act. Four witnesses—Laura Parsky, Deputy Assistant Attorney
General of the Criminal Division, U.S. Department of Justice; Ste-
ven M. Martinez, Deputy Assistant Director of the Cyber Division,
Federal Bureau of Investigation; James X. Dempsey, Executive Di-
rector of the Center for Democracy and Technology; and Peter
Swire, Professor of Law, Mortiz College of Law, the Ohio State
University—testified.

In 1986, Congress enacted the Electronic Communications Pri-
vacy Act (ECPA) to update the 1968 Wiretap Act, recognizing that
emerging technologies—such as electronic mail and voice mail—
had rendered the 1968 statute outdated and inadequate. These
1986 modifications made the criminal code “technology neutral” to
address future telecommunications technologies. “Technology neu-
tral” means law enforcement investigative authorities remain the
same regardless of the technology used by the criminal to facilitate
illegal activity. Thus, law enforcement uses the same procedures to
seek a court order for a wiretap of a computer or a phone used by
the criminal.

As expected, cyber technology has advanced rapidly. As a result,
people communicate quickly and effectively. Unfortunately, tech-
nology has also facilitated crime and terrorism.

Understanding these problems, the USA PATRIOT Act updated
criminal law to address these new challenges. These updates also
were designed to help law enforcement assess whether unlawful
conduct is the result of criminal activity or terrorist activity and to
respond appropriately. Some of these provisions are set to expire
on December 31, 2005. The April 21, 2005 hearing covered three
of those provisions: Sections 209, 217, and 220.

Sec. 209. Seizure of Voice-Mail Messages Pursuant to Warrants.
Section 209 amended 18 U.S.C. §2703 (a) and (b) by adding lan-
guage to cover stored wire communications—such as a voice mail.
Section 209 updated the law to clarify that the criminal code re-
mains technology-neutral. Section 209 clarified that stored voice
mail is, in fact, a stored communication, and therefore is covered
by 18 U.S.C. §2703. This language is similar to section 102 of H.R.
2975 that passed the House Judiciary Committee unanimously.

Sec. 217. Interception of Computer Trespasser Communications.
The courts have long recognized that providers of communications
services possess a “fundamental right to take reasonable measures
to protect themselves and their properties against the illegal acts
of a trespasser.” Bubis v. United States, 384 F.2d 643, 648 (9th Cir.
1967). Computer owners, however, often lack the expertise, equip-
ment, or financial resources required to monitor attacks, and thus
had no way to exercise their rights to protect themselves from un-
authorized attackers—who could be terrorists or criminals engaged
in attacking critical infrastructure, or the economy. Prior to the en-
actment of the USA PATRIOT Act, the law was unclear as to
whether a victim of computer trespassing was allowed to request
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law enforcement assistance in monitoring unauthorized attacks as
they occur.

These attacks come in many forms that cost companies and citi-
zens millions of dollars and endanger public safety. For instance,
denial-of-service attacks, where the objective of the attack is to dis-
able a computer system, can shut down businesses or emergency
responders or national security centers. This type of attack causes
the target site’s servers to run out of memory, and become incapa-
ble of responding to the queries of legitimate customers or users.
The victims of these computer trespassers should be able to author-
ize law enforcement to intercept the trespassers’ communications,
similar to a store owner who authorizes the police to stop an in-
truder. To correct this problem, and help to protect national secu-
rity, section 217 of the Act amended the wiretap statute to allow
victims of computer attacks to authorize persons “acting under
color of law” to monitor trespassers on their computer systems in
a narrow class of cases.

Sec. 220. Nationwide Service of Search Warrants for Electronic
Evidence. Prior to the enactment of the USA PATRIOT Act, Rule
of the Federal Rules of Criminal Procedure of Criminal Procedure
41 required that the “warrant” be obtained “within the district”
where the property to be searched is located. An investigator, for
example, located in Boston who is investigating a suspected ter-
rorist in that city, might have to seek a suspect’s electronic e-mail
from an Internet service provider (ISP) account located in Cali-
fornia. The investigator would then need to coordinate with agents,
prosecutors, and judges in the district in California where the ISP
is located to obtain a warrant to search. Time delays caused by the
need to coordinate with numerous parties could be devastating to
an investigation, especially where additional criminal or terrorist
acts are planned.

Section 220 of the Act amended 18 U.S.C. §2703 to authorize the
court with jurisdiction over the investigation to issue the warrant
directly, without requiring the intervention of its counterpart in the
district where the ISP is located. Before and after the USA PA-
TRIOT Act, 18 U.S.C. §2703(a) requires a search warrant to compel
service providers to disclose unopened e-mails. The USA PATRIOT
Act did not affect the requirement nor the probable cause standard
for a search warrant,1* but rather addresses investigative delays
caused by the cross-jurisdictional nature of the Internet. This lan-
guage is similar to section 108 of H.R. 2975 that passed the House
Judiciary Committee unanimously.

3. April 26, 2005 Hearing—Have Sections 204, 207, 214 and 225 of
the USA PATRIOT Act, and Sections 6001 and 6002 of the In-
telligence Reform and Terrorism Prevention Act of 2004, Im-
proved FISA Investigations?

On Tuesday, April 26, 2005, the Subcommittee held a hearing to
examine sections 204, 207, 214, and 225 of the USA PATRIOT Act,
and sections 6001 and 6002 of the Intelligence Reform and Ter-
rorism Prevention Act of 2004. Three witnesses—the Honorable

14The government must receive court authorization through a search warrant to search or
seize property or a person, with limited exceptions. For a search warrant to be issued, the gov-
ernment must provide sworn affidavit to the magistrate that grounds exists or there is probable
cause to believe ground exist—i.e., a crime is or is about to be committed.
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Mary Beth Buchanan, United States Attorney for the Western Dis-
trict of Pennsylvania; James Baker, Office for Intelligence Policy
and Review, U.S. Department of Justice; and Suzanne Spaulding,
Managing Director, the Harbour Group, LLC—testified.

Sec. 204. Clarification of Intelligence Exceptions from Limita-
tions on Interception and Disclosure of Wire, Oral, and Electronic
Communications (18 U.S.C. 2511(2)(f)). This section amended sec-
tion 2511(2)(f) of the Federal criminal code, which provided that
Federal criminal law relating to law enforcement electronic surveil-
lance (chapter 119, title 18) and access to stored communications
and communications transactions records (chapter 121, title 18) did
not affect the use of the Foreign Intelligence Surveillance Act
(FISA) for intelligence purposes. Section 204 is a technical clarifica-
tion amendment, which added that chapter 206 of title 18 is also
covered by section 2511(2)(f). Thus, Federal criminal law relating
to the use of pen registers and trap and trace devices under chap-
ter 206 did not affect the use of FISA for intelligence purposes.

Sec. 207. Duration of FISA Surveillance of Non-United States
Persons Who Are Agents of a Foreign Power. Prior to enactment
of the USA PATRIOT Act, the government had 90 days to carry out
surveillance under a FISA court order and 45 days to conduct a
physical search under FISA, before seeking an extension. Because
it often takes longer than these established periods to get on the
premises or to conduct electronic surveillance and the delay in re-
applying for an extension or new order posed a threat to national
security, this provision added 30 days to the authorized period for
surveillance from 90 days to 120 days. It also extended the period
for physical searches from 45 days to 90 days.

Sec. 214. Pen Register and Trap and Trace Authority Under
FISA. Section 214 of the Act amends 50 U.S.C. § 1842 (Section 402
of the Foreign Intelligence Surveillance Act of 1978 (FISA)). Section
1842 is the pen register and trap and trace provision in the FISA
that is modeled after Federal criminal law provisions (18 U.S.C.
§3121 et. seq.). A pen register gathers out-going telephone or Inter-
net-dialed numbers and a trap and trace gathers incoming num-
bers. This is the least intrusive method of electronic surveillance.
Section 214 amends FISA (the pen register and trap and trace pro-
visions) to mirror similar provisions that currently exist in criminal
law (18 U.S.C. §3121 et. seq.). Prior to the enactment of the USA
PATRIOT Act, the “pen register and trap and trace” provisions of
FISA went beyond the criminal law requirement of certification of
relevance, and required the Government to provide information
that demonstrated that the communication instrument (e.g., a tele-
phone line) has been or was about to be used to contact a “foreign
power” or agent of a foreign power. This was a greater burden than
exists in even a minor criminal investigation.

Section 214 clarifies that an application for pen register and trap
and trace authority under FISA will be the same as the pen reg-
ister and trap and trace authority defined in the criminal law. It
requires the attorney for the government to certify to the court that
the information sought is relevant to an ongoing FISA investiga-
tion. The statutory burden under FISA of having to show that the
telephone line has been, or is about to be used, to contact a foreign
power or terrorist is eliminated to conform to the existing and less
burdensome criminal standards. The attorney for the government
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still must certify the information sought is relevant to an ongoing
FISA investigation, which continues to be directed at an agent of
a foreign power. This section codifies lawfulness of court authorized
pen register and trap and trace device use for non-content commu-
nications over telecommunication technology other than by tele-
phone.15 Section 214 of the Act is substantively similar to section
155 of H.R. 2974, the House version that passed the Judiciary
Committee unanimously. Section 214 includes protections for U.S.
persons, which prohibit the investigation from being conducted
based solely on activities protected by the First Amendment.

Sec. 225. Immunity for Compliance with FISA Wiretap. While
Federal criminal wiretap law immunizes those who assist law en-
forcement in the execution of a criminal wiretap interception order,
18 U.S.C. 2511(2)(a), this section provides immunity to anyone who
complies with a FISA surveillance (wiretap) order.

Section 6001 of the Intelligence Reform and Terrorism Preven-
tion Act. Individual Terrorists as Agents of Foreign Powers. This
section amends the definition of “Agent of a Foreign Power” under
section 50 U.S.C. §1801(b)(1) (the Foreign Intelligence Surveillance
Act of 1978) by adding new subparagraph C. Section 1801(b)(1) de-
fined “Agent of a foreign power” for any person other than a United
States person, who—

(A) acts in the United States as an officer or employee of a
foreign power, or as a member of a foreign power as defined
in subsection (a)(4) of this section;

(B) acts for or on behalf of a foreign power which engages in
clandestine intelligence activities in the United States contrary
to the interests of the United States, when the circumstances
of such person’s presence in the United States indicate that
such person may engage in such activities in the United
States, or when such person knowingly aids or abets any per-
son in the conduct of such activities or knowingly conspires
with any person to engage in such activities;

Section 6001 of the Intelligence Reform and Terrorism Pre-
vention Act added new subparagraph C to the definition, which
states “Agent of a foreign power” for any person other than a
United States person, includes a person who “engages in inter-
national terrorism or activities in preparation thereof.” This
new definition is to reach “lone wolf” terrorists who are non-
U.S. persons who engage in international terrorism, regardless
of whether they are affiliated with an international terrorist
group. To address concerns about the provision, the USA PA-
TRIOT Act sunset applies and, had H.R. 3199 not removed the
sunset provision, the definition would have expired on Decem-
ber 31, 2005.

When FISA was enacted in the 1970s, terrorists usually
were members of distinct, hierarchical terror groups. Today,
the “lone wolfs” often are not formal members of any group. In-
stead, they are part of a movement, such as a Jihad Against
America, and occasionally act alone. FISA authority was up-
dated to reflect this new threat.

It should be noted that this section does not change the re-
quirement for a judicial finding of probable cause that the tar-

1550 U.S.C. 1842.
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get is an agent of a foreign power. See section 1805(a)(3) and
(b). The new definition requires that for a non-U.S. person to
be deemed an agent of a foreign power, that person must be
engaged in or preparing to engage in international terrorism.
Thus, under the probable cause requirement currently in law
and the new definition in this section, before a judge can issue
a FISA order for surveillance there must be a showing of prob-
able cause that the person is engaged or preparing to engage
in international terrorism.

Section 6002 of the Intelligence Reform and Terrorism Preven-
tion Act. Additional Semiannual Reporting Requirements Under
the Foreign Intelligence Surveillance Act. The section also includes
additional reporting requirements to the House and Senate Judici-
ary Committees regarding the use of FISA.

4. April 28, 2005, Hearing—Have Sections 206 and 215 Improved
FISA Investigations?

On Thursday, April 28, 2005, the Subcommittee held a hearing
to examine sections 206 and 215 of the USA PATRIOT Act. Four
witnesses—the Honorable Kenneth L. Wainstein, U.S. Attorney for
the District of Columbia; James Baker, Office for Intelligence Pol-
icy and Review, U.S. Department of Justice; Robert Khuzami,
former Assistant United States Attorney in the United States At-
torney’s Office for the Southern District of New York; and Greg
Nojeim, the Associate Director and Chief Legislative Counsel of the
American Civil Liberties Union’s Washington National Office—tes-
tified.

Sec. 206. Roving surveillance authority under the Foreign Intel-
ligence Surveillance Act of 1978. This section amends 105(c)(2)(B)
of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
1805(c)(2)(B)) to update the authority to allow a court to authorize
a “roving wiretap” “in circumstances where the Court finds that
the actions of the target of the application may have the effect of
thwarting the identification of a specified person,” that a common
carrier, landlord, custodian, or other person not specified in the
Court’s order be required to furnish the applicant information and
technical assistance necessary to accomplish electronic surveillance
in a manner that will protect its secrecy and produce a minimum
of interference with the services that such person is providing to
the target of electronic surveillance.” This language was the same
as the language in section 152 of H.R. 2975 that passed the House
Judiciary Committee unanimously in the 107th Congress.

Federal judges have had the discretion for decades to grant law
enforcement the authority to use “roving wiretaps” to investigate
ordinary crimes, including drug offenses and racketeering, under
Federal criminal law. When a judge issues a roving wiretap order,
law enforcement can apply the wiretap to a particular suspect,
rather than to a particular phone or communications device.

While international terrorists and spies are just as sophisticated
as drug dealers and are trained to thwart surveillance by rapidly
changing locations and communication devices such as cell phones,
the law prior to the USA PATRIOT Act did not contain authority
similar to the criminal law that allowed a Federal judge to issue
a “roving wiretap” order in a national security or intelligence case.
As a result, the Government had to return to the FISA court for
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an order that named the new carrier, landlord, etc., before effecting
surveillance each time the terrorist or spy threw away his or her
cell phone and used a different cell phone. Under section 206 of the
USA PATRIOT Act, the FBI presents the newly discovered carrier,
landlord, custodian, or other person with a generic order issued by
the court, and the FBI can then effect FISA coverage as soon as
it is technically feasible.

Sec. 215. Access to Records and Other Items Under the Foreign
Intelligence Surveillance Act. Prior and subsequent to enactment of
the USA PATRIOT Act, law enforcement could obtain records from
all manner of businesses through grand jury-issued subpoenas.
Targets of grand jury investigations do not have standing to chal-
lenge a grand jury subpoena directed at a third party. This access
includes libraries and bookstores, for records relevant to criminal
inquiries. For example, in the 1997 Gianni Versace murder case, a
Florida grand jury subpoenaed records from public libraries in
Miami Beach. In the 1990 Zodiac gunman investigation, a grand
jury in Queens, New York, subpoenaed records from the library at
Fifth Avenue and 42d Street in Manhattan. Investigators believed
that the gunman was inspired by a Scottish occult poet, and want-
ed to learn who had checked out his books. Section 215 of the USA
PATRIOT Act created similar authority, but with more stringent
requirements. Section 215 provides the FISA court discretion to
issue an order for business records related to “international ter-
rorism and clandestine intelligence activities.” These judicial orders
conceivably could be issued to bookstores or libraries, but section
215 does not single them out. Section 215 has a very narrow scope
that can only be used: (1) “to obtain foreign intelligence information
not concerning a United States person”; or (2) “to protect against
international terrorism or clandestine intelligence activities.” 50
U.S.C. §1861(b)(2).

FBI agents cannot obtain records under section 215 unless
they receive a court order. Grand jury subpoenas, by contrast,
do not require judicial approval. Agents cannot use section 215
to unilaterally compel libraries or any other entity to turn over
their records. Agents must obtain such documents only by ap-
pearing before the FISA court and convincing the court that
these business records are needed. See 50 U.S.C. §1861(b).
Section 215 goes to great lengths to preserve the First Amend-
ment rights of libraries, their patrons, and other affected enti-
ties. It expressly provides that the FBI cannot conduct inves-
tigations “of a United States person solely on the basis of ac-
tivities protected by the first amendment to the Constitution of
the United States.” 50 U.S.C. §1861(a)(2).

Section 215 provides for thorough congressional oversight.
Every six months, the Attorney General is required to “fully in-
form” Congress on the number of times agents have sought a
court order under section 215, as well as the number of times
guch requests were granted, modified, or denied. See 50 U.S.C.

1862.

On April 28, 2005, the United States Attorney for the District of
Columbia testified that some of the 9/11 hijackers used libraries in
the United States. He stated:

Investigators have received information that individuals be-
lieved to be 9/11 hijackers Wail Alshehri, Waleed Alshehri, and
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Marwan Al-Shehhi visited the Del Ray Public Library in Del
Ray Beach, Florida. Wail Alshehri and Waleed Alshehri en-
tered the library one afternoon in July of 2001, and asked to
use the library’s computers to access the Internet. After about
an hour a third man, Marwan Al-Shehhi, joined the two.
Waleed and Wail Alshehri were hijackers aboard American
Airlines Flight 11, while Al-Shehhi was the pilot who took con-
trol of United Airlines Flight 175, both of those flights crashed
into the World Trade Center on September 11th. * * * In addi-
tion, investigators tracing the activities of the hijackers deter-
mined that on four occasions in August of 2001, individuals
using Internet accounts registered to Nawaf Alhazmi and
Khalid Almihdhar, 9/11 hijackers, used public access com-
puters in the library of a state college in New Jersey. The com-
puters in the library were used to review and order airline
tickets on an Internet travel reservations site. Alhazmi and
Almihdhar were hijackers aboard American Airlines Flight 77,
which took off from Dulles Airport and crashed into the Pen-
tagon. The last documented visit to the library occurred on Au-
gust 30th, 2001. On that occasion, records indicate that a per-
son using Alhazmi’s account used the library’s computer to re-
Kiev}z geptember 11th reservations that had been previously
ooked.”

On April 6, 2005 the Attorney General testified before the House
Committee on the Judiciary and stated that the FISA court has
granted the Department’s request for a 215 order 35 times as of
March 30, 2005. He went on to state that the Department has not
sought a section 215 order to obtain library or book store records,
medical records, or gun sale records. He also explained that the
provision to date has been used only to obtain driver’s license
records, public accommodation records, apartment leasing records,
credit card records, and subscriber information, such as names and
addresses, for telephone numbers captured through court-author-
ized pen-register devices.

5. April 28, 2005, Hearing—Section 218 of the USA PATRIOT Act—
If it Expires Will the “Wall” Return?

On Thursday, April 28, 2005, the Subcommittee held a hearing,
which focused on section 218 of the USA PATRIOT Act. Some have
argued that Section 218 contributed to lowering the “Wall,” and is
set to expire on December 31, 2005. The “Wall” is a metaphorical
term that described the legal and administrative constraints cre-
ated to separate the operations of law enforcement and the intel-
ligence community. Four witnesses—the Honorable Patrick Fitz-
gerald, U.S. Attorney for the Northern District of Illinois; David
Kris, former Associate Deputy Attorney General for the Depart-
ment of Justice; Kate Martin, Director of the Center for National
Security Studies; and Peter Swire, Professor of Law at Ohio State
University—testified.

Section 218 amended 50 U.S.C. §1804(a)(7)(B) and 1823(a)(7)(B)
(the Foreign Intelligence Surveillance Act) to improve information
sharing between law enforcement and the intelligence community.
The Foreign Intelligence Surveillance Act limited surveillance and
physical search orders to instances where authorities certified that
“the purpose” of the order was for foreign intelligence gathering;
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subsequent case law raised a question of whether it was sufficient
to meet “the purpose” requirement that foreign intelligence gath-
ering was “the primary purpose” or whether “the purpose” require-
ment could be satisfied perhaps when a criminal investigation was
not the primary purpose, 743 F.2d 59; 952 F.2d 565. Section 218
makes it clear that foreign intelligence gathering must be “a sig-
nificant” reason for a FISA application, but need not be the pri-
mary purpose, as the courts had interpreted the law to mean.16
Section 218 of the USA PATRIOT Act has helped to lower the
“Wall” that prevented sharing of information between law enforce-
ment and the intelligence community. This section is subject to the
December 31, 2005 sunset.

6. May 3, 2005, Oversight Hearing on Sections 201, 202, 213, and
223 of the USA PATRIOT Act and Their Effect on Law Enforce-
ment Surveillance

On Tuesday, May 3, 2005, the Subcommittee on Crime, Ter-
rorism, and Homeland Security for the Committee held a hearing
on the USA PATRIOT Act. The hearing focused on the effect of sec-
tions 201, 202, 213, and 223 on law enforcement surveillance. Al-
though section 213 does not sunset, the Committee reviewed this
section of the USA PATRIOT Act to accommodate a request of the
Minority. Section 213 covers delayed notice search warrants. Four
witnesses—the Honorable Michael J. Sullivan, U.S. Attorney for
the District of Massachusetts; Chuck Rosenberg, Chief of Staff to
the Deputy Attorney General, Heather MacDonald, John M. Olin
Fellow at the Manhattan Institute; and the Honorable Bob Barr,
former Representative of Georgia’s Seventh District—testified.

This hearing examined sections 201, 202, and 203 of the USA
PATRIOT Act that relate to criminal wiretaps and section 213 that
relates to when notice is provided for certain criminal search war-
rants. Sections 201, 202, and 223 expire on December 31, 2005.
Section 213 does not sunset.

A. The Wiretap Provisions Set To Expire

1. Criminal Wiretap Authority Before the USA PATRIOT Act

“Title III of the Omnibus Crime Control and Safe Streets Act of
1968, 18 U.S.C. §§2510-2522 (1994 & Supp. II 1996), requires the
government, unless otherwise permitted, to obtain an order of a
court before conducting electronic surveillance. The government is
permitted to seek such orders only in connection with the inves-
tigation of the criminal offenses enumerated in section 2516 of title
18.717

For Federal investigations, section 2516 distinguishes between
wire (i.e., telephone) and oral (i.e., face-to-face conversation) com-
munications, and electronic communications (i.e., conversation
using a computer). The USA PATRIOT Act did not change these
distinctions.

e For wire and oral communications, section 2516(1) allows
designated senior officials in the Department of Justice to au-
thorize an application for a court order to approve interception

16In re: Sealed Case No. 02-001, FIS Ct. Rev., No. 02-001, 11/18/02, reversing 71 CrL 615.
17 Qctober 17, 2000, Memorandum for the Counsel, Office of Intelligence Policy and Review,
U.S. DOJ.
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of wire and oral communications where the interception may
provide evidence of certain Federal offenses known as “wiretap
predicates.” Wiretap predicates are enumerated crimes for
which Congress has authorized law enforcement to use a wire-
tap over a wire or when oral communications occur.

e For wiretapping electronic communications, Congress au-
thorized Federal investigators, under 18 U.S.C. §2516(3), to
apply for a court order for interception of electronic commu-
nications where the interception may provide evidence of any
Federal felony.

2. Wiretap Authority as amended by the USA PATRIOT Act

The USA PATRIOT Act added to the wiretap predicates under
sections 201 and 202, and added safeguards under section 223 de-
signed to prohibit the unauthorized disclosure of information ob-
tained under the Government’s updated surveillance authority.

Sec. 201. Terrorism as a predicate act for authorization of wire-
taps. This section added new “wiretap predicates” under section
2516 of title 18 of the Federal criminal code that relate to crimes
of terrorism. Section 201 provides the courts discretion to grant a
wiretap for the interception of wire, oral, or electronic communica-
tions in the investigation of: (1) possible crimes relating to chemical
weapons under 18 U.S.C. §229 and (2) possible crimes relating to
terrorism under 18 U.S.C. §§2332, 2332a, 2332b, 2332d, 2339A, or
2339B. While some crimes involving terrorism were already wire-
tap predicates, others were not. The USA PATRIOT Act closed the
gap with respect to the use of this key investigative tool that sig-
nificantly enhances law enforcement ability to prevent a terrorist
attack and prosecute crimes connected with it. Such authority al-
ready existed for a number of other less serious crimes, such as
trafficking automobile parts. Prior to the enactment of the USA
PATRIOT Act, law enforcement could already conduct wiretaps on
electronic communications under section 2516(3) for these felonies.
The USA PATRIOT Act changed the law to now permit wiretaps
on wire and oral communications as well.

Sec. 202. Authority to intercept wire, oral, and electronic commu-
nications relating to computer fraud and abuse. This section adds
a new “wiretap predicate” under section 2516 of title 18 of the Fed-
eral criminal code for serious computer hacking offenses, including
cyberterrorism. Specifically, the wiretap predicate is for crimes
under section 1030 of title 18 when the violation is a felony that
relates to computer fraud and abuse. Prior to the USA PATRIOT
Act, law enforcement could already conduct wiretaps on electronic
communications under section 2516(3) for such felonies. The USA
PATRIOT Act changed the law to now also permit wiretaps on wire
and oral communications.

3. Wiretap Authority that Remained Unchanged by the USA
PATRIOT Act
Sections 201 and 202 of the USA PATRIOT Act in no way change

the strict limitations on how wiretaps may be used. Congress en-
acted Title III of the Omnibus Crime Control and Safe Streets Act
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of 196818 that outlines what is and is not permissible with regard
to wiretapping and electronic eavesdropping.1® Title III restrictions
go beyond Fourth Amendment constitutional protections and in-
clude a statutory suppression rule to exclude evidence that was col-
lected in violation of Title III1.20 Except under limited cir-
cumstances, it is unlawful to intercept oral, wire, and electronic
communications.2! Accordingly, under the Act, Federal and state
law enforcement may only use wiretaps under strict limitations.22
Congress created these procedures to allow limited law enforce-
ment access to private communications and communication records
for investigations consistent with Fourth Amendment rights. Title
18 U.S.C. §2518 sets strict procedures for the use of a wiretap. Sec-
tion 2518(1) requires the application to be made under written oath
or affirmation to a judge of competent jurisdiction. Section
2518(1)(b) requires that the application set forth, among other
things, “a full and complete statement of the facts and cir-
cumstances relied upon by the applicant, to justify his belief that
an order should be issued. . . .” These facts should include, among
other things, the “details as to the particular offense that has been,
is being, or is about to be committed” and “the identity of the per-
son, if known, committing the offense and whose communications
are to be intercepted.” 23 Section 2518(3) also includes requirements
that for the judge to issue a wiretap order the judge must believe
(1) there is probable cause for belief that an individual is commit-
ting, has committed, or is about to commit a particular offense enu-
merated in section 2516 of [title 18]; (2) there is probable cause for
belief that particular communications concerning that offense will
be obtained through such interception; and (3) normal investigative
procedures have been tried and have failed or reasonably appear
to be unlikely to succeed if tried or to be too dangerous.2¢ To fur-
ther protect privacy, law enforcement is required “to minimize the
interception of communications not otherwise subject to intercep-
tion [that is, noncriminal conversations] under this chapter, and
must terminate upon attainment of the authorized objective.” 25

Sec. 223. Civil Liability for Certain Unauthorized Disclosures.
This section is similar to section 161 of H.R. 2975 that passed the
House Judiciary Committee unanimously. Section 223 includes
safeguards designed to prevent the unauthorized disclosure of in-
formation obtained under the Government’s updated surveillance
authority, by amending the criminal code to provide for administra-
tive discipline of Federal officers or employees, as well as by allow-
ing for civil actions to be brought against the United States for
damages by any person aggrieved by such disclosures.

18 Omnibus Crime Control and Safe Streets Act, 87 Stat. 197 (1968)(codified as amended at
18 U.S.C. §§2510-2520 (1970).

19 Charles Doyle & Gina Stevens, Congressional Research Service, Library of Congress, Pri-
vacy: An Overview of Federal Statutes Governing Wiretapping and Electronic Eavesdropping,
at 6 (2001).

2087 Stat. 197, 18 U.S.C. §§2510-2520 (1970 ed.).

2118 U.S.C. §2511.

2218 U.S.C. §2518.

2318 U.S.C. §2518(1)(b).

2418 U.S.C. §2518 (emphasis added).

2518 U.S.C. §2518(5).
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B. Delayed Notice

1. Pre-existing Authority for Delayed Notice

Contrary to reports, the USA PATRIOT Act did not create de-
layed notice search warrants. Delayed notice search warrants have
been used for decades prior to enactment of the USA PATRIOT
Act. In 1979, the U.S. Supreme Court expressly held in Dalia v.
United States that the Fourth Amendment does not require law en-
forcement to give immediate notice of the execution of a search
warrant.26 The Department of Justice states that three Federal
Courts of Appeals had considered the constitutionality of delayed-
notice search warrants since 1979 and upheld their constitu-
tionality.27

2. What Delayed Notice Means

A delayed notice search warrant simply means that a court has
expressly authorized investigators to delay notifying a suspect that
a search warrant has been executed (i.e., a court-ordered search
has occurred). The search warrant is the same, regardless of when
the suspect receives notice. Thus, before a search warrant is issued,
whether notice is delayed or not, a Federal judge must find that
there is probable cause to believe the property to be searched or
seized constitutes evidence of a criminal offense.

3. Section 213 Creates a Uniform Nationwide Standard for
a Court To Authorize Delayed Notice

Congress included section 213 in the USA PATRIOT Act to cre-
ate a uniform nationwide standard for the issuance of these war-
rants. Under section 213 there are limited circumstances when a
court may delay notice. These circumstances are the same predi-
cate circumstances permitted in an application for delaying notice
in a search warrant for stored communications under section
2705(a)(2) of title 18, which predated the USA PATRIOT Act. For
a court to permit a delay in the notice of a search of a suspect’s
property, the investigator or prosecutor must show that there is
reasonable cause to believe that if the suspect is notified at the
same time as the search one of the following situations may occur:

* Notification would endanger the life or physical safety of
an individual,

* Notification would cause flight from prosecution;

* Notification would result in destruction of, or tampering
with, evidence;

¢ Notification would result in intimidation of potential wit-
nesses; or

* Notification would cause serious jeopardy to an investiga-
tion or unduly delay a trial.

4. Notification Required Within a Reasonable Period of Time

The subject of the search must be notified within a reasonable
period of time as determined by the court. Congress retained dis-

26 See Dalia v. United States, 441 U.S. 238 (1979); see also Katz v. United States, 389 U.S.
347 (1967).

27 April 4, 2005 U.S. Department of Justice letter to Senator Spector. p. 3 citing See United
States v. Freitas, 800 F.2d 1451 (9th Cir. 1986); United States v. Villegas, 899 F.2d 1324 (2d
Cir. 1990); United States v. Simons, 206 F.3d 392 (4th Cir. 2000).
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cretion for the courts to review the facts and determine what a rea-
sonable period time is to delay the notice, as that is necessarily de-
pendent upon the facts of each case. According to the Department
of Justice, the shortest period of time for which the Government
has requested delayed-notice for a search warrant is 7 days and the
longest is 180 days. This figure is from a survey of the 94 U.S. At-
torneys’ Offices for a period between April 1, 2003, and January 31,
2005.

In an April 4, 2005, letter to Senator Specter, the Department of
Justice provided statistics on the number of search warrants grant-
ed and the number of those for which delayed notice was sought
and granted:

» 32,5629 search warrants were handled by U.S. District
Courts during a 12-month period ending September 30, 2003,
according to the Administrative Office of the U.S. Courts.

* 61 search warrants had delayed notice in a comparable 14-
month period—between April 2003, and July 2004, according
to a Department survey of the U.S. Attorney Offices.

* When comparing the two periods, delayed notice under
section 213 was granted for only 0.2 percent of the total search
warrants handled by the courts.

» 155 search warrants had delayed notice in the period from
enactment of the USA PATRIOT Act on October 26, 2001
through January 31, 2005—a period of more than three years.

e Assuming that the number of search warrants was the
same for three years, the number would be 0.15 percent of the
total search warrants handled by the courts.

« Of the 98 U.S. Attorneys’ Offices, 48 Offices never used a
delayed notice search warrant under section 213 and only 40
Offices—less than half of the total number of U.S. Attorneys’
Offices—used a delayed notice search warrant under any au-
thority.

¢ Of the 40 Offices that used section 213, 17 used section
213 only once.

7. Tuesday, May 5, 2005—OQversight Hearing on Section 212 of the
USA PATRIOT Act That Allows Emergency Disclosure of Elec-
tronic Communications To Protect Life and Limb

On Thursday, May 5, 2005, the Subcommittee held a hearing on
section 212 of the USA 1PATRIOT Act. Section 212 of the USA PA-
TRIOT Act allows computer-service providers to disclose electronic
communications in life-threatening emergencies to law enforcement
and is scheduled to expire on December 31, 2005.

Four witnesses—the Honorable William Moschella, Assistant At-
torney General, Office of Legislative Affairs, U.S. Department of
Justice; Willie Hulon, Assistant Director of the Counterterrorism
Division, Federal Bureau of Investigation; Professor Orrin Kerr,
Professor of Law at the George Washington University Law School,
and James X. Dempsey, Executive Director of the Center for De-
mocracy and Technology as the witness for the Minority—testified.

This hearing examined section 212 of the USA PATRIOT Act
that allows computer-service providers to disclose information
under emergencies that threaten life or limb. To understand the ef-
fect of section 212, following is an explanation of the prohibitions
for disclosing stored electronic communications that existed before
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and exist after enactment of the USA PATRIOT Act. The 1986
Electronic Communications Privacy Act (ECPA) to authorize Gov-
ernment access to e-mail and other electronic communications “in
storage.” Section 2701(a) of that chapter makes it a Federal offense
to unlawfully access stored communications. Subsection (c) of 18
U.S.C. §2701 provides exceptions to the prohibitions in (a). Those
exceptions include conduct authorized by the person or entity pro-
viding a wire or electronic communications service; conduct author-
ized by a user of that service with respect to a communication of
or intended for that user; and exceptions described in sections
2702, 2703, 2704, and 2518 of title 18.

Subsection 2702(a) restricts voluntary disclosure of customer
communications or records, unless the disclosure falls under one of
the specified exceptions in subsections 2702(b) or 2702(c). Sub-
section 2702(b) provides exceptions for disclosure of the contents of
a communication. Subsection 2702(c) provides exceptions for the
disclosure of customer records. Under section 2702(c) a provider
covered by subsection 2702(a) may divulge a record or other infor-
mation pertaining to a subscriber to or customer of such service
that does not include the contents of communications covered by
subsections 2701(a)(1) or (a)(2).

Section 2703 provides the standards for Government access to
electronic communications in storage. Section 2703(a) requires a
sea;‘lch warrant to compel service providers to disclose unopened e-
mails.

Sec. 212. Emergency Disclosure of Electronic Communications to
Protect Life and Limb. Section 212 of the USA PATRIOT Act
amended sections 2702 and 2703 of title 18. Prior to enactment of
the USA PATRIOT Act, there were two basic problems with the
disclosure rules for stored electronic communications. First, the law
contained no provision allowing electronic communications service
providers to voluntarily disclose communications when necessary to
protect life and limb. Thus, “for example, an Internet service pro-
vider (“ISP”) independently learned that one of its customers was
part of a conspiracy to commit an imminent terrorist attack,
prompt disclosure of the account information to law enforcement
could save lives. Since providing this information did not fall with-
in one of the statutory exceptions, however, an ISP making such
a disclosure could be sued civilly.” 28

Second, while the law allowed communications service providers
to protect their rights and property by disclosing stored commu-
nications that contained content, the law did not allow them to dis-
close communications that contained “non-content” records for such
protection. Allowing providers to disclose content, but not non-con-
tent communications, to protect their rights and property had, ac-
cording to the Department of Justice, substantially hindered pro-
vidiers’ ability to protect themselves from cyber-terrorists and crimi-
nals.

The USA PATRIOT Act addresses both issues. To resolve the
first problem addressing life and limb emergencies, section 212
amends subsection 2702(b) to authorize communications service
providers to voluntarily disclose the stored “content” and “non-con-

28 Field Guidance on New Authorities That Relate to Computer Crime and Electronic Evidence
Enacted in the USA PATRIOT Act of 2001, Computer Crime and Intellectual Property Section
(CCIPS), U.S. Dept. of Justice.
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tent” communications of their customers or subscribers if the pro-
vider reasonably believes that an emergency involving immediate
danger of death or serious physical injury to any person requires
disclosure of the information without delay. This language was
later amended in 2002 under the “Cyber Security Enhancement
Act,” which was introduced by Mr. Lamar Smith, then Chairman
of the Subcommittee on Crime, Terrorism, and Homeland Secu-
rity.29

The Cyber Security Enhancement Act contains a section that
made a conforming amendment to the USA PATRIOT Act to allow
communications services providers to disclose communications to
government entities in emergency situations where the provider in
good faith believes that there is a danger of death or physical in-
jury. For customer communications, the USA PATRIOT Act creates
an exception that allows emergency disclosures to “law enforce-
ment,” when the provider reasonably believes there was immediate
danger. For customer records, however, the USA PATRIOT Act cre-
ates a broader exception allowing disclosure of such records to “a
governmental entity.” This section changes the emergency excep-
tion for disclosing customer communications to include other Gov-
ernment agencies, such as emergency response personnel, health
officials, and the Department of Defense. Thus, the provider could
contact, for instance, the Centers for Disease Control as well as law
enforcement. It should be noted that section 212 does not impose
an affirmative obligation to review customer communications in
search of such imminent dangers.

As to the second problem regarding property rights of the com-
munications services provider, section 212 amends the law to allow
communications services providers to disclose non-content informa-
tion (such as the subscriber’s login records). “It accomplishes this
change by two related sets of amendments. First, amendments to
sections 2702 and 2703 of title 18 simplify the treatment of vol-
untary disclosures by providers by moving all such provisions to
2702. Thus, section 2702 now regulates all permissive disclosures
(of content and non-content records alike), while section 2703 cov-
ers only compulsory disclosures by providers. Second, an amend-
ment to new subsection 2702(c)(3) clarifies that service providers do
have the statutory authority to disclose non-content records to pro-
tect their rights and property. All of these changes will sunset De-
cember 31, 2005.” 30

8. Tuesday, May 10, 2005, Oversight Hearing on the Prohibition of
Material Support to Terrorists and Foreign Terrorist Organiza-

tions and on the DOJ Inspector General’s Report on Civil Lib-
erty Violations Under the USA PATRIOT Act

On Tuesday, May 10, 2005, the Subcommittee on Crime, Ter-
rorism, and Homeland Security for the Committee on the Judiciary
held a hearing on the USA PATRIOT Act. This hearing examined
the prohibition of material support to terrorists and foreign ter-
rorist organizations and the requirement of the Department of Jus-

29The Cyber Security Enhancement Act was incorporated into the Homeland Security Act of
2002.

30 Field Guidance on New Authorities That Relate to Computer Crime and Electronic Evidence
Enacted in the USA PATRIOT Act of 2001, Computer Crime and Intellectual Property Section
(CCIPS), U.S. Dept. of Justice.
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tice Inspector General (IG) to report every six months on any viola-
tions of civil liberties. Four witnesses—the Honorable Glenn Fine,
Inspector General of the Department of Justice; the Honorable
Gregory G. Katsas, Deputy Assistant Attorney General, Civil Divi-
sion of the Department of Justice; Mr. Barry Sabin, Chief of the
Counterterrorism Section of the Criminal Division of the Depart-
ment of Justice; and Ahilan Arulanantham, Staff Attorney for the
American Civil Liberties Union of Southern California—testified.

The hearing focused on section 805(a)(2)(B) of the USA PATRIOT
Act as amended by section 6603 of the Intelligence Reform and Ter-
rorism Prevention Act of 2004, which covers Material Support, and
section 1001 of the USA PATRIOT Act, which requires the IG to
report to the Congress ever six months on whether the IG has
found any civil liberty violations.

A. Section 1001 of the USA PATRIOT Act

Section 1001 requires the Inspector General of the Department
of Justice to submit a semiannual report. This section does not sun-
set, but does help the Committee understand the existence and ex-
tent of civil liberty abuses by the Department of Justice. Specifi-
cally, section 1001 directs the IG to investigate claims of civil
rights or civil liberties violations allegedly committed by the De-
partment of Justice. Since enactment of the USA PATRIOT Act,
the IG has issued six semi-annual reports. In the sixth (and most
recent) report, which was issued in March 2005, the IG had yet to
find any violations under the USA PATRIOT Act.

1. Background

Section 1001 of the USA PATRIOT Act is based upon a proposal
that emerged during consideration of anti-terrorism legislation by
the House Judiciary Committee. The Committee report explains,
“In the wake of several significant incidents of security lapses and
breach of regulations, there has arisen the need for independent
oversight of the Federal Bureau of Investigation. Oversight of the
Federal Bureau of Investigation is currently under the jurisdiction
of the Department of Justice Office of Professional Responsibility.
This section directs the Inspector General of the Department of
Justice to appoint a Deputy Inspector General for Civil Rights,
Civil Liberties. This section also directs the Deputy Inspector to re-
view all information alleging abuses of civil rights, civil liberties,
and racial and ethnic profiling by employees of the Department of
Justice, which could include allegations of inappropriate profiling
at the border,” H.Rept. 107-236, at 78. (2001).

2. The Department of Justice Office of Inspector General

The Office of the Inspector General (OIG) in the Department of
Justice is an independent entity that reports to both the Attorney
General and Congress. The OIG’s mission is to investigate allega-
tions of waste, fraud, and abuse in DOJ programs and personnel
and to promote economy and efficiency in DOdJ operations. The OIG
has jurisdiction to review programs and personnel in all DOJ com-
ponents. Since its creation in 1989, the OIG has had the authority
to conduct audits and inspections in all DOJ components and inves-
tigations of employee misconduct in all components except the FBI
and the Drug Enforcement Agency (DEA). On July 11, 2001, the
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Attorney General expanded the OIG’s jurisdiction to include crimi-
nal and administrative investigations of FBI and DEA employees.

3. Section 1001

Section 1001 of the USA PATRIOT Act provides the following:

The Inspector General of the Department of Justice shall des-
ignate one official who shall:

(1) review information and receive complaints alleging abuses of
civil rights and civil liberties by employees and officials of the De-
partment of Justice;

(2) make public through the Internet, radio, television, and news-
paper advertisements information on the responsibilities and func-
tions of, and how to contact, the official; and

(3) submit to the Committee on the Judiciary of the House of
Representatives and the Committee on the Judiciary of the Senate
on a semi-annual basis a report on the implementation of this sub-
section and detailing any abuses described in paragraph (1), includ-
ing a description of the use of funds appropriations used to carry
out this subsection.

To undertake the responsibilities designated to the OIG by sec-
tion 1001, the OIG established the Special Operations Branch in its
Investigations Division to help manage the OIG’s investigative re-
sponsibilities outlined in the USA PATRIOT Act. The Special Oper-
ations Branch receives civil rights and civil liberties complaints via
mail, e-mail, telephone, and facsimile. Once a complaint is received,
it is reviewed by the Investigative Specialist and ASAC responsible
for USA PATRIOT Act complaints. After review, the complaint is
entered into an OIG database and a decision is made concerning
its disposition. The more serious civil rights and civil liberties alle-
gations that relate to actions of a DOJ employee or contractor are
assigned to an OIG Investigations Division field office for investiga-
tion. The OIG has approximately 120 series 1811 special agents
who conduct investigations of criminal violations and administra-
tive misconduct. Because of its limited resources, the OIG refers
some complaints involving DOJ employees to internal affairs offices
in DOJ components, such as the FBI and the Bureau of Prisons
(BOP) for appropriate handling. Certain referrals require the com-
ponent to report the results of their investigation to the OIG. In
most cases, the OIG notifies the complainant of the referral. Com-
plaints outside the OIG’s jurisdiction that identify a specific issue
for investigation are forwarded to the appropriate investigative en-
tity.

In addition, the OIG has referred complainants to a variety of po-
lice department internal affairs offices. Since passage of the USA
PATRIOT Act, the OIG also has been in close communication with
the DOJ Civil Rights Division’s National Origin Working Group
(NOWG) to Combat the (Post—9/11 Discriminatory Backlash). The
NOWG regularly forwards complaints alleging civil rights and civil
liberties abuses to the OIG for review. Many of the complaints for-
warded by the NOWG are the result of media database searches.

When an allegation received from any source involves a potential
violation of Federal civil rights statutes by a DOJ employee, the
complaint is discussed with the DOJ Civil Rights Division for pros-
ecutorial review. In some cases, the Civil Rights Division accepts
the case and requests additional investigation by either the OIG or
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FBI. In other cases, the Civil Rights Division declines prosecu-
tion.31

4. Complaints Processed This Reporting Period

From June 22, 2004, through December 31, 2004, the period cov-
ered by the sixth report, the OIG processed 1,943 complaints that
were sent primarily to the OIG’s section 1001 e-mail or postal ad-
dress. Of these complaints, 1,748 did not warrant further investiga-
tion or did not fall within the OIG’s jurisdiction. Approximately
three-quarters of the 1,748 complaints made allegations that did
not warrant an investigation. For example, some of the complaints
alleged that Government agents were broadcasting signals that
interfere with a person’s thoughts or dreams or that prison officials
had laced the prison food with hallucinogenic drugs. The remaining
one-quarter of the 1,748 complaints in this category involved alle-
gations against agencies or entities outside of the DOJ, including
other Federal agencies, local governments, or private businesses.
The OIG referred those complaints to the appropriate entity or ad-
vised complainants of the entity with jurisdiction over their allega-
tions.

Consequently, 195 complaints involved DOJ employees or compo-
nents and made allegations that required further review. Of those
complaints, 170 raised management issues rather than alleged
“civil rights” or “civil liberties” abuses and were referred to DOJ
components for handling. For example, inmates complained about
the general conditions at Federal prisons, such as the poor quality
of the food or the lack of hygiene products. Twelve of the 195 com-
plaints did not provide sufficient detail to make a determination
whether an abuse was alleged. The OIG requested further informa-
tion but did not receive responses from any of these 12 complain-
ants. Finally, the OIG requested that the BOP investigate one of
the complaints and report to the OIG on the investigation’s find-
ings. That complaint involved an inmate who complained that he
was sexually harassed by a correctional officer. BOP’s investigation
of the matter is ongoing.

Therefore, after analyzing these 195 complaints, the OIG identi-
fied 12 matters that the OIG believed warranted opening a section
1001 investigation or conducting a closer review to determine if
section 1001-related abuse occurred. Of the 12 matters, the OIG
retained one for investigation because the complainant made alle-
gations of a potentially criminal nature. The OIG closed one be-
cause the allegations already had been addressed in a previous
OIG investigation. The OIG referred the remaining ten matters,
which appeared to raise largely administrative issues, to Depart-
ment components for further investigation or review. For six of the
ten matters, the OIG requested that the components report their
findings to the IG.

None of the complaints the OIG processed during this reporting
period alleged misconduct by DOJ employees relating to the use of
a provision in the USA PATRIOT Act.32 In addition, the IG has not
substantiated claims of alleged misconduct resulting from the use

31Report to Congress on Implementation of Section 1001 of the USA PATRIOT Act (as re-
quired by Section 1001(3) of Public Law 107-56) (Mar. 2005), Office of the Inspector General,
U.S. Dept. of Justice, available at http:/ /www.usdoj.gov | oig | special | 0503 / index.htm.

321d.
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of a provision of the USA PATRIOT Act in any prior report, al-
though one such allegation is still under review.33

B. Prohibition on Material Support to Terrorists

1. The Antiterrorism and Effective Death Penalty Act of
1996

The USA PATRIOT Act did not create the prohibition on mate-
rial support to terrorists and foreign terrorist organizations, but
did amend that prohibition. It was the “Antiterrorism and Effective
Death Penalty Act of 1996,” that created prohibitions to sever ma-
terial support from international terrorists. The 1996 Act was in
response to the Oklahoma City and first World Trade Center ter-
rorist attacks. Subtitle A of Title III of the 1996 Act: (1) established
the procedure under which a foreign organization may be des-
ignated as a terrorist organization; (2) proscribes providing such an
organization with “material support;” and (3) established a system
of civil penalties for banks and other financial institutions that fail
to freeze and report the assets of such organizations. 34

Section 302 of the 1996 Act “established the procedure for desig-
nating as foreign terrorist organizations those foreign organizations
that engage in terrorist activities that threaten the national de-
fense, foreign relations, or economic interests of the United States
or the security of U.S. nationals, 8 U.S.C. §1189. The designation
by the Secretary of State lasts for up to two years with the possi-
bility of a two-year renewal and may be withdrawn by the Sec-
retary or by law. The designation is subject to judicial review on
behalf of the designated organization if it is arbitrary, contrary to
law, or in excess of authority. The Government may provide any
supporting classified information to the court in secret. The des-
ignation may not be contested by a donor subsequently prosecuted
for support nor by an alien excluded from the United States for as-
sociation. Assets of a designated organization held by a financial
institution may be frozen by order of the Secretary of the Treas-
ury.” 35

Section 303 of the 1996 Act “outlaws providing support to a for-
eign terrorist organization, 18 U.S.C. §2339B. In addition to money
and the instrumentalities of war, prohibited support extends to
food, medical supplies, and any other physical asset except medi-
cine itself and religious articles, 18 U.S.C. §2339A; 142 Cong.Rec.
H3334 (daily ed. April 5, 1996). The fact that a particular contribu-
tion is made and used for humanitarian purposes is no defense
since the gist of the offense is contributing to a tainted organiza-
tion regardless of the purpose or use of the contribution. Violations
are punishable by imprisonment for not more than 10 years and/
or a fine of not more than $250,000. Financial institutions that fail
to report or comply with a freeze order are subject to civil penalties
of up to the greater of twice the amount involved or $50,000. The

33 An OIG investigation relating to Brandon Mayfield is still ongoing as of the date of this
hearing.

34 Antiterrorism and Effective Death Penalty Act of 1996: A Summary, Charles Doyle, Senior
Specialist, American Law Division, Congressional Research Service, June 1996).

351d.
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proscriptions apply both in the United States and to Americans
and American institutions overseas.” 36

2. The 1998 Challenge to Material Support Prohibition

Led by the Humanitarian Law Project, six organizations
and two individuals challenged the constitutionality of the
law in 1998, contending that it violated the First Amend-
ment.

They argued, among other things, that the law infringed
on their free-association rights, granted too much discre-
tion to the secretary of state and prohibited their First
Amendment right to seek and donate funds.

A Federal district court rejected most of the First
Amendment claims, but ruled the definition of the term
“material support” was vague enough to prevent the gov-
ernment from enforcing the law.

On appeal, a three-judge panel of the 9th U.S. Circuit
Court of Appeals agreed in Humanitarian Law Project v.
Reno. Just as the lower court had, the appeals court cast
aside most of the First Amendment arguments.

The court rejected the free-association claim, finding
that the statute does not prohibit membership in a group
or support for the political goals of a group. “What [the
law] prohibits is the act of giving material support, and
there is no constitutional right to facilitate terrorism by
giving terrorists the weapons and explosives with which to
carry out their grisly missions,” the court wrote in its
March 3 opinion.

The plaintiffs contended that the law could be inter-
preted to prohibit the giving of material support to the so-
called terrorist groups’ nonviolent humanitarian and polit-
ical activities.

However, the 9th Circuit determined that the First
Amendment did not protect the right to give funds to ter-
rorist groups. These “terrorist groups do not maintain open
books,” the court wrote. “Therefore, when someone makes
a donation to them, there is no way to tell how the dona-
tion is used.”

The appeals court distinguished between giving material
support to a group and advocating the beliefs and ideas of
a group. “Advocacy is far different from making donations
of material support,” the court wrote.

The appeals court also dismissed the plaintiffs’ argu-
ment that the statute had empowered the secretary of
state with “unfettered discretion” to determine whether a
group is a terrorist organization.

The 9th Circuit pointed out that the secretary of state
can only designate a group as a terrorist group if he or she
has “reasonable grounds to believe that an organization
has engaged in terrorist acts.”

However, the appeals court agreed with the plaintiffs
and the lower court that some of the law’s language was
too vague.

361d.
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The law defined “material support” as:

Currency or other financial securities, financial services,
lodging, training, safehouses, false documentation or iden-
tification, communications equipment, facilities, weapons,
lethal substances, explosives, personnel, transportation
and other physical assets, except medicine or religion.

The court focused on the terms “training” and “per-
sonnel,” finding that these terms “blur[red] the line be-
tween protected expression and unprotected conduct.”

“Someone who advocates the cause of * * * [a terrorist
organization] * * * could be seen as supplying them with
personnel,” the court wrote.

The appeals court also had trouble with the word “train-
ing.” “For example, a plaintiff who wishes to instruct mem-
bers of a designated group on how to petition the United
Nations to give aid to their group could plausibly decide
that such protected expression falls within the scope of the
term ‘training.’” For these reasons, the court ruled that
the lower court did not “abuse its discretion” in issuing a
preliminary injunction.37

3. USA PATRIOT Act Amends the Material Support
Provision

Section 805(a)(2)(B) of the USA PATRIOT Act added the
phrase “expert advice or assistance” to the types of mate-
rial support to terrorists that is banned by the criminal
law. Title 18 U.S.C. §2339A prohibited providing material
support or resources to terrorists prior to enactment of the
USA PATRIOT Act. Prohibition on expert advice or assist-
ance also applies to 18 U.S.C. §2339B’s prohibition of ma-
terial support to FTOs. The existing definition of “material
support or resources” was not broad enough to encompass
expert services and assistance—for example, advice pro-
vided by a person with expertise in aviation matters to fa-
cilitate an aircraft hijacking, or advice provided by an ac-
countant to facilitate the concealment of funds used to sup-
port terrorist activities. This section accordingly amended
18 U.S.C. §2339A to include expert services and assist-
ance, making the offense applicable to experts who provide
services or assistance knowing or intending that the serv-
ices or assistance is to be used in preparing for or carrying
out terrorism crimes. This also applies to 18 U.S.C.
§2339B.

4. Challenges to the USA PATRIOT Act Prohibition
of Material Support to Terrorists

a. December 3, 2003 9th Circuit Decision

Los ANGELES—Civil rights lawyers filed a free-speech
challenge . . . to a section of the USA Patriot Act that
makes it illegal to provide “expert advice and assistance”
to groups with alleged links to terrorists.

37Federal appeals panel finds anti-terrorism law unconstitutionally vague, David Hudson,
First Amendment Center research attorney, (April 8, 2000). [emphasis added].
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The ban is unconstitutionally vague and should be
struck down, the New York-based Center for Constitu-
tional Right argued in a motion filed in Federal court.

The motion was included in the center’s current lawsuit,
Humanitarian Law Project v. Ashcroft, which challenges a
1996 law that makes it a crime to provide material sup-
port to any group designated a foreign terrorist organiza-
tion. Federal courts have already struck down portions of
that law that barred providing personnel or training to ter-
rorist groups, saying the provisions were unconstitution-
ally vague.

The Patriot Act, passed after the Sept. 11, 2001, ter-
rorist attacks, amended the definition of material support
to include “expert advice and assistance.”

The plaintiffs say they want to provide support for law-
ful, nonviolent activities by two groups designated as for-
eign terrorist organizations: the Kurdistan Workers’ Party
in Turkey and the Liberation Tigers of Tamil Eelam in Sri
Lanka.

One of the plaintiffs, Dr. Nagalingam Jeyalangim, would
like to work as a doctor in his war-torn homeland of Sri
Lanka. However, because some hospitals are controlled by
rebel forces there, he fears he could be prosecuted for “pro-
viding material support” to a terrorist group, according to
the filing.

* * * * * * * 38

b. The 9th U.S. Circuit Court of Appeals Overturns Circuit’s
Ruling That the 1996 Terror Financing Law Was Uncon-
stitutional

A Federal appeals court reinstated indictments against
seven Los Angeles residents accused of raising money for
a terror organization with links to ousted Iraqi ruler Sad-
dam Hussein. In a victory for the Bush administration’s
war on terror, the 9th U.S. Circuit Court of Appeals yes-
terday reversed a Los Angeles Federal judge who declared
the 1996 terror financing law unconstitutional.

The law makes it illegal to funnel money—“material
support”—to organizations the State Department says are
linked to terrorism, about 30 groups in all.

Before the Sept. 11, 2001, attacks, the government rare-
ly used the terror law. Subsequently the administration
has used the law to win dozens of terror convictions na-
‘Sonwide, from Lackawanna, N.Y., to Seattle to Portland,

re.

& & & * * * *

The case stems from a 2001 indictment against the
seven defendants for allegedly providing several hundred
thousand dollars to the Mujahedin-e Khalq, which the ap-
peals court said “participated in various terrorist activities
against the Iranian regime” and “carried out terrorist ac-
tivities with the support of Saddam Hussein’s regime.”

38 Patriot Act dealt blow by federal judge, The Associated Press, January 26, 2004.
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U.S. District Judge Robert Takasugi had invalidated the
law, saying it did not provide the groups a proper forum
to contest their terror designations.

But a three-judge panel of the San Francisco-based Fed-
eral appeals court overruled that decision and went a step
further, saying individuals accused of supporting the listed
g(lioups cannot challenge whether the groups should be list-
e

The government, the court said, must prove the “fact
that a particular organization was designated at the time
the material support was given, not whether the govern-
ment made a correct designation.”

The 9th Circuit decision mirrors a ruling this year by
the 4th U.S. Circuit Court of Appeals in Richmond, Va.,
upholding the conviction of a man who funneled money to
the militant Hezbollah organization while insisting he had
a right to challenge that group’s listing.

“The Justice Department is pleased that yet another
court has upheld the constitutionality of the material-sup-
port statute, a key weapon in our arsenal of legal remedies
in the war on terror,” spokesman John Nowacki said.
“Stopping the flow of money and other resources to terror-
ists is critical to our success, and the department will con-
tinue to pursue those who provide material support for ter-
rorist objectives.”

The seven Los Angeles defendants said it violated their
First Amendment rights to be prohibited from contributing
money to groups they say are not terror organizations.
They said they should be afforded the right to prove that
the group in question should not be on the State Depart-
ment’s list.

Writing for the majority, Judge Andrew J. Kleinfeld said
the First Amendment did not protect unlimited speech,
and even allowed limits on campaign contributions.

“It would be anomalous indeed if Congress could prohibit
the contribution of money for television commercials say-
ing why a candidate would be a good or bad choice for po-
litical office, yet could not prohibit contribution of money
to a group designated a terrorist organization,” Kleinfeld
wrote.

% * * kS & * *

According to the indictment, the Los Angeles defendants
solicited donations at the Los Angeles International Air-
port and wired money to a Mujahedin-e Khalq bank ac-
count in Turkey. The group had tried unsuccessfully to get
removed from the terror list.

No court date has been set for the seven.39

5. Intelligence Reform and Terrorism Prevention Act of 2004

Section 6603 of the Intelligence Reform and Terrorism Preven-
tion Act of 2004 adds a new crime of material support for terrorism
for knowingly receiving military training from a foreign terrorist
organization. The section requires that any person charged under

399th Circuit reinstates terror indictments, the Associated Press, December 21, 2004.
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this section must have knowledge that the organization is a ter-
rorist organization. It also defines the term “military-type train-
ing.” Section 6603 also expands the crime of material support to
terrorists to include any act of international or domestic terrorism.

Section 6603(c) specifies that any person charged under this sec-
tion must have knowledge that the organization is a terrorist orga-
nization. It also more clearly defines the term “material support.”
The Intelligence Reform and Terrorism Prevention Act of 2004 at-
tempted to address the court cases finding the terms “training” and
“personnel” under the prohibition unconstitutionally vague,® and
the term “expert advice or assistance” in material support statute
unconstitutionally vague.4!

The Intelligence Reform and Terrorism Prevention Act provides
more detailed definitions of the terms “training,” and “expert ad-
vice or assistance” under section 6603(b); and “personnel” under
section 6603(f) by creating new section 3229B(a)(1)(h) of title 18
that limits the term “personnel.”

e To address the Ninth Circuit’s concern that the term
“training” is vague and may cover protected First Amendment
activity, the Act provides that training includes only instruc-
tion or teaching designed to impart a specific skill. This defini-
tion addresses the Ninth Circuit’s concern that the material
support statute could cover imparting general knowledge to a
terrorist organization (such as knowledge about international
law). It also addresses the Ninth Circuit’s concern that the
term “training” could cover First Amendment protected activity
by specifically stating that the statute does not cover such ac-
tivity.

e To address the Ninth Circuit’s concern that the term “per-
sonnel” is unconstitutionally vague and could be interpreted to
cover those independently advocating on behalf of a foreign ter-
rorist organization, the legislation provides that the term “per-
sonnel” only refers to those either: (1) working under a ter-
rorist organization’s direction or control; or (2) managing or su-
pervising the terrorist organization. This definition makes it
clear that those independently advocating on behalf of a for-
eign terrorist organization’s goals are not covered by the mate-
rial support statute.

e To address the Ninth Circuit’s concern that the term “ex-
pert advice or assistance” is vague, the legislation provides
that “expert advice or assistance” means advice derived from
scientific, technical, or other specialized knowledge. This defi-
nition is taken from the definition of expertise found in the
Federal Rules of Evidence. It is well-known and well-under-
stood by lawyers and courts. The proposal also addresses the
Ninth Circuit’s concern that the term “expert advice or assist-
ance” could cover First Amendment protected activity by spe-
cifically stating that this language does not cover such activity.

Section 6603(f) contains an exception that “no person may be
prosecuted under this section in connection with the term ‘per-
sonnel,” ‘training,” or ‘expert advice or assistance’ if the provision of
that material support or resources to a foreign terrorist organiza-

40 See Humanitarian Law Project v. United States Department of Justice, 352 F.3d 382 (9th
Cir. 2003).
41 Humanitarian Law Project v. Ashcroft, 2004 WL 112760 (C.D. Cal. Jan. 22, 2004).
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tion was approved by the Secretary of State with the concurrence
of the Attorney General.”

Section 6603(g) also provides that section 6603 sunsets on De-
cember 31, 2006.

6. 9th Circuit Lifts 2002 Injunction Protecting Donors to Ter-
rorist Organizations

A Federal appeals court yesterday lifted an injunction
that had barred the government from prosecuting a Los
Angeles group if it aids organizations labeled as sup-
porting terrorism.

The decision by the 9th U.S. Circuit Court of Appeals
came days after President Bush signed legislation over-
hauling U.S. intelligence gathering and terror-enforcement
rules. The San Francisco-based court said yesterday’s deci-
sion in Humanitarian Law Project v. Dept. of Justice was
based partly on the Intelligence Reform and Terrorism
Prevention Act of 2004, which Bush signed into law on
Dec. 17.

The appeals court, however, did not comment on wheth-
er the Humanitarian Law Project could ever be prosecuted
if it provided advice to the Kurdistan Workers’ Party or
the Tamil Tigers Eelam in Sri Lanka.

The 11-judge panel of the 9th Circuit sent the case back
to the lower courts, where the Humanitarian Law Project
is expected to challenge the new provisions.

“The end goal is to get another injunction,” said David
Cole, a Georgetown University School of Law scholar who
won the 2002 injunction on behalf of the Humanitarian
Law Project.

Cole said the group would abide by the court’s order.

The State Department lists the Sri Lanka and Turkey
groups as terror organizations. That makes it illegal for
those in the United States to provide financial assistance
under a 1996 law created in the aftermath of the attack
on the Oklahoma City Federal building.

The Humanitarian Law Project was not seeking to give
money. Rather, it wanted to donate personnel and training
time to teach the groups about human rights and peace-
making, according to court documents.

The humanitarian group had provided human rights
support to the Kurdistan party for years before the party
was declared a terror organization by the United States.
The humanitarian group challenged the 1996 law in Los
Angeles Federal court a year later, Cole said.

The group sought the injunction because it feared its
members might be prosecuted and imprisoned for up to 15
years.

Before the Sept. 11, 2001, attacks, the government rare-
ly used the terror law. The administration subsequently
has employed it to win dozens of terror convictions nation-
\gide, from Lackawanna, N.Y., to Seattle and Portland,

re.

In 2003, the 9th Circuit said the Humanitarian Law
Project could donate human rights and peacemaking serv-
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ices because the law did not specifically outlaw such assist-
ance. . . .

The legislation, which creates a national intelligence
center and the position of national intelligence director,
makes it illegal to assist the roughly 30 organizations the
State Department says are linked to terrorism.

The new law virtually outlaws any form of assistance, fi-
nancial or not.

* * * * * * *

Yesterday’s decision comes a day after a different panel
of the 9th Circuit reinstated the indictments against seven
Los Angeles residents accused of raising money for a terror
organization with links to ousted Iraqi ruler Saddam Hus-
sein.

The group claimed they had a right to challenge whether
the terror group they were funding—Mujahedin-e Khalq—
should be on the terror list. The appeals court said the
government must prove the “fact that a particular organi-
zation was designated at the time the material support
was given, not whether the government made a correct
designation.” 42

9. May 26, 2005, Oversight Hearing on Material Witness Provisions
of the Criminal Code and the Sections 505 and 804 of the USA
PATRIOT Act

On Thursday, May 26, 2005, the Subcommittee on Crime, Ter-
rorism, and Homeland Security for the Committee on the Judiciary
held a hearing on material witness provisions of the criminal code
and sections 505 (related to National Security Letters) and 804 (re-
lated to jurisdiction over crimes committed at U.S. facilities abroad)
of the USA PATRIOT Act. The Subcommittee heard testimony from
four witnesses—Chuck Rosenberg, Chief of Staff to the Deputy At-
torney General of the Department of Justice; Matthew Berry,
Counselor to the Assistant Attorney General of the Department of
Justice; and two witnesses for the minority: Gregory Nojeim, Act-
ing Director of the Washington Legislative Office of the American
Civil Liberties Union; and Shayana Kadidal, Staff Attorney, Center
for Constitutional Rights.

A. National Security Letters

1. What Is a National Security Letter?

A National Security Letter (NSL) is an administrative subpoena
that can be used in international counterterrorism or foreign coun-
terintelligence investigations. An administrative subpoena is an in-
vestigative tool that allows the FBI to request (compliance varies,
see examples) document production or testimony without prior ap-
proval from a grand jury, court, or other judicial entity. Congress
grants the administrative subpoena power of executive branch enti-
ties as well as the scope and exercise of these authorities.

429th Circuit lifts injunction protecting donors, the Associated Press, December 22, 2004.
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2. Types of National Security Letters

A NSL can be used under the following circumstances and au-
thorities:

e 18 U.S.C. §2709, the Electronic Communications Privacy
Act (ECPA), authorizes the FBI to issue NSLs for: (1) tele-
phone subscriber information (limited to name, address, and
length of service); (2) telephone local and long distance toll bill-
ing records; and (3) electronic communication transactional
records.

« 12 U.S.C. §3414(a)5), the Right to Financial Privacy Act
(RFPA), authorizes the FBI to issue NSLs to obtain financial
records from banks and other financial institutions.

e 15 U.S.C. §1681u, the Fair Credit Reporting Act (FCRA),
authorizes the FBI to issue NSLs to obtain consumer identi-
fying information and the identity of financial institutions from
credit bureaus.

« 15 U.S.C. §1681v, Disclosures to governmental agencies
for counterterrorism purposes, authorizes the FBI and other
agencies to obtain credit reports.

« 50 U.S.C. §436, Requests by authorized investigate agen-
cies, (:ailuthorizes the FBI and other agencies to obtain financial
records.

3. When Can NSLs Be Issued?

In addition to the statutory authority set forth above, when an
NSL can be issued or used is governed by the applicable Attorney
General Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection. NSLs are used in international
counterterrorism or foreign counterintelligence investigations. How-
ever, this authority is limited further: NSLs issued under 15 U.S.C.
§1681v (credit reports) can only be issued in counterterrorism
cases; credit reports cannot be obtained for a foreign counterintel-
ligence investigation under this section.

NSLs cannot be used in criminal investigations unrelated to
international terrorism or clandestine intelligence activities. Fur-
thermore, both Executive Order 12333 and the FBI require that
the FBI accomplish these investigations by the “least intrusive”
means.

4. Recent Legislative Changes to NSL Authority

P.L. 107-56, the “USA PATRIOT Act,” simplified the NSL
process. Prior to the Act, an FBI official authorizing the
1ssuance of an NSL had to certify that there were specific and
articulable facts that provide a reason to believe that the infor-
mation sought pertains to a foreign power, or an agent of a for-
eign power. The USA PATRIOT Act changed this to allow for
certification that the NSL is sought for a foreign counterintel-
ligence purpose to protect against international terrorism and
clandestine intelligence activities.

This is consistent with the Supreme Court’s rulings on the
issuance and purpose of administrative subpoenas. Previously the
signature of a high-ranking official at FBI headquarters was re-
quired to issue an NSL and the process often took months. In many
cases, counterintelligence and counterterrorism investigations suf-
fered substantial delays while waiting for NSLs to be prepared, re-
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turned from headquarters, and served. The Act streamlines the
process for obtaining NSL authority by allowing the Director to
designate an individual at Headquarters, not lower than Deputy
Assistant Director, or to designate a Special Agent in Charge in a
Bureau field office, to authorize an NSL.

The Supreme Court has construed administrative authori-
ties, broadly holding that the “government need only show that
the subpoena was issued for a lawfully authorized purpose and
sought information relevant to the agency’s inquiry,” United
States v. LaSalle Nat’'l Bank, 437 U.S. 298, 313 (1978); United
States v. Powell, 379 U.S. 48, 56 (1964); Oklahoma Press Pub-
lishing Co. v. Walling, 327 U.S. 186, 209 (1946).43

“The Supreme Court has stated in United States v. Morton
Salt[, 338 U.S. 632, 652 (1950)] that, in evaluating the appro-
priateness of an administrative subpoena request, a court must
simply determine that ‘the inquiry is within the authority of
the agency, the demand is not too indefinite and the informa-
tion sought is reasonably relevant.’” 44

e PL. 108-177, the “Intelligence Authorization Act for FY
2004,” amended the Right to Financial Privacy Act (RFPA) (12
U.S.C. §3401). The Intelligence Authorization Act changed the
definition of “financial institution” for NSLs to be consistent
with the definition of “financial institution” used for money
laundering under 31 U.S.C. §5312(a)(2). The old definition
used for NSLs defined “financial institution” to cover any office
of a (1) bank; (2) savings bank; (3) card issuer as defined in
section 1602(n) of title 15; (4) industrial loan company; (5)
trust company; (6) savings association; (7) building and loan, or
homestead association (including cooperative banks); (8) credit
union, or consumer finance institution.

The money laundering definition under 31 U.S.C.
§5312(a)(2), now applied to NSLs, covers: (1) An insured bank
(as defined in section 3(h) of the Federal Deposit Insurance Act
(12 U.S.C. §1813(h))); (2) a commercial bank or trust company;
(3) a private banker; (4) an agency or branch of a foreign bank
in the U.S.; (5) a credit union; (6) a thrift institution; (7) a
broker or dealer registered with the Security and Exchange
Commission under the Security Exchange Act of 1934 (15
U.S.C. §78 et seq.); (8) a broker or dealer in securities or com-
modities; (9) an investment banker or investment company;
(10) a currency exchange; (11) an issuer, redeemer, or cashier
of travelers’ checks, checks, money orders, or similar instru-
ments; (12) an operator of a credit card system; (13) an insur-
ance company; (14) a dealer in precious metals, stones, or jew-
els; (15) a pawnbroker; (16) a loan or finance company; (17) a
travel agency; (18) a licensed sender of money or any other per-
son engaged in the transmission of funds; (19) a telegraph com-
pany; (20) a business engaged in vehicle sales, including auto-
mobile, airplane, and boat sales; (21) persons involved in real
estate closings and settlements; (22) the U.S. Postal Service;
(23) an agency of the United States Government or state or

43Report to Congress on the Use of Administrative Subpoena Authority by Executive Branch
Agencies and Entities, Pursuant to Pub. L. No. 106-544, Section 7, n. 8, p

44Report to Congress on the Use of Administrative Subpoena Authorlty by Executive Branch
Agencies and Entities, Pursuant to Pub. L. No. 106-544, Section 7, p. 8.
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local government carrying out a duty or power of a business
described in this paragraph; (24) a casino, gambling casino, or
gaming establishment with an annual gaming revenue of more
than 1 million; (25) any business or agency that engages in any
activity that the Secretary of the Treasury determines, by reg-
ulation, to be an activity which is similar to, related to, or a
substitute for, any activity in which any business described in
this paragraph is authorized to engage; or (26) any other busi-
ness designed by the Secretary whose case transactions have
a high degree of usefulness in criminal, tax, or regulatory mat-
ters.

e It should be noted that under the money laundering provi-
sion, the Treasury Department also can use an administrative
subpoena to get certain information. See 31 U.S.C. §5318(a)(4).
Moreover, the FBI would usually use a grand jury subpoena
(no court needed) to obtain certain information. Finally, the
provisions in the Intelligence Authorization Act of 2004, Pub.
L. No. 108-177, do not change the USA PATRIOT Act.

5. Previously Proposed Changes to NSLs

 HR. 3179, the “Anti-Terrorism Intelligence Tools Improve-
ment Act of 2003,” (9/25/04) introduced by Representatives
Sensenbrenner and Goss in the 108th Congress: The bill would
have established a penalty for an individual to disclose that he
or she has received a request for information under an NSL
and would have authorized the Attorney General to seek judi-
cigl enforcement against those refusing to comply with an
NSL.

e Under current law, a person is generally prohibited from
disclosing that he has received a request for information under
an NSL. H.R. 3179 would have added a penalty for such a dis-
closure, making it a misdemeanor, unless the disclosure was
intended to obstruct a terrorism or espionage investigation,
then such a disclosure would be subject to imprisonment for
not more than five years.

e Currently, no judicial enforcement procedures exist when
a recipient of an NSL refuses to comply. H.R. 3179 would have
authorized the Attorney General to seek judicial enforcement
in NSL cases.

e Statutes granting administrative subpoena authorities
usually fall into three enforcement type-categories: (1) the stat-
ute authorizes an agency to apply directly to an appropriate
U.S. District Court for enforcement assistance; (2) the statute
requires the agency official to request the Attorney General’s
aid in applying to a U.S. District Court for enforcement assist-
ance; or (3) the statute contains no identified enforcement
mechanism. Some of the statutes granting authority for issuing
NSLs contain no enforcement mechanisms.

6. Doe v. Ashcroft, 334 F. Supp. 2d 471 (S.D.N.Y. 2004)

In September 2004, the United States District Court for the
Southern District of New York struck down 18 U.S.C. §2709, the
statute authorizing “national security letters,” or NSLs, for cus-
tomer records from Internet, telephone, and other electronic service
providers.
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In Doe v. Ashcroft, the court found that the language of 18
U.S.C. 2709 and the practices surrounding its use offended (1) the
Fourth Amendment because “in all but the exceptional case it has
the effect of authorizing coercive searches effectively immune from
any judicial process,” 334 F.Supp.2d at 506, and (2) the First
Amendment because its sweeping, permanent gag order provision
applies “in every case, to every person, in perpetuity, with no vehi-
cle for the ban to ever be lifted from the recipient or other persons
affected under any circumstances, either by the FBI itself, or pur-
suant to judicial process,” id. at 476. The court concluded that the
national security letters before it differed from administrative sub-
poenas by want of judicial review either before or after “the sei-
zure”:

While the Fourth Amendment reasonableness standard
is permissive in the context of the administrative sub-
poenas, the constitutionality of the administrative sub-
poena is predicated on the availability of a neutral tri-
bunal to determine, after a subpoena issued, whether the
subpoena actually complies with the Fourth Amendment’s
demands. In contrast to an actual physical search, which
must be justified by the warrant and probable cause re-
quirements occurring before the search, an administrative
subpoena “is regulated by and its justification derives
from, [judicial] process” available after the subpoena is
issued.

Accordingly, the Supreme Court has held that an admin-
istrative subpoena “may not be made and enforced” by the
administrative agency; rather, the subpoenaed party must
be able to “obtain judicial review of the reasonableness of
the demand prior to suffering penalties for refusing to
comply.” In sum, longstanding Supreme Court doctrine
makes clear that an administrative subpoena statute is
consistent with the Fourth Amendment when it is subject
to “judicial supervision” and “surrounded by every safe-
guard of judicial restraint.” 334 F.Supp.2d at 495, quoting
inter alia, Oklahoma Press Pub. Co. v. Walling, 327 U.S.
at 217; See v. City of Seattle, 387 U.S. 541, 54445 (1967).

By way of emphasizing the troubling sweep of the non-
disclosure ban found in 18 U.S.C. 2709(c), the court point-
ed to legislative proposals in the 108th Congress that
might serve as one of several possible models for a more
narrowly tailored means of protecting the legitimate gov-
ernmental interests upon which section 2709 rests.45

7. Doe v. Ashcroft and H.R. 3179, “The Anti-Terrorism Intel-
ligence Tools Improvement Act of 2003”

In the 108th Congress, Chairman Sensenbrenner introduced H.R.
3179, in part to address the fact that some NSL had explicit en-
forcement mechanisms and others did not. The Court in Doe v.
Ashcroft concluded that there were three problems with NSLs: 1)

45Doyle, Charles, Congressional Research Service RL32880, Administrative Subpoenas and
National Security Letters in Criminal and Foreign Intelligence Investigations: Background and
Proposed Adjustments Administrative Subpoenas and National Security Letters in Criminal and
Foreign Intelligence Investigations: Background and Proposed Adjustments. P. 24-25 (April 15,
2005).
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the statute did not clarify whether consulting an attorney would
violate the prohibition on disclosure under the law, 2) the statute
contained no explicit provision for the Government to seek judicial
enforcement, and 3) there was no provision imposing penalties
against a person who fails to comply with an NSL. The Court found
that “H.R. 3179 would have addressed two of the issues listed
above by explicitly providing for judicial enforcement of NSLs and
by imposing penalties of up to five years’ imprisonment for persons
who unlawfully disclose that they have received an NSL.” 46

B. Extraterritorial Jurisdiction

1. What Is Extraterritorial Jurisdiction

Extraterritorial jurisdiction occurs when Federal law applies
overseas to U.S. citizens and U.S. foreign nationals when there is
some nexus to the United States, according to the Congressional
Research Service.

The Constitution does not forbid either Congressional or
state enactment of laws which apply outside the United
States. Nor does it prohibit either the Federal government
or the states from enforcing American law abroad. In fact,
several passages suggest that the Constitution con-
templates the application of American law beyond the geo-
graphical confines of the United States.4” It speaks of
“felonies on the high seas,” “offences against the law of na-
tions,” “commerce with foreign nations,” and of the impact
of treaties.

The Constitution provides the power to enact criminal
laws with extraterritorial application. It vests Congress
with, among other things, the power “to regulate com-
merce with foreign nations * * * to define and punish pi-
racies and felonies committed on the high seas, and of-
fenses against the law of nations * * *” and gives Con-
gress legislative jurisdiction over places acquired “for the
erection of forts, magazines, arsenals, dock- years, and
other needful buildings.”

The Constitution also limits the manner in which this
authority may be exercised. The due process clause of the
Fifth Amendment, for instance, bars the extraterritorial
application of Federal criminal laws in the absence of a
connection between the crime, the defendant, and the
United States. Prosecution requires personal jurisdiction
over the defendant and subject matter jurisdiction over the
crime. * * %48

2. The Military Extraterritorial Jurisdiction Act of 2000

The Military Extraterritorial Jurisdiction Act covers felonies,
committed anywhere overseas, by members of the armed forces or
those accompanying or employed by the Department of Defense, as
if they were committed within the territorial jurisdiction of the

46 Doe v. Ashcroft, 334 F. Supp. 2d 471, 493 (S.D.N.Y. 2004).

47Doyle, Charles, Congressional Research Service RS21306, Terrorism and Extraterritorial
Jurisdiction in Criminal Cases: Recent Developments in Brief. P. 1 (Sept 6, 2002).

48 Doyle, Charles, Congressional Research Service RS21306, Terrorism and Extraterritorial
Jurisdiction in Criminal Cases: Recent Developments in Brief. P. 1 (Sept 6, 2002).
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United States, 18 U.S.C. §3261.4° While the Military
Extraterritorial Jurisdiction Act extended Federal criminal jurisdic-
tion to Defense Department employees and contractors outside the

U.S., it does not cover contractors working for other agencies. Sec-
tion 804 of the USA PATRIOT Act closed this loophole.

3. Section 804 of the USA PATRIOT Act
According to the Congressional Research Service:

[The USA] PATRIOT Act addressed a split in the circuit
courts of appeals over whether the Federal laws that out-
law such crimes as murder, rape, and robbery when com-
mitted within Federal enclaves in this country also apply
on American governmental installations abroad. With the
enactment of section 804, they do; at least when either the
victim or the offender is a U.S. national. Prior to the PA-
TRIOT Act, the dispute centered on the construction of 18
U.S.C. 7(3) which defines the special territorial jurisdiction
of the United States. The Fourth and Ninth Circuits held
that the definition in subsection 7(3) includes areas in
other countries over which the host nation has afforded
the United States privileges akin to sovereignty. The Sec-
ond Circuit held that the subsection is intended to encom-
pass only those areas over which Congress may exercise
legislative jurisdiction of the kind ordinarily vested in the
Several States.

Congress resolved the dispute, or at least greatly miti-
gated its consequences, when it enacted section 804 of the
USA PATRIOT Act and the Military Extraterritorial Juris-
diction Act of 2000. The Military Extraterritorial Jurisdic-
tion Act treats felonies, committed anywhere overseas by
members of the armed forces or those accompanying or
employed by them, as if they were committed within the
territorial jurisdiction of the United States, 18 U.S.C.
3261. Section 804 of the USA PATRIOT Act creates a new
territorial subsection in 18 U.S.C. 7: the special territorial
jurisdiction of the United States includes the overseas
business premises of Federal governmental entities and
the residences of the members of their staffs, but only for
crimes committed by or against Americans (other than
those who come within the military extension of 18 U.S.C.
3261). The split in the circuits remains of consequence for
crimes committed in Federal overseas facilities by foreign
nationals who are not associated with the U.S. armed
forces. In the Fourth and Ninth Circuits, such crimes may
come within the territorial jurisdiction of the United
States. In the Second Circuit, they do not.50

C. Material Witness Law

Title 18 U.S.C. §3144 provides that if “it appears from an affi-
davit filed by a party that the testimony of a person is material in
a criminal proceeding, and if it is shown that it may become im-
practicable to secure the presence of the person by subpoena, a ju-

491d. At 3.
501d.
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dicial officer may order the arrest of the person and treat the per-
son in accordance with the provisions of section 2142 of this title.
No material witness may be detained because of inability to comply
with any condition of release if the testimony of such witness can
adequately be secured by deposition, and if further detention is not
necessary to prevent a failure of justice. Release of a material wit-
ness may be delayed for a reasonable period of time until the depo-
sition of the witness can be taken pursuant to the Federal Rules
of Criminal Procedure.” The material witness statute is available
to both the Government and the defense to assure testimony in
criminal trials in the interest of justice.

The statute specifically limits this authority: no material witness
may be detained if: (1) the witness’ testimony can be adequately se-
cured by deposition; and (2) further detention is not necessary to
prevent a failure of justice. However, release may be delayed for a
reasonable amount of time until the material witness’ deposition
can be taken.

C. Oversight in the 107th and 108th Congress of the USA PA-
TRIOT Act

Due to the concerns that these new authorities could lead to civil
liberties violations, Congress included reporting requirements and
a sunset provision. Authorities under sections 201, 202, 203(b) and
(d), 204, 206, 207, 209, 212, 214, 215, 217, 218, 220, 223 and 225
of the USA PATRIOT Act (Pub. L. No. 107-296) expire this year
on December 31, 2005.

1. IG Report Under Section 1001 of the USA PATRIOT Act

The USA PATRIOT Act contains reporting requirements to facili-
tate ongoing Congressional oversight of the Department of Justice
and the implementation of the Act. Section 1001 of the USA PA-
TRIOT Act requires the Inspector General of the Department of
Justice to report to the House and Senate Committees on the Judi-
ciary on a semi-annual basis on any complaints of civil liberties
abuses by the Department of Justice. In accordance with Section
1001, the Department of Justice has sent six reports entitled, “Re-
port to Congress on the implementation of Section 1001 of the USA
PATRIOT Act.”

2. No Evidence of Civil Liberty Violations Has Been Pre-
sented to Congress

Democrat Senator Dianne Feinstein acknowledged the many mis-
conceptions surrounding the USA PATRIOT Act at the Senate Ju-
diciary Committee’s hearing on October 21, 2003, regarding Ter-
rorism Prevention Laws.51 Senator Feinstein noted that despite the
fact that 34 states have passed resolutions or ordinances against
the USA PATRIOT Act mostly due to perceived civil rights con-
cerns-she has never had a single abuse of the USA PATRIOT Act
reported to her. She stated, “There is a lot of public uncertainty
about this bill.” She went on to note: “I find it interesting that, of
the 21,000 comments I've received * * * to have half really against
a bill that has never come to the Hill is interesting. And to have

51U.S. Senate Judiciary Committee Hearing “Terrorism Prevention Laws” October 21, 2003,
p 15
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a substantial number relate to the National Entry-Exit Registra-
tion System, which is not part of the bill, is also interesting. Now
what I had deduced from this is that there are substantial uncer-
tainty—perhaps some ignorance—about what this bill actually does
do” 52 This is interesting but understandable, given that every leg-
islative attempt to improve national security is labeled “PATRIOT
II” by groups opposed to the USA PATRIOT Act.

Senator Feinstein, moreover, has continued to request informa-
tion from the Department of Justice on whether violations have oc-
curred. An April 26, 2005 letter responds:

In a letter dated April 4, 2005, the American Civil Lib-
erties Union (“ACLU”) responded to your March 25 re-
quest for information regarding alleged “abuses” of the
USA PATRIOT Act. At your request, the Department of
Justice has reviewed the ACLU’s allegations. It appears
that each matter cited by the ACLU either did not, in fact,
involve the USA PATRIOT Act or was an entirely appro-
priate use of the Act. Thus, the ACLU is mistaken in its
assertion in the letter that “the government has abused
and misused the Patriot Act repeatedly” and its press re-
lease, entitled “Patriot Act Abuses and Misuses Abound,”
that accompanied the letter. * * *”53

3. Continued Oversight Through Letters to the Department
of Justice

Furthermore, both the House and the Senate Judiciary Commit-
tees have conducted continuous oversight. The House Judiciary
Committee sent the Attorney General a letter on June 13, 2002,
with 50 detailed questions on the implementation of the USA PA-
TRIOT Act.54 The questions were a result of extensive consultation
between the Majority and Minority Committee counsel. Assistant
Attorney General, Daniel Bryant, responded to Chairman Sensen-
brenner and Ranking Member Mr. Conyers on July 26, 2002, pro-
viding lengthy responses to 28 out of the 50 questions submitted.55
On August 26, 2002, Mr. Bryant sent the responses to the remain-
ing questions,®® after sending responses to six of the questions to
the House Permanent Select Committee on Intelligence.

Then, on September 20, 2002, Mr. Bryant sent the Minority addi-
tional information regarding the Department of Justice’s responses
to these questions.57 On April 1, 2003,

Then, on September 20, 2002, Mr. Bryant sent the Minority addi-
tional information regarding the Department of Justice’s responses

521d.

53 April 26, 2005, Letter to the Honorable Diane Feinstein from William E. Moschella.

54 June 13, 2002, Letter to the Attorney General from F. James Sensenbrenner, Jr., and John
Conyers, Jr., requesting responses to 50 questions regarding the implementation of the PA-
TRIOT Act.

55 July 26, 2002, Responses from Daniel J. Bryant to F. James Sensenbrenner, Jr., and John
Conyers, Jr., to 28 of the 50 questions submitted to the Department of Justice on June 13, 2002.

56 August 26, 2002, Responses from Daniel J. Bryant to F. James Sensenbrenner, Jr., and
John Conyers, Jr., to the remaining questions (six of the responses being sent to the House Per-
manent Select Committee on Intelligence) submitted to the Department of Justice on June 13,
2002.

57 September 20, 2002, Additional information from Daniel J. Bryant to F. James Sensen-
brenner, Jr., and John Conyers, Jr., regarding the Department’s responses to questions sub-
mitted to the Department of Justice on June 13, 2002.
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to these questions.5? On April 1, 2003, Chairman Sensenbrenner
and Ranking Member Conyers sent a second letter to the Depart-
ment of Justice with additional questions regarding the use of pre-
existing authorities and the new authorities conferred by the USA
PATRIOT Act.5® Once again, the questions were the product of bi-
partisan coordination by Committee counsel. Acting Assistant At-
torney General, Jamie E. Brown, responded with a May 13, 2003
letter that answered the questions she deemed relevant to the De-
partment of Justice and forwarded the remaining questions to the
appropriate officials at the Department of Homeland Security.?® On
June 13, 2003, the Assistant Secretary for Legislative Affairs at the
Department of Homeland Security, Pamela J. Turner, sent re-
sponses to the forwarded questions.6® These items are posted on
the Committee’s website and were the subject of extensive press
coverage.61

On November 20, 2003, Chairman Sensenbrenner and Congress-
man Hostettler, Chairman of the Subcommittee on Immigration,
Border Security, and Claims, sent a letter to the Comptroller Gen-
eral of the Government Accountability Office (GAO) requesting a
GAO study of the implementation of the USA PATRIOT Act anti-
money laundering provisions. This report was released on June 6,
2005.

On May 19, 2005, Chairman Sensenbrenner sent a letter to At-
torney General Gonzales with questions for the record from Mem-
bers of the Committee.62 Assistant Attorney General Moschella
provided responses to 39 of the questions on July 12, 2005.63

On May 19, 2005, Chairman Sensenbrenner also sent a letter to
Attorney General Gonzales with ten questions on specific provi-

57 September 20, 2002, Additional information from Daniel Bryant to F. James Sensenbrenner,
Jr., and John Conyers, Jr., regarding the Department’s responses to questions submitted to the
Department of Justice on June 13, 2002.

58 April 1, 2003, Letter to the Attorney General from F. James Sensenbrenner, Jr., and John
Conyers, dJr., regarding the use of preexisting authorities and the new authorities conferred by
the PATRIOT Act.

59 May 13, 2003, Response from Jamie E. Brown to F. James Sensenbrenner, Jr., and John
Conyers, Jr., to letter sent to the Department of Justice on April 1, 2003.

60 June 13, 2003, Responses from Pamela J. Turner at the Department of Homeland Security
to F. James Sensenbrenner, Jr., and John Conyers, Jr., to questions forwarded from the Depart-
ment of Justice on June 13, 2003.

61 May 20, 2003, Press Release: “Sensenbrenner/Conyers Release Justice Department Over-
sight Answers Regarding USA PATRIOT Act and War on Terrorism”; May 20, 2003, Curt An-
derson, “Fewer than 50 Held Without Charges,” Associated Press Online; May 20, 2003, Curt
Anderson, “Government Has Held Fewer Than 50 People as Material Witnesses in War on Ter-
ror,” Associated Press Worldstream; May 20, 2003, “Sensenbrenner, Conyers Release Justice De-
partment Oversight Answers Regarding USA PATRIOT Act, War on Terrorism,” U.S. Newswire;
May 21, 2003, Kevin Johnson and Toni Locy, “Justice Department Reveals Tactics Used in Fight
Against Terror,” USA Today; July 22, 2003, Press Release: “Statement Regarding Inspector Gen-
eral’s Report on Civil Rights/Liberties Complaints”; July 22, 2003, Audrey Hudson, “US Probes
PATRIOT Act Complaints, Substantiates Few,” The Washington Times; September 18, 2003,
Press Release: “Sensenbrenner Statement on Justice Department’s Disclosure of Number of
Times Library and Business Records have been Sought Under Section 215 of the USA PATRIOT
Act”; September 19, 2003, Audrey Hudson, “Librarians Dispute Justice’s Claim on Use of PA-
TRIOT Act,” The Washington Times; September 24, 2002, “Waiting for All the Answers,” The
Milwaukee Journal Sentinel Copley News Service.

62 May 19, 2005, Letter to the Attorney General from F. James Sensenbrenner, Jr., requesting
responses to 44 follow-up questions posed during hearings on implementation of the USA PA-
TRIOT Act.

63 July 12, 2005, Letter to F. James Sensenbrenner, Jr., from William E. Moschella responding
to 39 follow-up question on implementation of the USA PATRIOT Act.
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sions of the USA PATRIOT Act.4 On June 10, 2005 the Depart-
ment responded in a classified letter.65

On July 1, 2005, Chairman Sensenbrenner sent a letter to Attor-
ney General Gonzales requesting additional information on behalf
of Minority Members of the Committee on the use of the USA PA-
TRIOT Act.66 On July 12, 2005 Assistant Attorney General
Moschella responded.6?

4. Continued Oversight Through Hearings

The House Judiciary Committee also has held hearings as part
of its ongoing oversight efforts. On May 20, 2003, the Committee’s
Subcommittee on the Constitution held an oversight hearing enti-
tled, “Anti-Terrorism Investigations and the Fourth Amendment
After September 11th: Where and When Can Government Go to
Prevent Terrorist Attacks.” Then, on June 5, 2003, the Attorney
General testified before the full Committee on the Judiciary at an
oversight hearing on the United States Department of Justice.
Both the hearing on May 20 and the hearing on June 5 discussed
oversight aspects of the USA PATRIOT Act.

The Senate Judiciary Committee has been active in its oversight
responsibilities regarding the implementation of the USA PA-
TRIOT Act as well. The Senate Judiciary Committee held hearings
on December 6, 2001; April 17, 2002; June 6, 2002; July 25, 2002;
September 10, 2002; and July 23, 2003; September 22, 2004; April
5, 2005; and May 10, 2005—all in regard to the USA PATRIOT Act
or oversight efforts at the Department of Justice. Counsel to the
Subcommittee on Crime, Terrorism, and Homeland Security have
monitored these activities and are in regular contact with their
counterparts in the other body.

5. Continued Oversight Through Briefings

Further, the Subcommittee on Crime, Terrorism, and Homeland
Security of this Committee requested that officials from the De-
partment of Justice appear and answer questions regarding the im-
plementation of the USA PATRIOT Act. In response to our re-
quests, the Department of Justice gave briefings to Members, coun-
sel, and staff. During a briefing held on August 7, 2003, Depart-
ment officials covered the long-standing authority for law enforce-
ment to conduct delayed searches and collect business records, as
well as the effect of the USA PATRIOT Act on those authorities.
During a second briefing, held on February 3, 2004, the Depart-
ment of Justice discussed its views of S. 1709, the “Security and
Freedom Ensured (SAFE) Act of 2003,” and H.R. 3352, the House
companion bill, as both bills proposed changes to the USA PA-
TRIOT Act.

The Department of Justice has also provided two classified brief-
ings on the use of the Foreign Intelligence Surveillance Act (FISA)
under the USA PATRIOT Act for Members of the Judiciary Com-

64¢May 19, 2005, Letter to the Attorney General from F. James Sensenbrenner, Jr., requesting
responses to 10 questlons on provisions of the USA PATRIOT Act.

65 June 10, 2005, Letter to F. James Sensenbrenner, Jr., from William E. Moschella respond-
ing to 10 questlons on provisions of the USA PATRIOT Act.

66 July 1, 2005, Letter to the Attorney General from F. James Sensenbrenner, Jr., requesting
%elgfgnses to 18 follow-up questions posed during hearings on implementation of the USA PA-

67 July 12 2005, Letter to F. James Sensenbrenner, Jr., from William E. Moschella responding
to 18 follow- -up questlons posed during hearings on 1mplementat10n of the USA PATRIOT Act.
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mittee. On June 10, 2003, and October 29, 2003, the Justice De-
partment provided these briefings. The Department also provided
a law enforcement sensitive briefing on FISA to the House Judici-
ary Committee Members and staff on March 22, 2005 and a classi-
fied briefing on June 7, 2005.

HEARINGS

The full Committee on the Judiciary held 3 days of hearings on
the reauthorization of the USA PATRIOT Act on April 6, June 8,
and June 10 of 2005; and the Committee’s Subcommittee on Crime,
Terrorism, and Homeland Security held a total of 9 hearings on
April 19, April 21, April 26, April 28, May 3, May 5, May 10, and
May 26 of 2005. On April 28 the Subcommittee on Crime, Ter-
rorism, and Homeland Security held two hearings.

COMMITTEE CONSIDERATION

On July 13, 2005, the Committee met in open session and or-
dered favorably reported the bill H.R. 3199 with amendment by a
recorded vote of 23 yeas to 14 nays and 2 passes, a quorum being
present.

VOTE OF THE COMMITTEE

In compliance with clause 3(b) of rule XIII of the Rules of the
House of Representatives, the Committee notes that the following
roll call votes occurred during the Committee’s consideration of
H.R. 3199.

1. An amendment was offered by Mr. Lungren to section 2702 of
title 18. Section 2702 of title 18 was amended by section 212 of the
USA PATRIOT Act in 2001 to allow Internet service providers to
voluntarily disclose the contents of electronic communications and
subscriber information in emergencies involving immediate danger
of death or serious physical injury. The amendment would require
the Attorney General to report annually to the Judiciary Commit-
tees of the House and Senate and set forth the number of accounts
subject to a voluntary disclosure under section 212. The report
would also have to summarize the basis for disclosure in certain
circumstances. The amendment passed by voice vote.

2. An amendment was offered by Mr. Nadler to amend section
501 of the Foreign Intelligence Surveillance Act of 1978 to change
the current standard necessary for obtaining a section 215 order to
request business records held by third parties to require a showing
of “specific and articulable facts giving reason to believe that the
person to whom the records pertain is a foreign power or an agent
of a foreign power.” The amendment also would allow the recipient
to challenge the order and to petition the court to set aside the
non-disclosure requirement. The amendment failed by a vote of 12
yeas and 23 nays.

ROLLCALL NO. 1

Ayes Nays Present

Mr. Hyde X
Mr. Coble
Mr. Smith (Texas) X

>
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ROLLCALL NO. 1—Continued

Ayes Nays Present

Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren X
Ms. Jackson Lee
Ms. Waters X
Mr. Meehan
Mr. Delahunt X
Mr. Wexler
Mr. Weiner X

Mr. Schiff X
Ms. Sanchez X

Mr. Van Hollen X

Ms. Wasserman Schultz X

Mr. Sensenbrenner, Chairman X

> >< >< ><

>

> > > > > > > > > > X <X

><X <X <X <X X< <

Total 12 23

3. An amendment was offered by Mr. Flake to amend section 8(c)
of H.R. 3199 to clarify further that a person can disclose to an at-
torney the receipt of a 215 order not only to respond, but to chal-
lenge, the order. The amendment passed by voice vote.

4. An amendment was offered by Ms. Waters to amend section
505 of the USA PATRIOT Act to prohibit the issuance of national
security letters for records from health insurance companies. The
amendment failed by a recorded vote of 14 yeas and 23 nays.

ROLLCALL NO. 2

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus

><X > > > > > XX <X X<
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ROLLCALL NO. 2—Continued

Ayes Nays Present

Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz X
Mr. Sensenbrenner, Chairman X

SX DK DK DK DK > DK > > > > >

<X > X X <X X X

>

><X > <X < X <

Total 14 23

5. An amendment was offered by Mr. Issa to amend section
105(c) of the Foreign Intelligence Surveillance Act of 1978. This
section was modified by section 206 of the USA PATRIOT Act to
authorize roving wiretaps in FISA investigations. The amendment
will (1) require applications for roving wiretap surveillance author-
ity to include specific facts upon which the court can make its de-
termination and (2) if the authority is granted, require the appli-
cant to notify the court within 10 days of the initiation of surveil-
lance on a new facility or place and to notify the court of the facts
and circumstances relied upon by the applicant to justify the belief
that the target would be using each new facility. The amendment
passed by a recorded vote of 34 yeas and 0 nays.

ROLLCALL NO. 3

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler

>

><X > <X <X X <

> >
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ROLLCALL NO. 3—Continued

Ayes Nays Present

Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman

X > X <X <X X X X X X X X

> >< X< X<

>

X > > X X <X X X

Total

w
=

0

6. An amendment was offered by Mr. Scott to second the amend-
ment offered by Mr. Lungren for a 10-year sunset for sections 206
and 215 of the USA PATRIOT Act. The amendment would have re-
duced the 10-year to a 4-year sunset. The amendment failed by a
recorded vote of 15 yeas and 21 nays.

ROLLCALL NO. 4

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert

DX > > > <X > >< <

>X > D<K 3K > > XX XX > > X X
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ROLLCALL NO. 4—Continued

Ayes Nays Present

Mr. Conyers X
Mr. Berman X
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman X

> > >x< X<

> > > X <X X X X <

Total 15 21

7. An amendment was offered by Mr. Nadler to second the
amendment offered by Mr. Lungren for a 10-year sunset for sec-
tions 206 and 215 of the USA PATRIOT Act. The amendment
would have reduced the 10-year to a 6-year sunset. The amend-
ment failed by a recorded vote of 9 yeas and 18 nays.

ROLLCALL NO. 5

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler X
Mr. Green X
Mr. Keller
Mr. Issa X
Mr. Flake
Mr. Pence
Mr. Forbes X
Mr. King X
Mr. Feeney X
Mr. Franks
Mr. Gohmert X
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan X

>X > > > > > X< <X >

>

>

>< < > X
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ROLLCALL NO. 5—Continued

Ayes Nays Present

Mr. Delahunt X
Mr. Wexler
Mr. Weiner
Mr. Schiff X
Ms. Sanchez X
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman X

Total 9 18

8. An amendment was offered by Mr. Lungren that would pro-
vide a sunset for sections 206 and 215 of the USA PATRIOT Act.
Under the amendment these provisions would expire in 10 years.
This amendment passed by a recorded vote of 26 yeas and 2 nays.

ROLLCALL NO. 6

Ayes Nays Present
Mr. Hyde X
Mr. Coble X
Mr. Smith (Texas) X
Mr. Gallegly X
Mr. Goodlatte X
Mr. Chabot X
Mr. Lungren X
Mr. Jenkins X
Mr. Cannon X
Mr. Bachus
Mr. Inglis X
Mr. Hostettler
Mr. Green X
Mr. Keller
Mr. Issa X
Mr. Flake X
Mr. Pence
Mr. Forbes X
Mr. King X
Mr. Feeney X
Mr. Franks
Mr. Gohmert X
Mr. Conyers X
Mr. Berman
Mr. Boucher X
Mr. Nadler X
Mr. Scott X
Mr. Watt X
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan X
Mr. Delahunt X
Mr. Wexler
Mr. Weiner
Mr. Schiff X
Ms. Sanchez X
Mr. Van Hollen X
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman X

Total 26 2
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9. An amendment was offered by Mr. Nadler (for himself and Ms.
Lofgren) to strike section 3 of H.R. 3199. Section 3 repeals section
224 of the USA PATRIOT Act that states authorities under sec-
tions 201, 202, 203(b) and (d), 204, 206, 207, 209, 212, 214, 215,
217, 218, 220, 223, and 225 of the USA PATRIOT Act (P.L. 107—
296) expire on December 31, 2005. Mr. Lungren’s amendment that
passed would place a 10-year sunset on two of those sixteen provi-
sions. Mr. Nadler’s amendment would place a 10-year sunset on
the remaining fourteen sections. The amendment failed by a re-
corded vote of 12 yeas to 21 nays.

ROLLCALL NO. 7

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren X
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman X

> >< > ><

>< > >< >

DX > D<K > > X > X > X > X<

> > <X > >

> >

> < X< X<

Total 12 21

10. An amendment was offered by Mr. Van Hollen (for himself
and Mr. Conyers) to amend section 2339A(a) of title 18 to specify
that the transfer of a firearm to an individual whose name appears
in the Violent Gang and Terrorist Organization File maintained by
the Attorney General was under covered. The amendment failed by
a recorded vote of 15 yeas to 22 nays.
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ROLLCALL NO. 8

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher X
Mr. Nadler
Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman X

>X > > > > >< > <

DX DK DK DX 3K 3K > > > X< X X<

> >

> >< X< >

DX > <X X X <X X X X

Total 15 22

11. An amendment was offered by Mr. Schiff to prohibit surveil-
lance for planning of terrorist attacks on mass transportation. The
amendment passed by voice vote.

12. An amendment was offered by Ms. Lofgren to amend section
2339A of title 18 to specify that the transfer of 50-caliber sniper
weapons to a member of al Qaeda. The amendment failed by a re-
corded vote of 13 yeas to 22 nays.

ROLLCALL NO. 9

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins

> > > > > X > >
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ROLLCALL NO. 9—_Continued

Ayes Nays Present

Mr. Cannon X
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers X
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman X

DX > > > X > > XX X > X< X<

>

>< < X< X<

>

><X > <X X <X <

Total 13 22

13. An amendment was offered by Ms. Lofgren to amend section
1001 of USA PATRIOT Act to require the Inspector General for the
Department of Justice to conduct a review of material witness de-
tentions under section 3144 of title 18. The amendment passed by
a recorded vote of 34 yeas to 0 nays.

ROLLCALL NO. 10

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes

X > X X <X X <X X< X<

X X > X X < X X
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ROLLCALL NO. 10—Continued

Ayes Nays Present

Mr. King X
Mr. Feeney X
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman

> >< <

> >

>

> > >x< X<

> > < X< X

Total 34 0

14. An amendment was offered by Mr. Schiff to amend section
105(c) of the Foreign Intelligence Surveillance Act to require that
where the identity of the target of surveillance is not known, a spe-
cific description is provided of the target. The amendment failed by
a recorded vote of 15 yeas to 22 nays.

ROLLCALL NO. 11

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt

DX > > > X > >< <X <

>X > D<K 3K > > XX X > > X X<

><X X > <X X< <
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ROLLCALL NO. 11—Continued

Ayes Nays Present

Ms. Lofgren X
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman X

> >< X< >

> >< X< >

Total 15 22

15. An amendment was offered by Mr. Watt to require that when
a warrant is executed in a district other than the district in which
it was issued, a recipient may seek to quash that warrant in the
district in which it is served, or, if the “person is a corporation,”
in any district in the State wherein the corporation was incor-
porated. The amendment failed by a recorded vote of 14 yeas to 24
nays.

ROLLCALL NO. 12

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff X

> > DX > X > > > >

DX DK DK X > > > > > X< < X<

><X > X < XX X< X

><X >< <X X <
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ROLLCALL NO. 12—Continued

Ayes Nays Present
Ms. Sanchez X
Mr. Van Hollen X
Ms. Wasserman Schultz X
Mr. Sensenbrenner, Chairman X
Total 14 24

16. An amendment was offered en bloc by Mr. Schiff to, among
other things, extend civil forfeiture in certain circumstances to
“trafficking in nuclear, chemical, biological, or radiological weapons
technology or material;” amend the current definition of “federal
crime of terrorism,” to include new predicate terrorism offenses;
and add new “wiretap predicates” under section 2516 of title 18 of
the Federal criminal code that relate to crimes of terrorism. The
amendment passed by voice vote.

17. An amendment was offered by Mr. Schiff to eliminate the
nondisclosure requirement of a Foreign Intelligence Surveillance
Court order for business records from a library or bookstore, or for
medical records, when an individual is a citizen of the United
States, at the conclusion of investigation. The amendment failed by
a recorded vote of 13 yeas and 20 nays.

ROLLCALL NO. 13

Ayes Nays Present

Mr. Hyde
Mr. Coble X
Mr. Smith (Texas) X
Mr. Gallegly
Mr. Goodlatte X
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott X
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters X
Mr. Meehan

Mr. Delahunt
Mr. Wexler
Mr. Weiner

>

DX 3K > DK DK 3K > DK DK D<K XX X X X > > >

> >< >

> > >
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ROLLCALL NO. 13—Continued

Ayes Nays Present
Mr. Schiff X
Ms. Sanchez X
Mr. Van Hollen X
Ms. Wasserman Schultz X
Mr. Sensenbrenner, Chairman X
Total 13 20

ment failed by a recorded vote of 14 yeas to 23 nays.

18. An amendment was offered by Mr. Wexler to amend section
2339A(a) of title 18, the material support to terrorists provisions of
the Federal criminal code, by inserting “reveals any information
pertaining to the identity of undercover intelligence officers,
agents, informants, and sources that the person has or should have
reason to believe would be sufficient to be used to identify a United
States intelligence operative.” The amendment failed by voice vote.
19. An amendment was offered by Ms. Lofgren that no Act of
Congress shall be construed to suspend habeas corpus. The amend-

ROLLCALL NO. 14

Ayes

Nays

Present

Ms.
Ms.
Ms.
Mr.
Mr.
Mr.
Mr.
Mr.
Ms.
Mr.
Ms.

. Hyde
. Coble
. Smith (Texas)
. Gallegly
. Goodlatte
. Chabot
. Lungren
. Jenkins
. Cannon
. Bachus
. Inglis
. Hostettler
. Green
. Keller
. Issa
. Flake
. Pence
. Forbes
. King
. Feeney
. Franks
. Gohmert
. Conyers
. Berman
. Boucher
. Nadler
. Scott
. Watt

>X > X X < X< X

Lofgren
Jackson Lee

Waters

Meehan

Delahunt

Wexler

Weiner

Schiff

Sanchez

Van Hollen

Wasserman Schultz

><X > <X X XX < X<

DX > DK DK 3K > DK DK X K 3K 3K 3K DK > DK X X X > > <
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ROLLCALL NO. 14—Continued

Ayes Nays Present
Mr. Sensenbrenner, Chairman X
Total 14 23

20. An amendment was offered by Mr. Watt (for himself and Ms.
Waters) to strike section 8(c) of H.R. 3199 to eliminate the non-
disclosure requirement of a Foreign Intelligence Surveillance Court
order for business records in a national security case unless law en-
forcement in an “application for such an order provides specific and
articulable facts giving the applicant reason to believe that disclo-
sure would result” in adverse affects specified in the amendment.
The amendment failed by a recorded vote of 13 yeas to 23 nays.

ROLLCALL NO. 15

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff X
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman X

>< > > > >

DX > 3K > > 3K > > 3K XX X X XX > > >

> >

> > < X<

>

> >< >

> >< >

Total 13 23

21. An amendment was offered by Mr. Scott to entitle a person
who prevails on a challenge of the legality of a section 215 order
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to reasonable attorneys fees, if any, incurred by the person in pur-
suing the challenge. The amendment failed by a recorded vote of
14 yeas to 22 nays.

ROLLCALL NO. 16

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman X

>< >< > > >

DX DK > > 3K 3K 3K DK 3K XX XX X X XX X <

> >

> < X< >

>

> > X <X X X< X

Total 14 22

22. An amendment was offered by Mr. Schiff to extend for 3
years the sunset provision relating to individual terrorists as
agents of foreign powers. The amendment failed by a recorded vote
of 14 yeas to 22 nays.

ROLLCALL NO. 17

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren X

> > > > >
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ROLLCALL NO. 17—Continued

Ayes Nays Present

Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman X

DX DK > DK DK X > D<K X X > XX X X <

> >

><X > X > X< X<

>

><X >< <X X X<

Total 14 22

23. An amendment was offered by Ms. Jackson Lee to provide no-
tice of a physical search or surveillance if the subject of such search
or surveillance is a United States person who is not an agent of a
foreign power. The amendment failed by a recorded vote of 10 yeas
to 23 nays.

ROLLCALL NO. 18

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence

>X DK > DK DK X 3K DK X 3K 3K X X > XX XX >
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ROLLCALL NO. 18—Continued

Ayes Nays Present

Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers X
Mr. Berman
Mr. Boucher
Mr. Nadler X
Mr. Scott X
Mr. Watt X
Ms. Lofgren
Ms. Jackson Lee X
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner X
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz X

Mr. Sensenbrenner, Chairman X

>< > >< >< ><

Total 10 23

24. An amendment was offered by Mr. Flake (for himself and Mr.
Nadler) to section 3103a(b)(3) of title 18 to clarify a reasonable pe-
riod of time for notice of a search warrant to with a period of time
of up to 180 days, with extensions of up to 90 day increments. The
amendment passed by voice vote.

25. An amendment was offered by Mr. Conyers to create a statu-
tory suppression rule for electronic surveillance and to require in-
creased reporting. The amendment failed by a recorded vote of 14
yeas to 23 nays.

ROLLCALL NO. 19

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert

DX > DK DK 3K DK DK XK DK DK DK 3K DK DX XX 3K XK X > > X X
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ROLLCALL NO. 19—Continued

Ayes Nays Present

Mr. Conyers X
Mr. Berman X
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman X

<X > X <X X X

>

> >< X X< X<

Total 14 23

26. An amendment was offered by Mr. Nadler that would amend
the laws governing national security letters to require the govern-
ment to demonstrate why the request should not be disclosed. The
amendment failed by a recorded vote of 14 yeas to 23 nays.

ROLLCALL NO. 20

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler

DX DK DK DK DK 3K 3K DK DK DK DK DK X X K 3K 3K XK XK X X X<

> >

><X > X <X X <

>
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ROLLCALL NO. 20—Continued

Ayes Nays Present

Mr. Weiner X
Mr. Schiff X
Ms. Sanchez X
Mr. Van Hollen X
Ms. Wasserman Schultz X
Mr. Sensenbrenner, Chairman X

Total 14 23

27. An amendment was offered by Mr. Scott to amend section

105(c) of the Foreign Intelligence Surveillance Act to require sur-
veillance may be directed at a place or facility only for such time
as the applicant believes that such facility or place is being used,
or about to be used by the target of the surveillance. The amend-

ment failed by a recorded vote of 13 yeas to 23 nays.

ROLLCALL NO. 21

Ayes

Nays Present

Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Ms.
Ms.
Ms.
Mr.
Mr.
Mr.
Mr.
Mr.
Ms.
Mr.
Ms.
Mr.

Hyde
Coble

Smith (Texas)

Gallegly

Goodlatte

Chabot

Lungren

Jenkins

Cannon

Bachus

Inglis

Hostettler

Green

Keller
Issa

Flake

Pence

Forbes

King

Feeney

Franks

Gohmert

Conyers

Berman

Boucher

Nadler

Scott

Watt

Lofgren

Jackson Lee

Waters
Meehan

Delahunt

Wexler

Weiner

Schiff

Sanchez

Van Hollen

Wasserman Schultz

Sensenbrenner, Chairman

Total

> >

><X > X <X X< X<

DX DK 3K DK DK 3K 3K DK X 3K DK DK XK 3K DK X > > XX X > <

23
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28. An amendment was offered by Mr. Schiff that would require
public disclosure of the use of national security letters. The amend-
ment failed by a recorded vote of 15 yeas and 21 nays.

ROLLCALL NO. 22

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman X

>< ><

DX DK DK DK DK DK DK DK DK > 3K 3K 3K XK X X X XX X<

> >

><X > <X < X< <

><X > X <X <X X< X

Total 15 21

29. An amendment was offered by Ms. Jackson Lee that would
amend section 501(a)(1) of the Foreign Intelligence Surveillance Act
to exclude medical records from the types of business records a For-
eign Intelligence Surveillance Court order may seek. The amend-
ment failed by a recorded vote of 12 yeas to 24 nays.

ROLLCALL NO. 23

Ayes Nays Present
Mr. Hyde X
Mr. Coble X
Mr. Smith (Texas)
Mr. Gallegly X
Mr. Goodlatte X

Mr. Chabot K
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ROLLCALL NO. 23—Continued

Ayes Nays Present

Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers X
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner X

Mr. Schiff X
Ms. Sanchez X

Mr. Van Hollen X

Ms. Wasserman Schultz X
Mr. Sensenbrenner, Chairman X

DX DK DK DK K 3K 3K 3K 3K 3K > X X XX XX <

><X > X >< X <

> >

Total 12 24

30. An amendment was offered by Mr. Van Hollen to require the
Inspector General of the Department of Justice to review the
progress of the development of procedures established by the Ter-
rorist Screening Center for the removal of misidentified individuals
from the Terrorist Screening Database. The amendment failed by
a recorded vote of 15 yeas to 23 nays.

ROLLCALL NO. 24

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

> 3K > 3K DK X 3K DK XX XX > X< X X >
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ROLLCALL NO. 24—Continued

Ayes Nays Present

Mr. Flake

Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman X

>< > >< >< >< > >

> >

><X >< XX X< X<

<X < X X <X X < X<

Total 15 23

31. An amendment was offered by Mr. Nadler to authorize disclo-
sure of the receipt of a national security letter to qualified persons,
as defined by the amendment. The amendment failed by a recorded
vote of 16 yeas to 23 nays.

ROLLCALL NO. 25

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers
Mr. Berman
Mr. Boucher
Mr. Nadler
Mr. Scott

DX DK > 3K 3K 3K DK DK DK DK XX X XK XK 3K 3K > > X X X <

> >

> >
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ROLLCALL NO. 25—Continued

Ayes Nays Present

Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Mr. Weiner
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman X

DX 3K 3K X X < X X X X XX <

Total 16 23

32. An amendment was offered by Mr. Scott to broaden the ex-
emption in the prohibition of providing material support to terror-
ists to also cover “medical services, drinking water, food, children’s
clothing, educational supplies or services, and other humanitarian
materials and services that could not be diverted to military ends”
to terrorists. The amendment failed by a recorded vote of 7 yeas
to 31 nays.

ROLLCALL NO. 26

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers X

Mr. Berman X
Mr. Boucher
Mr. Nadler X
Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler X
Mr. Weiner X

DX DK DK 3K 3K 3K 3K DK DK DK DK K XK 3K 3K 3K > XK X X X X<

> >

> < > X<
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ROLLCALL NO. 26—Continued

Ayes Nays Present
Mr. Schiff X
Ms. Sanchez X
Mr. Van Hollen X
Ms. Wasserman Schultz X
Mr. Sensenbrenner, Chairman X
Total 7 31

33. An amendment was offered by Ms. Jackson Lee to require the
Inspector General of the Department of Justice to review the use
of any investigative authority under the Attorney General Guide-
lines on General Crimes, Racketeering Enterprises and Domestic
Security/Terrorism Investigations beyond those approved by Attor-
ney General Dick Thornburg in March 21, 1989. The amendment
failed by a recorded vote of 13 yeas to 25 nays.

ROLLCALL NO. 27

Ayes Nays Present

Mr. Hyde
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Lungren
Mr. Jenkins
Mr. Cannon
Mr. Bachus
Mr. Inglis
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Mr. Flake
Mr. Pence
Mr. Forbes
Mr. King
Mr. Feeney
Mr. Franks
Mr. Gohmert
Mr. Conyers X
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt X
Mr. Wexler
Mr. Weiner
Mr. Schiff
Ms. Sanchez
Mr. Van Hollen
Ms. Wasserman Schultz
Mr. Sensenbrenner, Chairman X

DX DK 3K DK DK 3K 3K DK X 3K DK DK XK 3K DK X > > XX X > >

>

<X <X > X <X X< X<

> >

> >< >

Total 13 25
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34. An amendment was offered by Nadler (for himself and Mr.
Scott) to amend the statutes authorizing national security letters
regarding judicial review. The amendment failed by voice vote.

35. Motion to report H.R. 3199, as amended was agreed to by a
roll call vote of 23 yeas to 14 nays and 2 pass.

ROLLCALL NO. 28

Nays

Present

Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Mr.
Ms.
Ms.
Ms.
Mr.
Mr.
Mr.
Mr.
Mr.
Ms.
Mr.
Ms.
Mr.

Hyde
Coble
Smith (Texas)
Gallegly
Goodlatte
Chabot
Lungren
Jenkins
Cannon
Bachus
Inglis
Hostettler
Green
Keller
Issa

Flake
Pence
Forbes
King
Feeney
Franks
Gohmert
Conyers
Berman
Boucher
Nadler

Scott
Watt
Lofgren
Jackson Lee
Waters
Meehan
Delahunt
Wexler
Weiner
Schiff
Sanchez
Van Hollen
Wasserman Schultz
Sensenbrenner, Chairman X

=
DX 3K X X X X X X X X X X X X X X X X X X X X S
12

DX > > > X > X > X X

>< > >

Pass

Pass

Total 23

14

2 Pass

COMMITTEE OVERSIGHT FINDINGS

In compliance with clause 3(c)(1) of rule XIII of the Rules of the
House of Representatives, the Committee reports that the findings
and recommendations of the Committee, based on oversight activi-
ties under clause 2(b)(1) of rule X of the Rules of the House of Rep-
resentatives, are incorporated in the descriptive portions of this re-
port.
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NEW BUDGET AUTHORITY AND TAX EXPENDITURES

Clause 3(c)(2) of rule XIII of the Rules of the House of Represent-
atives is inapplicable because this legislation does not provide new
budgetary authority or increased tax expenditures.

CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

In compliance with clause 3(c)(3) of rule XIII of the Rules of the
House of Representatives, the Committee sets forth, with respect to
the bill, H.R. 3199, the following estimate and comparison prepared
by the Director of the Congressional Budget Office under section
402 of the Congressional Budget Act of 1974:

JULY 18, 2005.

Hon. F. JAMES SENSENBRENNER, Jr.,
Chairman, Committee on the Judiciary
House of Representatives, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate for H.R. 3199, the USA PATRIOT
and Terrorism Prevention Reauthorization Act of 2005.

If you wish further details on this estimate, we will be pleased
to provide them. The CBO staff contact is Mark Grabowicz.

Sincerely,
DoucLAs HoLTZ-EAKIN,
Director.

Enclosure.

H.R. 3199—USA PATRIOT and Terrorism Prevention Reauthoriza-
tion Act of 2005

CBO estimates that implementing H.R. 3199 would have no sig-
nificant cost to the federal government. Enacting the bill could af-
fect direct spending and revenues, but CBO estimates that any
such effects would not be significant.

The Uniting and Strengthening America by Providing Appro-
priate Tools Required to Intercept and Obstruct Terrorism (USA
PATRIOT) Act of 2001 (Public Law 107-56), as well as the Intel-
ligence Reform and Terrorism Prevention Act of 2004 (Public Law
108-458), expanded the powers of federal law enforcement and in-
telligence agencies to investigate and prosecute terrorist acts. H.R.
3199 would permanently authorize certain provisions of these acts,
many of which will otherwise expire on December 31, 2005. In ad-
dition, the bill would make several other changes to the laws relat-
ing to investigations of potential terrorist activity.

Because those prosecuted and convicted under H.R. 3199 could
be subject to civil and criminal fines, the federal government might
collect additional fines if the legislation is enacted. Collections of
civil fines are recorded in the budget as revenues. Criminal fines
are recorded as revenues, then deposited in the Crime Victims
Fund and later spent. CBO expects that any additional revenues
and direct spending would not be significant because of the rel-
atively small number of cases affected.

Section 4 of the Unfunded Mandates Reform Act (UMRA) ex-
cludes from the application of that act any legislative provisions
that are necessary for national security. CBO has determined that
the provisions of this bill are either excluded from UMRA because
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they are necessary for the national security or they contain no
intergovernmental or private-sector mandates.

On July 18, 2005, CBO transmitted a cost estimate for H.R. 3199
as ordered reported by the House Permanent Select Committee on
Intelligence on July 13, 2005. The two versions of the bill are simi-
lar and the cost estimates are identical.

The CBO staff contact for this estimate is Mark Grabowicz. This
estimate was approved by Peter H. Fontaine, Deputy Assistant Di-
rector for Budget Analysis.

PERFORMANCE GOALS AND OBJECTIVES

The Committee states that pursuant to clause 3(c)(4) of rule XIII
of the Rules of the House of Representatives, H.R. 3199, will con-
tinue to provide enhanced law enforcement and intelligence inves-
tigative tools and improved information sharing while protecting
civil liberties. By clarifying the authority provided under the USA
PATRIOT Act and by eliminating much of the sunset provision in
that Act and the Intelligence Reform and Terrorism Prevent Act,
this bill provides certainty in the Federal criminal law, ensures
that the metaphorical “Wall” is not rebuilt and thus information
sharing can continue to improve between law enforcement and the
Intelligence Community, and maintains the advancements in law
enforcement technology to investigate and thwart terrorist and
criminal activities.

CONSTITUTIONAL AUTHORITY STATEMENT

Pursuant to clause 3(d)(1) of rule XIII of the Rules of the House
of Representatives, the Committee finds the authority for this legis-
lation in article 1 of the Constitution.

SECTION-BY-SECTION ANALYSIS AND DISCUSSION

The section-by-section represents the bill as reported by the
Committee on the Judiciary.

Section 1. Short Title

This Act would be cited as the “USA PATRIOT and Terrorism
Prevention Reauthorization Act of 2005.” Because the Act would re-
peal sunsets under the USA PATRIOT Act and the Intelligence Re-
g)rm and Terrorism Prevention Act of 2004, the title refers to both

cts.

Section 2. References to PATRIOT Act

This section states that for this Reauthorization Act, the Uniting
and Strengthening America by Providing Appropriate Tools Re-

quired to Intercept and Obstruct Terrorism shall be referred to as
the USA PATRIOT Act.

Section 3. Repeal of USA PATRIOT Act sunset provision

This section repeals section 224 of the USA PATRIOT Act that
stated authorities under sections 201, 202, 203(b) and (d), 204, 207,
209, 212, 214, 217, 218, 220, 223 and 225 of the USA PATRIOT
Act (Pub. L. No. 107-296) would expire this year on December 31,
2005. The provision sunsetting sections 206 and 215 is extended
until December 31, 2015.
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The twelve hearings provided evidence that parts of the USA PA-
TRIOT Act needed to be clarified, as Attorney General Gonzales
and other Department of Justice officials have testified. However,
witnesses did not provide any evidence that the Government or law
enforcement was abusing the authorities of the USA PATRIOT Act
to the Congress or to the Department of Justice Inspector General.
The IG, as required by section 1001 of the USA PATRIOT Act, has
issued 6 semiannual reports and has not found abuse by Depart-
ment of Justice employees of these new authorities.

Section 4. Repeal of sunset of Individual Terrorists as Agents of
Foreign Powers

Section 4 of this bill repeals section 6001(b) of the Intelligence
Reform and Terrorism Prevention Act (IRTPA). Section 6001(b)
sunsets section 6001 of IRTPA, which provided a additional defini-
tion for “Agent of a Foreign Power,” to cover the “lone wolf” under
50 U.S.C. 1801(b)(1). Section 1801(b)(1) defined “Agent of a foreign
power” for any person other than a United States person, who—

(A) acts in the United States as an officer or employee of a
foreign power, or as a member of a foreign power as defined
in subsection (a)(4) of this section;

(B) acts for or on behalf of a foreign power which engages in
clandestine intelligence activities in the United States contrary
to the interests of the United States, when the circumstances
of such person’s presence in the United States indicate that
such person may engage in such activities in the United
States, or when such person knowingly aids or abets any per-
son in the conduct of such activities or knowingly conspires
with any person to engage in such activities;

Section 6001 of the IRTPA added new subparagraph C to the def-
inition, which states “Agent of a foreign power” for any person
other than a United States person, includes a person who “engages
in international terrorism or activities in preparation thereof;”.

Section 6001(b) addressed oversight concerns about the provision,
by applying the USA PATRIOT Act sunset to the provision so that
definition sunsets on December 31, 2005.

Section 5. Repeal of sunset provision relating to section 2332B and
the Material Support sections of Title 18, United States Code

This section repeals section 6603(g) of the IRTPA, which would
sunset section 6603, the “Additions to Offense of Providing Mate-
rial Support to Terrorism”. This sunset is problematic in many re-
spects. First, it sunsets a criminal offense and not a law enforce-
ment tool and, second, the sunset would effectively make the un-
derlying provision unconstitutional. Section 805(a)(2)(B) of the USA
PATRIOT Act was amended by section 6603 of the IRTPA of 2004,
which covers the prohibition against providing material support to
terrorists. The changes made in the IRTPA actually addressed
court concerns on the constitutionality of the Federal crime of pro-
viding material support to terrorists.

On May 10, 2005, the Subcommittee on Crime, Terrorism, and
Homeland Security held a hearing on the material support provi-
sion as enhanced by the USA PATRIOT Act in 2001 and the IRTPA
of 2004. The ban on providing material support to terrorists pre-
dates the USA PATRIOT Act, as it was created in 1996 in the
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Antiterrorism and Effective Death Penalty Act. The 1996 Act, in
part, was in response to the Oklahoma City and first World Trade
Center terrorist attacks and made it illegal to knowingly provide
material support to a group designated as a Foreign Terrorist Or-
ganization, better known as an FTO.

In 1998 a group, led by the Humanitarian Law Project, chal-
lenged the constitutionality of the ban, arguing it the violated the
First Amendment. Both the 9th Circuit District Court and the Ap-
peals Court rejected most of the First Amendment claims. The Ap-
peals Court, for instance, rejected the free-association claim, find-
ing that the statute does not prohibit membership in a group or
support for the political goals of a group. The Appeals Court point-
ed out that “What [the law] prohibits is the act of giving material
support, and there is no constitutional right to facilitate terrorism
by giving terrorists the weapons and explosives with which to carry
out their grisly missions.”

The 9th Circuit also rejected the plaintiffs’ contention that the
law could be interpreted to prohibit the giving of material support
to the so-called terrorist groups’ nonviolent humanitarian and polit-
ical activities, concluding that the First Amendment did not create
a right to give funds to terrorist groups. Money is fungible and the
Court recognized that “when someone makes a donation to [ter-
rorist groups], there is no way to tell how the donation is used.”

The Court did find that the language was too vague in areas, and
focused on the terms “training” and “personnel.” The 9th Circuit
also found in another case that the term “expert advice or assist-
ance” was unconstitutionally vague. “Expert advice or assistance”
is language from the USA PATRIOT Act. Congress corrected these
vagueness problems with section 6603 of the IRTPA of 2004.

On December 21, 2004, the 9th Circuit Appeals Court recognized
this correction in lifting an injunction that had barred the Govern-
ment from prosecuting a Los Angeles group, if the group aided or-
ganizations classified as supporting terrorism. According to an As-
sociated Press story dated December 22, 2004, the Court “said [its
December 21] decision in Humanitarian Law Project v. Dept. of
Justice was based partly on the IRTPA of 2004, which [President]
Bush signed into law on [December 17, 2004].”

Section 6. Sharing of electronic, wire, and oral interception informa-
tion

Section 6 responds to concerns that additional judicial oversight
was needed for the sharing of criminal wiretap information to the
Intelligence Community. Section 6 of the Act amends section
2517(6) of title 18, which was added by section 203(b) of the USA
PATRIOT Act by requiring that “an officer or attorney who makes
a disclosure under this subsection shall, within a reasonable time
after that disclosure, notify the court that issued the wiretap order
that such information was shared.” The Department of Justice stat-
ed at one of the many hearings on the USA PATRIOT Act that
they could “take [such a proposal] under consideration and have a
discussion about [it].” But “[w]ith respect to 203(d), relating to that
sharing of information, [it] would put an unreasonable burden in
terms of how we seek to exchange the information in a task force
[i.e., JTTF and NTTC] approach.”
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On April 19, 2005, the Subcommittee on Crime, Terrorism, and
Homeland Security held a hearing on Section 203, which facilitates
effective sharing of information collected through the use of crimi-
nal wiretaps, grand juries, and other criminal investigations, with
Executive Branch officials. To protect privacy, the USA PATRIOT
Act: (1) limited such disclosures to foreign intelligence and counter-
intelligence information, as defined by statute; (2) restricted disclo-
sure to officials with a need to know in performance of official du-
ties; and (3) retained the limitations on public or other unauthor-
ized disclosure. Prior to passage of the USA PATRIOT Act, the law
hampered law enforcement from sharing information with or re-
ceiving information from other Government agencies outside of law
enforcement that might nevertheless relate to terrorist activities or
national security.

Section 203(b) deals with information obtained through a crimi-
nal wiretap. The section amended section 2517 of title 18 to allow
law enforcement officials to share foreign intelligence or counter-
intelligence (as defined in section 3 of the National Security Act of
1947 (50 U.S.C. 401a)), or foreign intelligence information (as de-
fined in subsection (19) of section 2510 of this title) obtained
through a criminal wiretap with law enforcement, intelligence, pro-
tective, immigration, national defense, or national security per-
sonnel for use only as necessary in the conduct of that person’s offi-
cial duties subject to any limitations on the unauthorized disclosure
of such information. The language in the USA PATRIOT Act is
similar to section 103 of H.R. 2975, the PATRIOT Act that the
House dJudiciary Committee reported favorably with unanimous
consent.

While some argued that the Committee should require similar
notice to a court with regard to section 203(d), which authorizes the
sharing of information from a criminal investigation, the Com-
mittee concluded that such a change would effectively eliminate the
ability of law enforcement and anti-terrorism task forces—such as
the Joint Terrorism Task Forces (JTTFs)—to operate. Much of that
information used by these task forces is not under a court order re-
quiring notice. To require notice defeats the purpose of section
203(d) and would create a statutory “wall” preventing vital infor-
mation from being shared.

Section 7. Duration of FISA of Non-United States persons

Prior to enactment of the USA PATRIOT Act, the Government
had 90 days to carry out surveillance and 45 days to conduct a
physical search under a FISA court order before seeking an exten-
sion. Because it often takes longer than these established periods
to get on the premises or to conduct electronic surveillance, and the
delay in applying for an extension or reapplying for a new order
posed a threat to national security. To address this problem, the
USA PATRIOT Act added 30 days to the authorized period for sur-
veillance from 90 days to 120 days. It also extended the period for
physical searches from 45 days to 90 days.

Attorney General Gonzalez requested at the April 6, 2005, hear-
ing before the Full Committee that section 207 of the USA PA-
TRIOT Act be amended. He stated: “Another important FISA-re-
lated Patriot Act provision is Section 207. Prior to this law, the
Justice Department invested considerable time returning to court
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to renew existing orders. Section 207 substantially reduced this in-
vestment of time by increasing the maximum time duration for
FISA, electronic surveillance, and physical search orders.”

The Department of Justice estimates that the enactment of sec-
tion 207 has saved nearly 60,000 attorney hours, or 30 lawyers a
year’s of work. According to the Justice Department, this estimate
did not account for time saved by FBI agents, administrative staff,
and the judiciary. This section of H.R. 3199 would extend the max-
imum duration of orders for electronic surveillance and physical
search targeted against agents of foreign powers who are not
United States persons. Specifically, initial orders authorizing
searches and electronic surveillance would be for periods of up to
120 days, and renewal orders would extend for periods of up to one
year.

The USA PATRIOT Act did not amend the permissible duration
of orders for pen register and trap and trace surveillance under
FISA. The current duration of initial and renewal orders for instal-
lation and use of a pen register or trap and trace device is for a
period not to exceed 90 days. This section would extend the max-
imum duration of both initial and renewal orders for pen register
and trap and trace surveillance, in cases where the Government
certified that the information likely to be obtained is foreign intel-
ligence information not concerning a United States person, for a pe-
riod of one year.

This section would allow the United States and the Foreign In-
telligence Surveillance Court to focus more scrutiny on applications
for surveillance involving United States persons. This section
would also allow intelligence officials to spend more time inves-
tigating potential terrorist or espionage activity by non-U.S. per-
sons, rather than wasting valuable time returning to the Foreign
Intelligence Surveillance Court to extend surveillance against such
persons that had already been authorized. Indeed, the Department
of Justice estimates that had these proposals been included in the
USA PATRIOT Act, the Department would have saved 25,000 at-
torney hours. These ideas were specifically endorsed in the recent
report of the WMD Commission, which said that the amendments
would allow the Department both to “focus their attention where
it is most needed” and maintain the current level of oversight paid
to cases implicating the civil liberties of Americans.

Section 8. Access to certain business records under section 501 of
FISA

Section 7 of the bill would clarify that a recipient of a 215 order
may consult with a lawyer and the appropriate people necessary to
respond to the order. The section would also clarify that the FISA
order may be challenged.

Additionally, the language amends section 215 to clarify that the
court has discretion to issue an order. The amending language
states that “if a judge finds that the application meets the require-
ments of subsections (a) and (b), the judge shall enter an ex parte
order as requested, or as modified, approving the release of
records.” The current language is unclear with respect to the dis-
cretion it provides to judges because it states that the “judge shall”
issue an order and later mentions that this order will only be
issued “if the judge finds that the requirements have been met.”
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The language does not clearly specify what those requirements, so
the language in H.R. 3199 does.

As was highlighted by the hearings held by this Committee, for
years prior to and since enactment of the USA PATRIOT Act, law
enforcement could obtain records from all manner of businesses
through grand jury issued subpoenas. Section 215 of the USA PA-
TRIOT Act created similar authority, but with more stringent re-
quirements. Section 215 authorizes the FISA court the discretion
to issue an order for business records related to “international ter-
rorism and clandestine intelligence activities.” These judicial orders
conceivably could be issued to bookstores or libraries, but section
215 does not single them out. Section 215 has a very narrow scope
that can only be used (1) “to obtain foreign intelligence information
not concerning a United States person”; or (2) “to protect against
international terrorism or clandestine intelligence activities.” 50
U.S.C. §1861(b)(2).

FBI agents cannot obtain records under section 215 unless they
receive a court order. Grand jury subpoenas, by contrast, do not re-
quire judicial approval. Agents cannot use section 215 to unilater-
ally compel libraries or any other entity to turn over their records.
Agents must obtain such documents only by appearing before the
FISA court and convincing the court that these business records
are needed. See 50 U.S.C. § 1861(b). Additionally, section 215 goes
to great lengths to preserve the First Amendment rights of librar-
ies, their patrons, and other affected entities as it expressly pro-
vides that the FBI cannot conduct investigations “of a United
States person solely on the basis of activities protected by the first
amendment to the Constitution of the United States.” 50 U.S.C.
§1861(a)(2). Section 215 provides for thorough congressional over-
sight; every six months, the Attorney General is required to “fully
inform” Congress on the number of times agents have sought a
court order under section 215, as well as the number of times such
requests were granted, modified, or denied. See 50 U.S.C. §1862.

Section 9. Report relating to emergency disclosures under section
212 of the USA PATRIOT Act

This section would amend section 2702 of title 18, as amended
by section 212 of the USA PATRIOT Act. Section 212 allowed
Internet service providers to voluntarily disclose the contents of
electronic communications as well as subscriber information in
emergencies involving immediate danger of death or serious phys-
ical injury. To address concerns that this authority, in certain cir-
cumstances, is not subject to adequate congressional, judicial or
public oversight (particularly in situations where the authority is
used but criminal charges do not result) the amendment would re-
quire the Attorney General to report annually to the Judiciary
Committees of the House and Senate and set forth the number of
accounts subject to a section 212 disclosure. The report would also
have to summarize the basis for disclosure in certain cir-
cumstances. The Committee believes this would strengthen over-
sight on the use of this authority without undermining important
law enforcement prerogatives, and without tipping off perpetrators
virlhile simultaneously preserving the vitality of this life saving au-
thority.
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Section 10. Specificity and notification for roving surveillance under
the Foreign Intelligence Surveillance Act

Section 206 of the PATRIOT Act enabled use of roving wiretaps
in FISA investigations. The Amendment would require intelligence
investigators to notify to the FISA Court within 10 days each time
it initiates surveillance on a new communications facility pursuant
to a FISA roving wiretap. By requiring that the FISA Court be reg-
ularly informed on an ongoing basis for all multi-point wiretaps,
the Amendment would address Members’ concerns that the open-
ended authorization to surveil new locations could be abused. The
Amendment does this by providing an extra layer of judicial review
and ensures that intelligence investigators will not abuse the
multi-point authority. This approach is superior in the FISA con-
text (where surveillance is often long-running and subject to exten-
sive and sophisticated counter-surveillance measures) than a prox-
imity test or ascertainment requirement that could endanger an in-
vestigation or field agents conducting the investigation.

Section 11. Prohibition on planning terrorist attacks on mass trans-
portation

This section amends section 1993a of title 18 of the Federal
Criminal code that protects against Terrorist attacks and other
acts of violence against mass transportation systems. Section 1993
of title 18 covers attacks on mass transportation systems but did
not cover the planning for such attacks. This provision closes that
loophole and makes it a crime to “surveil, photograph, videotape,
diagram, or to otherwise collect information with the intent to plan
or assist in planning any of the acts described” in paragraphs (1)—
(5) of section 1993a.

Section 12. Enhanced review of material witness detention

This section would amend section 1001 of the USA PATRIOT Act
to require the Inspector General for the Department of Justice to
c$nd111ct a review of material witness detentions under section 3144
of title 18.

Section 13. Forfeiture

The USA PATRIOT Act amended 18 U.S.C. §981 to expressly
provide that any property used to commit or facilitate the commis-
sion of, derived from, or otherwise involved in a Federal crime of
terrorism (as defined in 18 U.S.C. §2331) is subject to civil for-
feiture provisions. Prior to the USA PATRIOT Act, only the “pro-
ceeds” of a crime of terrorism were subject to civil forfeiture provi-
sions. This amendment would extend forfeiture to “trafficking in
nuclear, chemical, biological, or radiological weapons technology or
material,” after activities”.

Section 14. Predicate offenses

This section amended the current definition of “federal crime of
terrorism,” to include new predicate offenses. This list of predicate
offenses is referenced by other sections of the Act, and certain pro-
visions of the Act are made applicable to offenses appearing on this
list. This section adds crimes relating to military-type training
from a foreign terrorist organization; and relating to nuclear and
weapons of mass destruction threats.
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Section 15. Wiretap predicates

“Title III of the Omnibus Crime Control and Safe Streets Act of
1968, 18 U.S.C. §§2510-2522 (1994 & Supp. II 1996), requires the
government, unless otherwise permitted, to obtain an order of a
court before conducting electronic surveillance. The government is
permitted to seek such orders only in connection with the inves-
tigation of the criminal offenses enumerated in section 2516 of title
18.768 This section added new “wiretap predicates” under section
2516 of title 18 of the Federal criminal code that relate to crimes
of terrorism.

Section 16. Defines reasonable period of delay under the USA PA-
TRIOT Act

Contrary to reports, the USA PATRIOT Act did not create de-
layed notice search warrants. Delayed notice search warrants have
been used for decades prior to enactment of the USA PATRIOT
Act. In 1979, the U.S. Supreme Court expressly held in Dalia v.
United States that the Fourth Amendment does not require law en-
forcement to give immediate notice of the execution of a search
warrant.6® The Department of Justice states that three Federal
courts of appeals had considered the constitutionality of delayed-
notice search warrants since 1979 and upheld their constitu-
tionality.70

A delayed notice search warrant simply means that a court has
expressly authorized investigations to delay notifying a suspect
that a search warrant has been executed (i.e., a court-ordered
search has occurred). The search warrant is the same regardless of
when the suspect receives notice. Thus, before a search warrant is
issued, whether notice is delayed or not, a Federal judge must find
that there is probable cause to believe the property to be searched
or seized constitutes evidence of a criminal offense.

Congress included section 213 in the USA PATRIOT Act to cre-
ate a uniform nationwide standard for the issuance of these war-
rants. Under section 213 there are limited circumstances when a
court may delay notice. These circumstances are the same predi-
cate circumstances permitted in an application for delaying notice
in a search warrant for stored communications under section
2705(a)(2) of title 18, which predated the USA PATRIOT Act. For
a court to permit a delay in the notice of a search of a suspect’s
property, the investigator or prosecutor must show that there is
reasonable cause to believe that if the suspect is notified at the
same time as the search one of the following situations may occur:

¢ notification would endanger the life or physical safety of an
individual,

¢ notification would cause flight from prosecution;

e notification would result in destruction of, or tampering
with, evidence;

e notification would result in intimidation of potential wit-
nesses; or

BSSOc(t)ober 17, 2000, Memorandum for the Counsel, Office of Intelligence Policy and Review,
U.S. DOJ.

69See Dalia v. United States, 441 U.S. 238 (1979); see also Katz v. United States, 389 U.S.
347 (1967).

70 April 4, 2005 U.S. Department of Justice letter to Senator Spector. p. 3 citing See United
States v. Freitas, 800 F.2d 1451 (9th Cir. 1986); United States v. Villegas, 899 F.2d 1324 (2d
Cir. 1990); United States v. Simons, 206 F.3d 392 (4th Cir. 2000).
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e notification would cause serious jeopardy to an investigation
or unduly delay a trial.

Section 213 permits delay limited only by a reasonableness re-
quirement. Members are concerned by this seemingly open-ended
term. This Amendment would permit delays for up to 180 days, and
would enable orders to be renewable in up to 90 day increments.

CHANGES IN EXISTING LAW BY THE BILL, AS REPORTED

In compliance with clause 3(e) of rule XIII of the Rules of the
House of Representatives, changes in existing law made by the bill,
as reported, are shown as follows (existing law proposed to be omit-
ted is enclosed in black brackets, new matter is printed in italic,
existing law in which no changes are proposed is shown in roman):

USA PATRIOT ACT
TITLE II—ENHANCED SURVEILLANCE
PROCEDURES

[SEC. 224. SUNSET.

[(a) IN GENERAL.—Except as provided in subsection (b), this title
and the amendments made by this title (other than sections 203(a),
203(c), 205, 208, 210, 211, 213, 216, 219, 221, and 222, and the
amendments made by those sections) shall cease to have effect on
December 31, 2005.

[(b) EXCEPTION.—With respect to any particular foreign intel-
ligence investigation that began before the date on which the provi-
sions referred to in subsection (a) cease to have effect, or with re-
spect to any particular offense or potential offense that began or oc-
curred before the date on which such provisions cease to have ef-
fect, such provisions shall continue in effect.]

* * & * * * &

TITLE X—MISCELLANEOUS

SEC. 1001. REVIEW OF THE DEPARTMENT OF JUSTICE.
The Inspector General of the Department of Justice shall des-
ignate one official who shall—

(1)(A) review information and receive complaints alleging
abuses of civil rights and civil liberties by employees and offi-
cials of the Department of Justice, and (B) review detentions of
persons under section 3144 of title 18, United States Code, in-
cluding their length, conditions of access to counsel, frequency
of access to counsel, offense at issue, and frequency of appear-
ance before a grand jury;

* * * * * * *
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FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978

* * *k & * * *k

TITLE I—ELECTRONIC SURVEILLANCE
WITHIN THE UNITED STATES FOR
FOREIGN INTELLIGENCE PURPOSES

* * * & * * *

DESIGNATION OF JUDGES
SEC. 103. (a) * * *

* * *k & * * k

(e)(1) Three judges designated under subsection (a) who reside
within 20 miles of the District of Columbia, or if all of such judges
are unavailable, other judges of the court established under sub-
section (a) as may be designated by the Presiding Judge of such
court (who is designated by the Chief Justice of the United States
from among the judges of the court), shall comprise a petition re-
view panel which shall have jurisdiction to review petitions filed
pursuant to section 501(H)(1).

(2) Not later than 60 days after the date of the enactment of the
USA PATRIOT and Terrorism Prevention Reauthorization Act of
2005, the court established under subsection (a) shall develop and
issue procedures for the review of petitions filed pursuant to section
501(f)(1) by the panel established under paragraph (1). Such proce-
dures shall provide that review of a petition shall be conducted ex
parte and in camera and shall also provide for the designation of
an Acting Presiding Judge.

* * * * * * *

ISSUANCE OF AN ORDER
SEC. 105. (a) * * *

* * k & * * k

(¢c) An order approving an electronic surveillance under this sec-
tion shall—
(1) * * *
(2) direct—

(B) that, upon the request of the applicant, a specified
communication or other common carrier, landlord, custo-
dian, or other specified person, or in circumstances [where
the Court finds] where the Court finds, based upon specific
facts provided in the application, that the actions of the
target of the application may have the effect of thwarting
the identification of a specified person, such other persons,
furnish the applicant forthwith all information, facilities,
or technical assistance necessary to accomplish the elec-
tronic surveillance in such a manner as will protect its se-
crecy and produce a minimum of interference with the
services that such carrier, landlord, custodian, or other
person is providing that target of electronic surveillance;
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(C) that such carrier, landlord, custodian, or other per-
son maintain under security procedures approved by the
Attorney General and the Director of National Intelligence
any records concerning the surveillance or the aid fur-
nished that such person wishes to retain; [and]

(D) that the applicant compensate, at the prevailing
rate, such carrier, landlord, custodian, or other person for
furnishing such aidl.1; and

(E) that, in the case of electronic surveillance directed at
a facility or place that is not known at the time the order
is issued, the applicant shall notify a judge having jurisdic-
tion under section 103 within 10 days after electronic sur-
veillance begins to be directed at a new facility or place,
and such notice shall contain a statement of the facts and
circumstances relied upon by the applicant to justify the be-
lief that the facility or place at which the electronic surveil-
lance is or was directed is being used, or is about to be
used, by the target of electronic surveillance.

* * & * * * &

(e)(1) An order issued under this section may approve an elec-
tronic surveillance for the period necessary to achieve its purpose,
or for ninety days, whichever is less, except that (A) an order under
this section shall approve an electronic surveillance targeted
against a foreign power, as defined in section 101(a), (1), (2), or (3),
for the period specified in the application or for one year, whichever
is less, and (B) an order under this Act for a surveillance targeted
against an agent of a foreign power[, as defined in section
101(b)(1)(A)] who is not a United States person may be for the pe-
riod specified in the application or for 120 days, whichever is less.

(2) Extensions of an order issued under this title may be granted
on the same basis as an original order upon an application for an
extension and new findings made in the same manner as required
for an original order, except that (A) an extension of an order
under this Act for a surveillance targeted against a foreign power,
a defined in section 101(a) (5) or (6), or against a foreign power as
defined in section 101(a)(4) that is not a United States person, may
be for a period not to exceed one year if the judge finds probable
cause to believe that no communication of any individual United
States person will be acquired during the period, and (B) an exten-
sion of an order under this Act for a surveillance targeted against
an agent of a foreign power [as defined in section 101(b)(1)(A)]
who is not a United States person may be for a period not to exceed
1 year.

* * & * * * &

TITLE III—PHYSICAL SEARCHES WITH-
IN THE UNITED STATES FOR FOREIGN
INTELLIGENCE PURPOSES
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ISSUANCE OF AN ORDER
SEC. 304. (a) * * *

* * *k * * * *k

(d)(1) An order issued under this section may approve a physical
search for the period necessary to achieve its purpose, or for 90
days, whichever is less, except that (A) an order under this section
shall approve a physical search targeted against a foreign power,
as defined in paragraph (1), (2), or (3) of section 101(a), for the pe-
riod specified in the application or for one year, whichever is less,
and (B) an order under this section for a physical search targeted
against an agent of a foreign power [as defined in section
101(b)(1)(A)] who is not a United States person may be for the pe-
riod specified in the application or for 120 days, whichever is less.

(2) Extensions of an order issued under this title may be granted
on the same basis as the original order upon an application for an
extension and new findings made in the same manner as required
for the original order, except that an extension of an order under
this Act for a physical search targeted against a foreign power, as
defined in section 101(a) (5) or (6), or against a foreign power, as
defined in section 101(a)(4), that is not a United States person, or
against an agent of a foreign power [as defined in section
101(b)(1)(A)] who is not a United States person, may be for a period
not to exceed one year if the judge finds probable cause to believe
that no property of any individual United States person will be ac-
quired during the period.

* * * * * * *

TITLE IV—PEN REGISTERS AND TRAP
AND TRACE DEVICES FOR FOREIGN
INTELLIGENCE PURPOSES

* * *k & * * *k

PEN REGISTERS AND TRAP AND TRACE DEVICES FOR FOREIGN
INTELLIGENCE AND INTERNATIONAL TERRORISM INVESTIGATIONS

SEC. 402. (a) * * *
%k E3 ES ES %k E3 ES

[(e) An] (e)(1) Except as provided in paragraph (2), an order
issued under this section shall authorize the installation and use
of a pen register or trap and trace device for a period not to exceed
90 days. Extensions of such an order may be granted, but only
upon an application for an order under this section and upon the
judicial finding required by subsection (d). The period of extension
shall be for a period not to exceed 90 days.

(2) In the case of an application under subsection (c) where the
applicant has certified that the information likely to be obtained is
foreign intelligence information not concerning a United States per-
son, an order, or an extension of an order, under this section may
be for a period not to exceed one year.

* * k & * * k
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TITLE V—ACCESS TO CERTAIN BUSI-
NESS RECORDS FOR FOREIGN INTEL-
LIGENCE PURPOSES

SEC. 501. ACCESS TO CERTAIN BUSINESS RECORDS FOR FOREIGN IN-
TELLIGENCE AND INTERNATIONAL TERRORISM INVES-
TIGATIONS.

(a) kock ok
(b) Each application under this section—
(1) = % =
(2) shall specify that the records concerned are sought for an
authorized investigation conducted in accordance with sub-
section (a)(2) [to obtain foreign intelligence information not
concerning a United States person or to protect against inter-
national terrorism or clandestine intelligence activities.] and
that the information likely to be obtained from the tangible
things is reasonably expected to be (A) foreign intelligence infor-
mation not concerning a United States person, or (B) relevant
to an ongoing investigation to protect against international ter-
rorism or clandestine intelligence activities.

[(c)(1) Upon an application made pursuant to this section, the
judge shall enter an ex parte order as requested, or as modified,
approving the release of records if the judge finds that the applica-
tion meets the requirements of this section.]

(c)(1) Upon an application made pursuant to this section, if the
Jjudge finds that the application meets the requirements of sub-
sections (a) and (b), the judge shall enter an ex parte order as re-
quested, or as modified, approving the release of records.

* * & * * * &

[(d) No person shall disclose to any other person (other than
those persons necessary to produce the tangible things under this
section) that the Federal Bureau of Investigation has sought or ob-
tained tangible things under this section.]

(d)(1) No person shall disclose to any person (other than a quali-
fied person) that the United States has sought or obtained tangible
things under this section.

(2) An order under this section shall notify the person to whom
the order is directed of the nondisclosure requirement under para-
graph (1).

(3) Any person to whom an order is directed under this section
who discloses that the United States has sought to obtain tangible
things under this section to a qualified person with respect to the
order shall inform such qualified person of the nondisclosure re-
quirement under paragraph (1) and that such qualified person is
also subject to such nondisclosure requirement.

(4) A qualified person shall be subject to any nondisclosure re-
quirement applicable to a person to whom an order is directed
under this section in the same manner as such person.

(5) In this subsection, the term “qualified person” means—

(A) any person necessary to produce the tangible things pur-
suant to an order under this section; or
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(B) an attorney to obtain legal advice with respect to an order
under this section.

* * & * * * &

(H(1) A person receiving an order to produce any tangible thing
under this section may challenge the legality of that order by filing
a petition in the panel established by section 103(e)(1). The Pre-
siding Judge shall conduct an initial review of the petition. If the
Presiding Judge determines that the petition is frivolous, the Pre-
siding Judge shall immediately deny the petition and promptly pro-
vide a written statement of the reasons for the determination for the
record. If the Presiding Judge determines that the petition is not
frivolous, the Presiding Judge shall immediately assign the petition
to one of the judges serving on such panel. The assigned judge shall
promptly consider the petition in accordance with procedures devel-
oped and issued pursuant to section 103(e)(2). The judge consid-
ering the petition may modify or set aside the order only if the judge
finds that the order does not meet the requirements of this section
or is otherwise unlawful. If the judge does not modify or set aside
the order, the judge shall immediately affirm the order and order
the recipient to comply therewith. A petition for review of a decision
to affirm, modify, or set aside an order by the United States or any
person receiving such order shall be to the court of review estab-
lished under section 103(b), which shall have jurisdiction to con-
sider such petitions. The court of review shall immediately provide
for the record a written statement of the reasons for its decision and,
on petition of the United States or any person receiving such order
for writ of certiorari, the record shall be transmitted under seal to
the Supreme Court, which shall have jurisdiction to review such de-
cision.

(2) Judicial proceedings under this subsection shall be concluded
as expeditiously as possible. The judge considering a petition filed
under this subsection shall provide for the record a written state-
ment of the reasons for the decision. The record of proceedings, in-
cluding petitions filed, orders granted, and statements of reasons for
decision, shall be maintained under security measures established
by the Chief Justice of the United States in consultation with the
Attorney General and the Director of National Intelligence.

(3) All petitions under this subsection shall be filed under seal,
and the court, upon the government’s request, shall review any gov-
ernment submission, which may include classified information, as
well as the government’s application and related materials, ex parte
and in camera.

[Effective December 31, 2015, section 3(b) of H.R. 3199 as reported by the
Committee on the Judiciary, provides that the Foreign Intelligence Sur-
veillance Act of 1978 is amended so that sections 501, 502, and 105(c)(2)
read as they read on October 25, 2001.]

ISSUANCE OF AN ORDER
SEC. 105. (a) * * *

* £ * * * £ *
(¢) An order approving an electronic surveillance under this sec-
tion shall—
(2) direct—
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(A) that the minimization procedures be followed;

(B) that, upon the request of the applicant, a specified
communication or other common carrier, landlord, custo-
dian, or other specified person furnish the applicant forth-
with all information, facilities, or technical assistance nec-
essary to accomplish the electronic surveillance in such a
manner as will protect its secrecy and produce a minimum
of interference with the services that such carrier, land-
lord, custodian, or other person is providing that target of
electronic surveillance;

(C) that such carrier, landlord, custodian, or other per-
son maintain under security procedures approved by the
Attorney General and the Director of National Intelligence
any records concerning the surveillance or the aid fur-
nished that such person wishes to retain; and

(D) that the applicant compensate, at the prevailing
rate, such carrier, landlord, custodian, or other person for
furnishing such aid.

* * * & * * *

SEC. 501. ACCESS TO CERTAIN BUSINESS RECORDS FOR FOREIGN IN-
TELLIGENCE AND INTERNATIONAL TERRORISM INVES-
TIGATIONS.

(a)(1) The Director of the Federal Bureau of Investigation or a
designee of the Director (whose rank shall be no lower than Assist-
ant Special Agent in Charge) may make an application for an order
requiring the production of any tangible things (including books,
records, papers, documents, and other items) for an investigation to
protect against international terrorism or clandestine intelligence
activities, provided that such investigation of a United States per-
son is not conducted solely upon the basis of activities protected by
the first amendment to the Constitution.

(2) An investigation conducted under this section shall—

(A) be conducted under guidelines approved by the Attorney
General under Executive Order 12333 (or a successor order);
and

(B) not be conducted of a United States person solely upon
the basis of activities protected by the first amendment to the
Constitution of the United States.

(b) Each application under this section—

(1) shall be made to—

(A) a judge of the court established by section 103(a); or

(B) a United States Magistrate Judge under chapter 43
of title 28, United States Code, who is publicly designated
by the Chief Justice of the United States to have the
power to hear applications and grant orders for the pro-
duction of tangible things under this section on behalf of
a judge of that court; and

(2) shall specify that the records concerned are sought for an
authorized investigation conducted in accordance with sub-
section (a)(2) to obtain foreign intelligence information not con-
cerning a United States person or to protect against inter-
national terrorism or clandestine intelligence activities.

(¢)(1) Upon an application made pursuant to this section, the
judge shall enter an ex parte order as requested, or as modified,
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approving the release of records if the judge finds that the applica-
tion meets the requirements of this section.

(2) An order under this subsection shall not disclose that it is
issued for purposes of an investigation described in subsection (a).

(d) No person shall disclose to any other person (other than those
persons necessary to produce the tangible things under this sec-
tion) that the Federal Bureau of Investigation has sought or ob-
tained tangible things under this section.

(e) A person who, in good faith, produces tangible things under
an order pursuant to this section shall not be liable to any other
person for such production. Such production shall not be deemed to
constitute a waiver of any privilege in any other proceeding or con-
text.

SEC. 502. CONGRESSIONAL OVERSIGHT.

(a) On a semiannual basis, the Attorney General shall fully in-
form the Permanent Select Committee on Intelligence of the House
of Representatives and the Select Committee on Intelligence of the
Senate concerning all requests for the production of tangible things
under section 402.

(b) On a semiannual basis, the Attorney General shall provide to
the Committees on the Judiciary of the House of Representatives
and the Senate a report setting forth with respect to the preceding
6-month period—

(1) the total number of applications made for orders approv-
ing requests for the production of tangible things under section
402; and

(2) the total number of such orders either granted, modified,
or denied.

Intelligence Reform and Terrorism Prevention Act of 2004

* * & & * * &

TITLE VI—-TERRORISM PREVENTION

Subtitle A—Individual Terrorists as Agents
of Foreign Powers

SEC. 6001. INDIVIDUAL TERRORISTS AS AGENTS OF FOR-
EIGN POWERS.

[(a) IN GENERAL.—Section] Section 101(b)(1) of the Foreign In-
telligence Surveillance Act of 1978 (50 U.S.C. 1801(b)(1)) is amend-
ed by adding at the end the following new subparagraph:

“(C) engages in international terrorism or activities in
preparation therefore; or”.

[(b) SUNSET.—The amendment made by subsection (a) shall be
subject to the sunset provision in section 224 of Public Law 107-
56 (115 Stat. 295), including the exception provided in subsection
(b) of such section 224.]

* * *k & * * k
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Subtitle E—Criminal History Background
Checks

* * *k & * * *k

SEC. 6603. ADDITIONS TO OFFENSE OF PROVIDING MA-
TERIAL SUPPORT TO TERRORISM.
(a) kok sk

* * *k & * * *k

[(g) SUNSET PROVISION.—

[(1) IN GENERAL.—Except as provided in paragraph (2), this
section and the amendments made by this section shall cease
to be effective on December 31, 2006.

[(2) EXCEPTION.—This section and the amendments made by
this section shall continue in effect with respect to any par-
ticular offense that—

[(A) is prohibited by this section or amendments made
by this section; and
[(B) began or occurred before December 31, 2006.]

* * *k & * * *k

TITLE 18, UNITED STATES CODE

* * * * * * *

PART I—CRIMES

* * & * * * &

CHAPTER 46—FORFEITURE

* k *k & * k *k

§981. Civil forfeiture

(a)(1) The following property is subject to forfeiture to the United
States:

(A) * * =

(B) Any property, real or personal, within the jurisdiction of
the United States, constituting, derived from, or traceable to,
any proceeds obtained directly or indirectly from an offense
against a foreign nation, or any property used to facilitate such
an offense, if the offense—

(i) involves trafficking in nuclear, chemical, biological, or ra-
diological weapons technology or material, or the manufacture,
importation, sale, or distribution of a controlled substance (as
that term is defined for purposes of the Controlled Substances
Act), or any other conduct described in section 1956(c)(7)(B);

* * & * * * &

CHAPTER 97—RAILROADS

* * k & * * k
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§1993. Terrorist attacks and other acts of violence against
mass transportation systems

(a) GENERAL PROHIBITIONS.—Whoever willfully—

* * *k & * * *k

(7) conveys or causes to be conveyed false information, know-
ing the information to be false, concerning an attempt or al-
leged attempt being made or to be made, to do any act which
would be a crime prohibited by this subsection; [or]

(8) surveils, photographs, videotapes, diagrams, or otherwise
collects information with the intent to plan or assist in plan-
ning any of the acts described in the paragraphs (1) through
(7); Or

[(8)] (9) attempts, threatens, or conspires to do any of the
aforesaid acts,

* * * * * * *

CHAPTER 113B—TERRORISM

* * * * * * *

§2332b. Acts of terrorism transcending national boundaries

(a) L

* £ * * * £ *
(g) DEFINITIONS.—As used in this section—

* * * * * * *

(5) the term “Federal crime of terrorism” means an offense
that NEEE
(B) is a violation of—

(i) section 32 (relating to destruction of aircraft or
aircraft facilities), 37 (relating to violence at inter-
national airports), 81 (relating to arson within special
maritime and territorial jurisdiction), 175 or 175b (re-
lating to biological weapons), 175¢ (relating to variola
virus), 229 (relating to chemical weapons), subsection
(a), (b), (c), or (d) of section 351 (relating to congres-
sional, cabinet, and Supreme Court assassination and
kidnaping), 831 (relating to nuclear materials), 832
(relating to nuclear and weapons of mass destruction
threats), 832 (relating to participation in nuclear and
weapons of mass destruction threats to the United
States) 842(m) or (n) (relating to plastic explosives),
844(f)(2) or (3) (relating to arson and bombing of Gov-
ernment property risking or causing death), 844(i) (re-
lating to arson and bombing of property used in inter-
state commerce), 930(c) (relating to Kkilling or at-
tempted killing during an attack on a Federal facility
with a dangerous weapon), 956(a)(1) (relating to con-
spiracy to murder, kidnap, or maim persons abroad),
1030(a)(1) (relating to protection of computers),
1030(a)(5)(A)(i) resulting in damage as defined in
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1030(a)(5)(B)(i1) through (v) (relating to protection of
computers), 1114 (relating to killing or attempted kill-
ing of officers and employees of the United States),
1116 (relating to murder or manslaughter of foreign
officials, official guests, or internationally protected
persons), 1203 (relating to hostage taking), 1361 (re-
lating to government property or contracts), 1362 (re-
lating to destruction of communication lines, stations,
or systems), 1363 (relating to injury to buildings or
property within special maritime and territorial juris-
diction of the United States), 1366(a) (relating to de-
struction of an energy facility), 1751(a), (b), (c), or (d)
(relating to Presidential and Presidential staff assas-
sination and kidnaping), 1992 (relating to wrecking
trains), 1993 (relating to terrorist attacks and other
acts of violence against mass transportation systems),
2155 (relating to destruction of national defense mate-
rials, premises, or utilities), 2156 (relating to national
defense material, premises, or utilities), 2280 (relating
to violence against maritime navigation), 2281 (relat-
ing to violence against maritime fixed platforms), 2332
(relating to certain homicides and other violence
against United States nationals occurring outside of
the United States), 2332a (relating to use of weapons
of mass destruction), 2332b (relating to acts of ter-
rorism transcending national boundaries), 2332f (relat-
ing to bombing of public places and facilities), 2332g
(relating to missile systems designed to destroy air-
craft), 2332h (relating to radiological dispersal de-
vices), 2339 (relating to harboring terrorists), 2339A
(relating to providing material support to terrorists),
2339B (relating to providing material support to ter-
rorist organizations), 2339C (relating to financing of
terrorism, 2339D (relating to military-type training
from a foreign terrorist organization), or 2340A (relat-
ing to torture) of this title;

* * k & * * *k

CHAPTER 119—WIRE AND ELECTRONIC COMMUNICA-
TIONS INTERCEPTION AND INTERCEPTION OF ORAL
COMMUNICATIONS

* * *k & * * *k

§2516. Authorization for interception of wire, oral, or elec-
tronic communications

(1) The Attorney General, Deputy Attorney General, Associate
Attorney General, or any Assistant Attorney General, any acting
Assistant Attorney General, or any Deputy Assistant Attorney
General or acting Deputy Assistant Attorney General in the Crimi-
nal Division specially designated by the Attorney General, may au-
thorize an application to a Federal judge of competent jurisdiction
for, and such judge may grant in conformity with section 2518 of
this chapter an order authorizing or approving the interception of
wire or oral communications by the Federal Bureau of Investiga-
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tion, or a Federal agency having responsibility for the investigation
of the offense as to which the application is made, when such inter-
ception may provide or has provided evidence of—
(a) k ok ok
% * * % % * *

(c) any offense which is punishable under the following sec-
tions of this title: section 37 (relating to violence at inter-
national airports), section 175b (relating to biological agents or
toxins) section 201 (bribery of public officials and witnesses),
section 215 (relating to bribery of bank officials), section 224
(bribery in sporting contests), subsection (d), (e), (f), (g), (h), or
(i) of section 844 (unlawful use of explosives), section 1032 (re-
lating to concealment of assets), section 1084 (transmission of
wagering information), section 751 (relating to escape), section
832 (relating to nuclear and weapons of mass destruction
threats), section 842 (relating to explosive materials), section
930 (relating to possession of weapons in Federal facilities), sec-
tion 1014 (relating to loans and credit applications generally;
renewals and discounts), section 1114 (relating to officers and
employees of the United States), section 1116 (relating to protec-
tion of foreign officials), sections 1361-1363 (relating to damage
to government buildings and commaunications), section 1366 (re-
lating to destruction of an energy facility), sections 1503, 1512,
and 1513 (influencing or injuring an officer, juror, or witness
generally), section 1510 (obstruction of criminal investigations),
section 1511 (obstruction of State or local law enforcement),
section 1591 (sex trafficking of children by force, fraud, or coer-
cion), section 1751 (Presidential and Presidential staff assas-
sination, kidnapping, and assault), section 1951 (interference
with commerce by threats or violence), section 1952 (interstate
and foreign travel or transportation in aid of racketeering en-
terprises), section 1958 (relating to use of interstate commerce
facilities in the commission of murder for hire), section 1959
(relating to violent crimes in aid of racketeering activity), sec-
tion 1954 (offer, acceptance, or solicitation to influence oper-
ations of employee benefit plan), section 1955 (prohibition of
business enterprises of gambling), section 1956 (laundering of
monetary instruments), section 1957 (relating to engaging in
monetary transactions in property derived from specified un-
lawful activity), section 659 (theft from interstate shipment),
section 664 (embezzlement from pension and welfare funds),
section 1343 (fraud by wire, radio, or television), section 1344
(relating to bank fraud), section 1993 (relating to terrorist at-
tacks against mass transportation), sections 21565 and 2156 (re-
lating to national-defense utilities), sections 2280 and 2281 (re-
lating to violence against maritime navigation), sections 2251
and 2252 (sexual exploitation of children), section 2251A (sell-
ing or buying of children), section 2252A (relating to material
constituting or containing child pornography), section 1466A
(relating to child obscenity), section 2260 (production of sexu-
ally explicit depictions of a minor for importation into the
United States), sections 2421, 2422, 2423, and 2425 (relating
to transportation for illegal sexual activity and related
crimes),sections 2312, 2313, 2314, and 2315 (interstate trans-
portation of stolen property), section 2321 (relating to traf-
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ficking in certain motor vehicles or motor vehicle parts), section
2340A (relating to torture), section 1203 (relating to hostage
taking), section 1029 (relating to fraud and related activity in
connection with access devices), section 3146 (relating to pen-
alty for failure to appear), section 3521(b)(3) (relating to wit-
ness relocation and assistance), section 32 (relating to destruc-
tion of aircraft or aircraft facilities), section 38 (relating to air-
craft parts fraud), section 1963 (violations with respect to rack-
eteer influenced and corrupt organizations), section 115 (relat-
ing to threatening or retaliating against a Federal official), sec-
tion 1341 (relating to mail fraud), a felony violation of section
1030 (relating to computer fraud and abuse), section 351 (viola-
tions with respect to congressional, Cabinet, or Supreme Court
assassinations, kidnapping, and assault), section 831 (relating
to prohibited transactions involving nuclear materials), section
33 (relating to destruction of motor vehicles or motor vehicle
facilities), section 175 (relating to biological weapons), section
175¢ (relating to variola virus), section 1992 (relating to wreck-
ing trains), a felony violation of section 1028 (relating to pro-
duction of false identification documentation), section 1425 (re-
lating to the procurement of citizenship or nationalization un-
lawfully), section 1426 (relating to the reproduction of natu-
ralization or citizenship papers), section 1427 (relating to the
sale of naturalization or citizenship papers), section 1541 (re-
lating to passport issuance without authority), section 1542 (re-
lating to false statements in passport applications), section
1543 (relating to forgery or false use of passports), section 1544
(relating to misuse of passports), or section 1546 (relating to
fraud and misuse of visas, permits, and other documents);

* * & * * * &

(p) a felony violation of section 1028 (relating to production
of false identification documents), section 1542 (relating to
false statements in passport applications), section 1546 (relat-
ing to fraud and misuse of visas, permits, and other docu-
ments, section 1028A (relating to aggravated identity theft)) of
this title or a violation of section 274, 277, or 278 of the Immi-
gration and Nationality Act (relating to the smuggling of
aliens); or

(q) any criminal violation of section 229 (relating to chemical
weapons); or sections 2332, 2332a, 2332b, 2332d, 2332f, 2332g,
2332h 2339, 2339A, 2339B, or 2339C 2339D of this title (relat-
ing to terrorism); or

* * *k & * * *k

§2517. Authorization for disclosure and use of intercepted
wire, oral, or electronic communications

% * * * % * *
(6) Any investigative or law enforcement officer, or attorney for
the Government, who by any means authorized by this chapter,
has obtained knowledge of the contents of any wire, oral, or elec-

tronic communication, or evidence derived therefrom, may disclose
such contents to any other Federal law enforcement, intelligence,
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protective, immigration, national defense, or national security offi-
cial to the extent that such contents include foreign intelligence or
counterintelligence (as defined in section 3 of the National Security
Act of 1947 (50 U.S.C. 401a)), or foreign intelligence information
(as defined in subsection (19) of section 2510 of this title), to assist
the official who is to receive that information in the performance
of his official duties. Any Federal official who receives information
pursuant to this provision may use that information only as nec-
essary in the conduct of that person’s official duties subject to any
limitations on the unauthorized disclosure of such information.
Within a reasonable time after a disclosure of the contents of a com-
munication under this subsection, an attorney for the Government
shall file, under seal, a notice with a judge whose order authorized
or approved the interception of that communication, stating the fact
that such contents were disclosed and the departments, agencies, or
entities to which the disclosure was made.

% * * * % * *

CHAPTER 121—STORED WIRE AND ELECTRONIC COM-
MUNICATIONS AND TRANSACTIONAL RECORDS AC-
CESS

* * & * * * &

§2702. Voluntary disclosure of customer communications or
records

(a)***

* * * * * * *

(d) REPORT.—On an annual basis, the Attorney General shall
submit to the Committees on the Judiciary of the House and the
Senate a report containing—

(1) the number of accounts from which the Department of
Justice has received voluntary disclosures under subsection
(b)(8); and

}52) a summary of the basis for disclosure in those instances
where—

(A) voluntary disclosure under subsection (b)(8) was
made to the Department of Justice; and

(B) the investigation pertaining to those disclosures was
closed without the filing of criminal charges.

* * *k & * * *k

PART II—CRIMINAL PROCEDURE

* * *k & * * *k

CHAPTER 205—SEARCHES AND SEIZURES

* * *k & * * *k

§3103a. Additional grounds for issuing warrant

(a) kock sk

(b) DELAY.—With respect to the issuance of any warrant or court
order under this section, or any other rule of law, to search for and
seize any property or material that constitutes evidence of a crimi-
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nal offense in violation of the laws of the United States, any notice
required, or that may be required, to be given may be delayed if—

* * *k & * * *

(3) the warrant provides for the giving of such notice within
a reasonable period Lof its]1, which shall not be more than 180
days, after its execution, which period may thereafter be ex-
tended for additional periods of not more than 90 days each by
the court for good cause shown.

* * * * * * *

MARKUP TRANSCRIPT

BUSINESS MEETING
JULY 13, 2005

HOUSE OF REPRESENTATIVES,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to notice, at 10:05 a.m., in Room
2141, Rayburn House Office Building, Hon. F. James Sensen-
brenner, Jr. [Chairman of the Committee] presiding.

Chairman SENSENBRENNER. The Committee will be in order. A
working quorum is present, and without objection, the Chair is au-
thorized to declare recesses of the Committee during consideration
of noticed bills. Hearing none, so ordered.

Pursuant to notice, I now call

Mr. WATT. Mr. Chairman, we are having trouble hearing you.

Chairman SENSENBRENNER. Excuse me. Pursuant to notice, I
now call up the bill H.R. 3199, the “USA PATRIOT and Terrorism
Prevention Reauthorization Act of 2005,” for purposes of markup
and move its favorable recommendation to the House. Without ob-
jection, the bill will be considered as read and open for amendment
at any point. Hearing no objection, so ordered.

[The bill, H.R. 3199, follows:]
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S99 HLR. 3199
[ J [ J

To extend and modify authorities needed to combat terrorism, and for other

Mr.

© 00 N o 0o b~ W N PP

purposes.

IN THE HOUSE OF REPRESENTATIVES

Juny 11, 2005
SENSENBRENNER introduced the following bill; which was referred to the
Committee on the Judiciary, and in addition to the Select Committee on
Intelligence (Permanent Select), for a period to be subsequently deter-
mined by the Speaker, in each case for consideration of such provisions
as fall within the jurisdiction of the committee concerned

A BILL

To extend and modify authorities needed to combat
terrorism, and for other purposes.

Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “USA PATRIOT and
Terrorism Prevention Reauthorization Act of 2005”.

SEC. 2. REFERENCES TO USA PATRIOT ACT.

A reference in this Act to the USA PATRIOT ACT

shall be deemed a reference to the Uniting and Strength-

ening America by Providing Appropriate Tools Required
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2
to Intercept and Obstruct Terrorism (USA PATRIOT

ACT) Act of 2001.

SEC. 3. REPEAL OF USA PATRIOT ACT SUNSET PROVISION.
Section 224 of the USA PATRIOT ACT is repealed.
SEC. 4. REPEAL OF SUNSET PROVISION RELATING TO INDI-
VIDUAL TERRORISTS AS AGENTS OF FOR-

EIGN POWERS.
Section 6001 of the Intelligence Reform and Ter-

rorism Prevention Act of 2004 (Public Law 108—-458; 118

Stat. 3742) is amended by
(1) striking subsection (b); and
(2) striking “(a)” and all that follows through

“Section” and inserting ‘‘Section”.

SEC. 5. REPEAL OF SUNSET PROVISION RELATING TO SEC-
TION 2332B AND THE MATERIAL SUPPORT
SECTIONS OF TITLE 18, UNITED STATES
CODE.

Section 6603 of the Intelligence Reform and Ter-
rorism Prevention Act of 2004 (Public Law 108-458; 118
Stat. 3762) is amended by striking subsection (g).

SEC. 6. SHARING OF ELECTRONIC, WIRE, AND ORAL INTER-
CEPTION INFORMATION UNDER SECTION

203(B) OF THE USA PATRIOT ACT.
Section 2517(6) of title 18, United States Code, is

amended by adding at the end the following: “Within a

*HR 3199 IH
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reasonable time after a disclosure of the contents of a
communication under this subsection, an attorney for the
fovernment shall file, under seal, a notice with a judge
whose order authorized or approved the interception of
that communication, stating the fact that such contents
were disclosed and the departments, agencies, or entities
to which the disclosure was made.”.
SEC. 7. DURATION OF FISA SURVEILLANCE OF NON-UNITED
STATES PERSONS UNDER SECTION 207 OF
THE USA PATRIOT ACT.
(a) ELECTRONIC SURVEILLANCE.—Section 105(e) of
the Foreign Intelligence Surveillance Act (50 U.S.C.
1805(e)), is amended—

(1) in paragraph (1)(B), by striking “, as de-
fined in section 101(b)(1)(A)” and inserting ‘“who is
not a United States person”; and

(2) in subsection (2)(B), by striking “as defined
in section 101(b)(1)(A)” and inserting ‘“who is not
a United States person’.

(b) PHYSICAL SEARCH.—Section 304(d) of such Act

(50 U.S.C. 1824(d)) is amended
(1) in paragraph (1)(B), by striking “as defined
in section 101(b)(1)(A)” and inserting “who is not

a United States person’; and

*HR 3199 IH
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(2) in paragraph (2), by striking “as defined in
section 101(b)(1)(A)” and inserting “who is not a
United States person’.

(¢) PEN REGISTERS, TRAP AND TRACE DEVICES.

Section 402(e) of such Act (50 U.S.C. 1842(e)) is
amended—
(1) by striking “(e) An” and inserting “(e)(1)

xeept as provided in paragraph an’’; anc
Except as | led in y ph (2), an”’; and

© 00 N o 0o b~ W N PP

(2) by adding at the end the following new

=
o

paragraph:

[EEN
[

“(2) In the case of an application under subsection
1yt

=
N

(e) where the applicant has certified that the information
13 likely to be obtained is foreign intelligence information not
14 concerning a United States person, an order, or an exten-
15 sion of an order, under this section may be for a period
16 not to exceed one year.”.

17 SEC. 8. ACCESS TO CERTAIN BUSINESS RECORDS UNDER

18 SECTION 501 OF FISA UNDER SECTION 215 OF
19 THE USA PATRIOT ACT.
20 (a) ESTABLISHMENT OF RELEVANCE STANDARD.—

21 Subsection (b)(2) of section 501 of the Foreign Intel-
22 ligence Surveillance Act of 1978 (50 U.S.C. 1861), is
23 amended by striking “to obtain’ and all that follows and
24 inserting ‘“‘and that the information likely to be obtained

25 from the tangible things is reasonably expected to be (A)

*HR 3199 IH



© 00 N o o b~ W N PP

N DN N N NDNDN P P P PP PP PP PR
ag A W N P O ©W 0 N O 00 B W N —» O

100

-

5
foreign intelligence information not concerning a United
States person, or (B) relevant to an ongoing investigation
to protect against international terrorism or clandestine
intelligence activities.”.

(b) CLARIFICATION OF JUDICIAL DISCRETION.—
Subsection (¢)(1) of such section is amended to read as
follows:

“(e¢)(1) Upon an application made pursuant to this
section, if the judge finds that the application meets the
requirements of subsections (a) and (b), the judge shall
enter an ex parte order as requested, or as modified, ap-
proving the release of records.”.

(¢) AUTHORITY TO DISCLOSE TO ATTORNEY.—Sub-
section (d) of such section is amended to read as follows:

“(d)(1) No person shall disclose to any person (other
than a qualified person) that the United States has sought
or obtained tangible things under this section.

“(2) An order under this section shall notify the per-
son to whom the order is directed of the nondisclosure re-
quirement under paragraph (1).

“(3) Any person to whom an order is directed under
this section who discloses that the United States has
sought to obtain tangible things under this section to a
qualified person in response to the order shall inform such

qualified person of the nondisclosure requirement under

*HR 3199 IH
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paragraph (1) and that such qualified person is also sub-
jeet to such nondisclosure requirement.

“(4) A qualified person shall be subject to any non-
disclosure requirement applicable to a person to whom an
order is directed under this section in the same manner
as such person.

“(5) In this subsection, the term ‘qualified person’
means—

“(A) any person necessary to produce the tan-
eible things pursuant to an order under this section;
or

“(B) an attorney to obtain legal advice in re-
sponse to an order under this section.”.

(d) JUDICIAL REVIEW.—

(1) PETITION REVIEW PANEL.—Section 103 of
the Foreign Intelligence Surveillance Act of 1978
(50 U.S.C. 1803) is amended by adding at the end
the following new subsection:

“(e)(1) Three judges designated under subsection (a)
who reside within 20 miles of the District of Columbia,
or if all of such judges are unavailable, other judges of
the court established under subsection (a) as may be des-
ignated by the Presiding Judge of such court (who is des-
ignated by the Chief Justice of the United States from

among the judges of the court), shall comprise a petition

*HR 3199 IH
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review panel which shall have jurisdiction to review peti-
tions filed pursuant to section 501(f)(1).

“(2) Not later than 60 days after the date of the en-
actment of the USA PATRIOT and Terrorism Prevention
Reauthorization Act of 2005, the court established under
subsection (a) shall develop and issue procedures for the
review of petitions filed pursuant to section 501(f)(1) by
the panel established under paragraph (1). Such proce-
dures shall provide that review of a petition shall be con-
ducted ex parte and in camera and shall also provide for
the designation of an Acting Presiding Judge.”.

(2) PROCEEDINGS.

Section 501 of the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C.
1861) is further amended by adding at the end the
following new subsection:

“(f)(1) A person receiving an order to produce any
tangible thing under this section may challenge the legal-
ity of that order by filing a petition in the panel estab-
lished by section 103(e)(1). The Presiding Judge shall
conduct an initial review of the petition. If the Presiding
Judge determines that the petition is frivolous, the Pre-
siding Judge shall immediately deny the petition and
promptly provide a written statement of the reasons for
the determination for the record. If the Presiding Judge

determines that the petition is not frivolous, the Presiding

*HR 3199 IH
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Judge shall immediately assign the petition to one of the
judges serving on such panel. The assigned judge shall
promptly consider the petition in accordance with proce-
dures developed and issued pursuant to section 103(e)(2).
The judge considering the petition may modify or set aside
the order only if the judge finds that the order does not
meet the requirements of this section or is otherwise un-
lawful. If the judge does not modify or set aside the order,
the judge shall immediately affirm the order and order the
recipient to comply therewith. A petition for review of a
decision to affirm, modify, or set aside an order by the
United States or any person receiving such order shall be
to the court of review established under section 103(b),
which shall have jurisdiction to consider such petitions.
The court of review shall immediately provide for the
record a written statement of the reasons for its decision
and, on petition of the United States or any person receiv-
ing such order for writ of certiorari, the record shall be
transmitted under seal to the Supreme Court, which shall
have jurisdiction to review such decision.

“(2) Judicial proceedings under this subsection shall
be concluded as expeditiously as possible. The judge con-
sidering a petition filed under this subsection shall provide
for the record a written statement of the reasons for the

decision. The record of proceedings, including petitions

*HR 3199 IH
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filed, orders granted, and statements of reasons for deci-
sion, shall be maintained under security measures estab-
lished by the Chief Justice of the United States in con-
sultation with the Attorney General and the Director of
National Intelligence.

“(3) All petitions under this subsection shall be filed
under seal, and the court, upon the government’s request,
shall review any government submission, which may in-
clude classified information, as well as the government’s
application and related materials, ex parte and in cam-

era.”.

*HR 3199 IH
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Chairman SENSENBRENNER. The Chair now recognizes himself
for 5 minutes to explain the bill.

Today we are marking up H.R. 3199, the “USA PATRIOT and
Terrorism Prevention Reauthorization Act of 2005,” in the wake of
deadly and tragic terrorist attacks. Last week, innocent people in
London were murdered in a series of coordinated attacks executed
with ruthless precision. And last year, Spain was victimized by
similar acts of terrorism directed at mass transit. We pray for the
innocent victims and their families of these recent attacks and
stand firmly with them in their time of grief.

Though the terrorists’ goal is to shake the foundation of our de-
mocracies, these heinous acts have only strengthened our resolve
to defeat them. I believe that both Congress and the Bush adminis-
tration deserve credit for reacting quickly to take the terrorist
threat head on by providing the hard-working men and women of
law enforcement, the intelligence community, and our armed serv-
ices with the tool they need to prevent another attack here at
home. The PATRIOT Act was one important initiative.

While many, including myself, continue to be wary of the Gov-
ernment having any more authority than absolutely necessary, we
must view attacks as an important reminder that the specter of
terrorism remains a clear and present danger to free nations
around the world, and that we are still very much at war against
an enemy that will do anything in its power to kill innocent citi-
zens.

I strongly believe that we must not take any steps that might
compromise the ability of law enforcement to thwart future acts of
terrorism. Accordingly, the legislation that I have introduced and
we consider here today will permanently extend the important
antiterrorism tools contained in the PATRIOT Act.

This bill is based upon 4 years of extensive oversight consisting
of hearing testimony, Inspector General reports, briefings, and
oversight letter. The materials on the left side of the clerk’s table
over there show the Committee’s efforts to engage in aggressive
oversight. Since April of this year alone, the Committee has heard
testimony from 35 witnesses during 11 hearings on the PATRIOT
Act. That testimony and oversight has demonstrated that the PA-
TRIOT Act has been an effective tool against terrorists as well as
criminals intent on harming innocent people and, therefore, de-
serves to be extended permanently, subject to several modifications
contained in the bill.

While there should continue to be a healthy public debate on how
best to ensure the safety of our citizens, the security of the Amer-
ican people should not be subject to arbitrary expiration dates and
should not provide an excuse for divisive partisan debates or polit-
ical fundraising. To address concerns that judicial—judicial over-
sight is necessary when criminal wiretap information was shared
with the intelligence community, the bill would amend current law
to require that an officer or attorney who makes a disclosure under
this subsection within a reasonable time after that disclosure notify
t}ﬁe co(ilrt that issued the wiretap order that such information was
shared.

Based upon concerns expressed by the Commission on Weapons
of Mass Destruction, the bill extends the duration of the Foreign
Intelligence Surveillance Act order for non-United States persons.
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DOJ estimates that the enactment of Section 207 has saved nearly
60,000 attorney hours or 30 lawyers a year’s worth of work.

Finally, this bill addresses Section 215, which has been inac-
curately characterized by many and, as a result, has unnecessarily
caused much public consternation. While I recognize the good in-
tentions of those voting to limit the authority of Section 215, I am
concerned that limitations only make Americans more vulnerable
to terrorism.

This bill amends Section 215 of the PATRIOT Act to clarify that
the information likely to be obtained is reasonably expected to be
foreign intelligence information not concerning a U.S. person or in-
formation relevant to an ongoing investigation to protect against
international terrorism or clandestine intelligence activities.

The legislation would also clarify that a FISA 215 order may be
challenged and that a recipient of a 215 order may consult with the
lawyer and the appropriate people necessary to respond to the
order.

Finally, the bill expressly clarifies that an order will only be
issued if the judge finds that the requirements have been met and
sets up a judicial review process that authorizes the judge to set
aside or affirm a 215 order has been changed.

As Chairman of this Committee, I have made every effort to
strike an appropriate balance between liberty and security. This
bill reflects this balance and is the product of comprehensive and
bipartisan legislative consideration. I urge that the bill be ap-
proved, and I recognize the gentleman from Michigan, Mr. Conyers,
for an opening statement.

Mr. CoNYERS. Thank you, Mr. Chairman, and I'm happy to see
my colleagues back after the strenuous All Star Game in Detroit
yesterday evening, which required me to get up a 4 o’clock. But
might I ask unanimous consent for the gentlelady from Texas, Ms.
Jackson Lee, to speak for 1 minute out of order because she is
going to be leaving to return there for some very important activity
that’s going on.

Chairman SENSENBRENNER. Without objection.

Mr. CONYERS. I thank you.

Ms. JACKSON LEE. This is a very important day. I thank you very
much, Mr. Conyers and Mr. Chairman. Because of my 10-year
membership on the Space and Aeronautics Subcommittee of the
Science Committee, I will be attending the restoration of human
Space Shuttle flight in Florida today and will be in and out and
not at my desk. I recognize that our Nation is looking at a very im-
portant step, and today, of course, that step is looking at the reau-
thorization of the PATRIOT Act.

I look forward to the debate in the days to come, and I remind
my colleagues that I know that this is a Nation of laws, but it is
also a Nation of liberty, and the PATRIOT Act must reflect that
liberty.

I thank my colleagues, and I ask unanimous consent that any ad-
ditional statement may be put into the record for this Committee.

I yield back.

[The prepared statement of Ms. Jackson Lee follows:]
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CONGRESSWOMAN SHEILA JACKSON LEE
COMMITTEE ON THE JUDICIARY
H.R. 3199, THE USA PATRIOT AND TERRORISM PREVENTION
REAUTHORIZATION ACT OF 2005
2005 CONVENTION
“CONSCIENCE OF A NATION”

JuLy 13 2005

Mr. Chairman and Mr. Ranking Member, as a general matter, I oppose this
legislation because the sunsetting provisions remain highly contentious. Without
fixes for these provisions, we stand the chance of repeating the same unyielding
and unruly process that occurred with the passage of the underlying law, Public

Law 107-56.

Justice Sandra Day O’Connor, in her already-celebrated dissent in the recent
Supreme Court decision of Kelo v. City of New London et. al (No. 04-108.Argued
February 22, 2005--Decided June 23, 2005), stated that

Any property may now be taken for the benefit of another private party,
but the fallout from this decision will not be random. The beneficiaries
are likely to be those citizens with disproportionate influence and
power in the political process, including large corporations and
development firms ... [tlhe Founders cannot have intended this
perverse result. ‘[Tlhat alone is a just government,” wrote James
Madison, ‘which impartially secures to every man, whatever is his

21

OWH.

"'$.Ct. No. 04-108. Argued February 22, 2005, decided June 23, 2005, dissent by ’Connor, J., citing 14 Papers of James
Madison 266 (R. Rutland et al, eds. 1983).
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Justice O’Connor’s words reference the Fifth Amendment to the U.S. Constitution;
however, I cite them because the due process element contained within that section

applies to “any person.”

The underlying statute was passed by Congress with insufficient analysis,
revision, and amendment; therefore, it 1s critical that we receive support in our

effort to apply scrutiny to this proposed measure before passage.

[ sit as Ranking Democrat on the Subcommittee on Immigration, Border
Security, and Claims. Of particular concern to me are a number of immigration-
related provisions that cast such a broad net to allow for the detention and
deportation of people engaging in innocent associational activity and
constitutionally protected speech and that permit the indefinite detention of

immigrants and non-citizens who are not terrorists.”

Among these troubling provisions are those that:

o Authorize the Attorney General (AG) to arrest and detain non-citizens based
on mere suspicion, and require that they remain in detention “irrespective of
any relief they may be eligible for or granted.” (In order to grant someone
relief from deportation, an immigration judge must find that the person is not
a terrorist, a criminal, or someone who has engaged in fraud or
misrepresentation.) When relief from deportation is granted, no person

? Carlina Tapia Ruano, Statement for Oversight Hearing on the Reauthorization of the USA PATRIOT Act before the House
Committee on the Judiciary, June 10, 2005.
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should be subject to continued detention based merely on the Attorney
General’s unproven suspicions.

e Require the AG to bring charges against a person who has been arrested and
detained as a “certified” terrorist suspect within seven days, but the law does
not require that those charges be based on terrorism-related offenses. As a
result, an alien can be treated as a terrorist suspect despite being charged with
only a minor immigration violation, and may never have his or her day in
court to prove otherwise.

¢ Make material support for groups that have not been officially designated as
“terrorist organizations” a deportable offense. Under this law, people who
make innocent donations to charitable organizations that are secretly tied to
terrorist activities would be presumed guilty unless they can prove they are
innocent.  Restrictions on material support should be limited to those
organizations that have officially been designated terrorist organizations.

e Deny legal permanent residents readmission to the U.S. based solely on
speech protected by the First Amendment. The laws punish those who
“endorse,” “espouse,” or “persuade others to support terrorist activity or
terrorist organizations.” Rather than prohibiting speech that incites violence
or criminal activity, these new grounds of inadmissibility punish speech that
“undermines the United States’ efforts to reduce or eliminate terrorist
activity.” This language is unconstitutionally vague and overbroad, and will
undeniably have a chilling effect on constitutionally protected speech.

¢ Authorize the AG and the Secretary of State to designate domesti¢c groups as
terrorist organizations and block any noncitizen who belongs to them from
entering the country. Under this provision, the mere payment of membership
dues is a deportable offense. This vague and overly broad language
constitutes guilt by association. Our laws should punish people who commit
crimes, not punish people based on their beliefs or associations.

In addition, the current Administration has taken some deeply troubling steps
since September 11. Along with supporting the USA PATRIOT ACT, it has

initiated new policies and practices that negate fundamental due process protections
3
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and jeopardize basic civil liberties for non-citizens in the United States. These
constitutionally dubious mitiatives undermine our historical commitment to the fair
treatment of every individual before the law and do not enhance our security.
Issued without Congressional consultation or approval, these new measures include
regulations that increase secrecy, limit accountability, and erode important due

process principles that set our nation apart from other countries.

T co-sponsored the Civil Liberties Restoration Act (CLRA), reintroduced
from the 108" Congress by Representatives Howard Berman (D-CA) and William
Delahunt (D-MA), that seeks to roll back some of these egregious post-9/11
policies and to strike an appropriate balance between security needs and liberty
interests. The CLRA would secure due process protections and civil liberties for
non-citizens in the U.S., enhance the effectiveness of our nation’s enforcement
activities, restore the confidence of immigrant communities in the fairness of our
government, and facilitate our efforts at promoting human rights and democracy

around the world.

While every step must be taken to protect the American public from further
terrorist acts, our government must not trample on the Constitution in the process
and on those basic rights and protections that make American democracy so

unique.
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Responding to the Deficiencies of our Immigration Policy

It has been estimated that we have between 8 and 14 million undocumented
immigrants in the United States. Most of them are hard working individuals who
have become productive members of our society. It serves no purpose to keep
them in the shadows of our society without lawful status. It is not good for them,

and it is not in the best interest of the United States.

[ offer legalization to the undocumented immigrants who have earned the
chance to become lawful members of our society with my Save America
Comprehensive Immigration Act of 2005, H.R. 2092. This proposal is a “fix-it”
bill to solve the deficiencies in the current U.S. immigration system. Legalization
1s in the best interests of the United States, not just a benefit to the hard working
immigrants who have made this country their home. For instance, American
workers are being replaced by undocumented workers who must work for lower
wages. The presence of such a large, underground population of unknown
immigrants also poses security problems. It is easy for terrorists and other
dangerous criminals to hide in our country as part of such a large underground

population.

T agree though that we need to prevent this situation from recurring. T do not

want to replace one underground population with another. 1 also believe very

5
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strongly in the need for better security at our border and in the need to be able to
rely on identity documents. Consequently, I have addressed both of these needs in
the Save America Comprehensive Immigration Act. The Act would establish
informant visas and cash rewards for aliens who are willing to assist in the
investigation or prosecution of commercial alien smuggling operations or
commercial fraudulent document operations. These methods have proven their
value in the war against terrorism. [ am confident that they would work in this
context too. The Act also would establish a task force to collect and distribute
information about fraudulent documents that are used to enter the United States
unlawfully, and it would increase the number of immigration inspectors at our ports

of entry.

Enforcement is not the entire answer. We also need to make it possible for
more people to immigrate to the United States lawfully. This would greatly reduce
the need for people to come here illegally. My bill would double the number of
visas available for family-based immigration, raising the annual limit from 480,000
to 960,000. This would be a great benefit to many thousands of American citizens
and lawful permanent residents who have to wait for years to bring their families to

the United States.

No immigration bill should be considered “comprehensive” unless it does

something about the harsh changes that were made in our immigration laws by the
6
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llegal Immigration Reform and Immigrant Responsibility Act of 1996 (LIRIRA).
My Save America Comprehensive Immigration Act has so many IIRIRA fixes in it

that it could have been called a “Fix ‘96" bill.

The Save America Comprehensive Immigration Act would specify that an
offense must actually be a felony to be considered an “aggravated felony,” and it
would establish a waiver for aggravated felony convictions in cases where the
conviction did not result in incarceration for a year or more. With the availability of
such a waiver, the immigration judges could decide whether a criminal offense is
serious enough to warrant deportation.  Another example is a waiver of
excludability based on making a false ¢laim to United States citizenship. This is a
serious offense, but it should not permanently bar someone from entering the
United States. In other words, IIRIRA took away the discretion immigration
judges had to decide when offenses warrant exclusion or deportation. The Save

America Comprehensive Immigration Act would give it back to them.

The Employee Protections Section would encourage employers to hire
American workers first and would place emphasis on recruiting employees from
minority communities. Among other things, it would impose a 10% surcharge on
employment-based visa petitions. These funds would be used to establish an

employee training program for American workers. [t also would establish a Labor
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Department task force to study the exploitation of undocumented workers in the

United States.

The Save America Comprehensive Immigration Act addresses the need to
prevent the federal government from shifting civil immigration enforcement
responsibilities to state and local police forces. It would repeal the IRIRA
provision which allows the federal government to enter into agreements with State
and local governments to have civil immigration functions handled by State and

local police forces.

Some of the other topics that are addressed in the Save America
Comprehensive Immigration Act are: Protection against processing delays,
temporary status pending receipt of permanent residence status, elimination of the
affidavit of support requirement, a task force to study the extent to which alien
employees are being exploited in the United States, provisions on encouraging
employers to recruit American workers first, revisions to the Diversity Visa
Program, Haitian parity provisions, an adjustment provision for Liberians who have
been in the United States under Temporary Protected Status for more than a decade,
changes in refugee provisions, and numerous protections for immigrant victims of
violence.

Mr. Chairman and Mr. Ranking Member, I yield back.



115

Chairman SENSENBRENNER. Without objection, and the Chair
will reset the clock for the gentleman from Michigan, who is recog-
nized for 5 minutes.

Mr. CONYERS. Thank you, Mr. Chairman.

Members of the Committee, we begin the important reauthoriza-
tion of the PATRIOT Act, but I don’t think this discussion can pro-
ceed correctly unless we acknowledge that the PATRIOT Act that
the Committee passed 36-0 was suspended and pulled out of the
Rules Committee and replaced with a bill that no one on the Com-
mittee that I know of had seen before it came from the Rules Com-
mittee. So we're working under an extremely serious abuse of proc-
ess on a measure of this magnitude.

Nevertheless, my comments divide into three categories: first of
all, there’s the 16 sunset provisions which we are called to re-exam-
ine; the second are problems with the PATRIOT Act that were not
the object of sunset provisions, some of which we were afforded
hearings, at least one, maybe two, to deal with these problems with
the PATRIOT Act; and the third category that I would bring to
your attention, my colleagues, is the abuses of process that are not
within the PATRIOT Act but could easily be confused for being
part of the PATRIOT Act, some because of the secrecy of the way
some of these things are handled by the administration, the De-
partment of Justice, the FBI. Sometimes you can’t tell whether it’s
PATRIOT Act or not.

So let me just point out a couple of the problems in the
sunsetting provisions. Section 206 and 215 leap out at us as we re-
view this matter. The roving wiretaps, Section 206, which allows
surveillance orders which specify neither person nor place to be
surveilled. It’s a roving wiretap, a John Doe roving wiretap, and we
essentially do not address this measure to my satisfaction.

The second matter is the Section 215 that allows the FBI to get
an order, a secret order, for anything from anyone whenever they
ask a secret court. The bill has a convoluted proposal that falls far
short of satisfactory protecting the civil liberties of our citizenry.

Now, within the PATRIOT Act itself, I bring your attention to
the material support statute which makes criminals out of people
who give money to charities or volunteer their services with no in-
tention to ever help terrorists, and if it turns out that there is a
mistake made, this helps them get prosecuted. I object to this.

Section 213, the infamous sneak-and-peek provision, which gives
unprecedented authority to the Federal Bureau of Investigation to
go into a citizen’s home or business without telling him or her for
indefinite periods of time. The bill does not satisfactorily address
this matter.

And then there is the national security letters, which have no ju-
dicial review, compel people to turn over sensitive records, and
gags them from even discussing their situation with a lawyer.

We also have the problem of administrative subpoenas. Adminis-
trative subpoenas circuit—get around the regular process of sub-
poenas in which a court reviews them, and they’re issued by the
Department of Justice. And so I think this is a very big problem.

May I point out in closing that the

Chairman SENSENBRENNER. The gentleman’s time has expired
and without objection is recognized for an additional minute.

Mr. CONYERS. I thank the Chair.
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There are some non-PATRIOT Act abuses that are still—that
should be the subject of our concerns, and one is the abuse and tor-
ture of detainees at at least three places in the Western hemi-
sphere, and other places, actually, of violence, abuse, harassment,
which violates the Geneva Convention and the Convention Against
Torture.

Then we have the abuse of the immigration system to deny due
process rights and indefinitely detain people within the borders;
the use of racial profiling, which has rounded up thousands of Mid-
dle Eastern and Muslim men with no known effect of preventing
terrorism; weeks, months later, they are released. Theyre fre-
quently held incommunicado from their family or counsel. And, fi-
nally, the abuse of the material witness statute to detain those who
the Department may not having anything else to hold them on, and
so they hold them as a material witness.

All of these are issues I hope we will be able to consider in the
course of this markup, and I thank the Chair for the additional
time.

Chairman SENSENBRENNER. The time of the gentleman has once
again expired. Without objection, all members may insert opening
statements in the record at this point.

Are there amendments?

Mr. Scort. Mr. Chairman?

Chairman SENSENBRENNER. The gentleman from Virginia, for
what purpose do you seek recognition?

Mr. ScoTT. Mr. Chairman, I move to strike the last word.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. ScorT. Thank you, Mr. Chairman.

Mr. Chairman, recently I wrote a letter complaining about hav-
ing a full Committee markup without a hearing on the bill or a
Subcommittee mark. As the gentleman from Michigan has pointed
out, the last time we considered the PATRIOT Act, we considered
a bill, did hard work, but after all the hard work had been done,
they switched versions and we considered on the floor something
other than what we had considered.

Here we had extensive hearings in general, but none on the bill
itself. There’s been no opportunity for the public to have input on
the bill or to prepare amendments to the bill as introduced.

Now, it was my understanding from the Chairman of the Sub-
committee that we would have hearings on the bill, and we wrote
a letter—I haven’t received a response. Perhaps if I yield to the
gentleman from North Carolina, he could explain what his under-
standing was about a hearing on the bill after it had been intro-
duce{ici Wasn’t it our understanding that there would be a hearing?
I yield.

Mr. CoBLE. If the gentleman would yield, this is a case of first
impression because the distinguished gentleman from Virginia and
I have gotten along very harmoniously and will continue to do so.
But, Mr. Scott, I don’t recall that. I don’t recall that I indicated any
subsequent hearing on this bill.

You will recall, Mr. Scott and colleagues, that our Subcommittee
hosted nine hearings on this matter. The full Committee, as best
I recall, Mr. Chairman, hosted two or three, I think three, giving
a total of 12 hearings. And, Mr. Scott, if that was your impression,
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Ihthink you misunderstood me because I don’t recall having said
that.

Mr. ScorT. Well, apparently I did—reclaiming my time, appar-
ently I did misunderstand because it was my understanding that
we would, after all those hearings, have a hearing on the bill. Obvi-
ously that’s not the case, and, Mr. Chairman, I just want to reg-
ister my complaint that we are not having a hearing or a Sub-
committee mark on a bill that is extremely complex and I think
could benefit from a hearing on the bill so that the public could
have input and a Subcommittee mark so that many of the more
controversial areas could be identified. But obviously that’s not
going to be the case, and we’ll do the best we can under this proce-

ure.

Mr. NADLER. Mr. Chairman?

Mr. Scorr. I yield back.

Mr. NADLER. Mr. Chairman?

Chairman SENSENBRENNER. For what purpose does the gen-
tleman from New York seek recognition?

Mr. NADLER. Strike the last word.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. NADLER. Thank you.

Mr. Chairman, I would like to associate—begin by associating
myself with the remarks of the gentleman from Virginia, and I be-
lieve I joined in sending that letter. But I want to go a little further
or a little differently.

It’s not just that we haven’t had a hearing on the bill. We had
extensive hearings, and I want to commend the Chairman and the
Committee for holding extensive hearings on the general subject
matter. But the Chairman’s mark, that is to say, the bill that we
have before us that we’re going to be dealing with, was only made
available to anyone, I think, late Friday. And as I said 4 years
ago—and the Chairman and I engaged in a colloquy on the floor
4 years ago on this subject—this is the kind of bill of a complex
nature and a sensitive and delicate nature where we are balancing
a very, very legitimate and pressing and compelling need for pro-
moting the security of the people of this Nation with equally com-
pelling need for preserving the liberties of the people of this Na-
tion. And we have to do a bill that does both and balances it to the
best of our ability.

And when the bill came out 4 years ago, this bill was only in
print, as I recall, Wednesday at 10 o’clock, and we started debating
at 11 o’clock and voted at 1 o'clock. And I said at that time that
this is the kind of bill that, because of the sensitive balancing na-
ture, should be available to the public. We should send it out to the
law schools, to the Civil Liberties Union, to the American Conserv-
ative Union, to other people, get their comments on the text, get
their suggested amendments, not just those that our staff dreams
up in 2 days, but get—vet this in public, vet this through the var-
ious experts around the country, and then go into a markup.

We were told 4 years ago we didn’t have time, that if we waited
a week, there would be blood on our hands. The Chairman on the
floor said it was true that we were doing this in great haste, but
the ideas in this bill have been around a long time. I said on the
floor, yeah, the ideas have been around a long time, good ideas, bad
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ideas, mediocre ideas, and which ideas have gotten into the bill and
to what extent wasn’t clear since we haven’t had a chance to read
it.

Now, there is no commensurate rush. This bill is not expiring to-
morrow. Nothing expires until the end of the year. So I would—I
had suggested, and I still believe that since nobody saw this mark,
this bill until Friday night, we should take a week or two—a week
and mark up the bill a week later so that people in the country at
large—the Civil Liberties Union, the Conservative Union, the var-
ious libertarian groups, the law schools, everybody has a chance to
look at this text, look at proposed amendments. There’s no reason
why we shouldn’t make proposed amendments from both sides of
the aisle available, and get people’s comments. Why should we leg-
islate in a vacuum as if all wisdom resides in this room?

Now, I will concede a considerable amount of wisdom does reside
in this room on both sides of the aisle, but not always, though. So
I would—it may be a little late at this point, but I would hope that
we wouldn’t finish work on this this week. We really should put it
off for at least a week because we should give the country a chance
to express itself—not the entire country but interested parties, law
school professors, as I have said before, people, law enforcement
people, civil liberties people, an opportunity to look at this bill, not
just at the concept, not just at the existing law, but at the bill, and
at the suggested amendments and express themselves. We might
get some better ideas, and maybe that would reduce the number
of amendments that we feel compelled to offer. Maybe it would in-
crease it. Who knows? But we might legislate in a more informed
manner.

And since this bill does not expire until the end of the year,
there’s not a rush. There is plenty of business on the floor to keep
the floor busy. And, in fact, because of the—I will say, the efficient
manner in which the leadership of this House has conducted busi-
ness this year, we're way ahead of the Senate. We’re going to have
to wait for them anyway. We’ve done all the appropriations bills.
They’ve done one or two of them. So we’ve got plenty of time. I
don’t understand the nature of the rush here and why we can’t
simply consider this a week before we—before we’re asked to vote
on these amendments and give people outside this Committee room
the chance to comment and maybe to give us a little more wisdom.

I thank the Chairman and I yield back.

Chairman SENSENBRENNER. The time of the gentleman has ex-
pired.

Are there amendments? The gentleman from California, Mr.
Lungren.

Mr. LUNGREN. Mr. Chairman, I have an amendment at the desk.

Chairman SENSENBRENNER. The clerk will report the amend-
ment.

The CLERK. Mr. Chairman, I have two amendments.

Chairman SENSENBRENNER. Will the gentleman from California
please inform the clerk which amendment he wishes to offer?

Mr. LUNGREN. It’s the longer of the two.

Chairman SENSENBRENNER. The clerk will report.

The CLERK. Amendment to H.R. 3199, offered by Mr. Lungren of
California. At the appropriate place insert the following: SEC——
. Report. Section 2702 of title 18, United States Code, as amended
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by section 212 of the US PATRIOT Act, is amended by inserting
at the end of the following: (d) Report.—On an annual basis, the
Attorney General shall submit to the Committees on the Judiciary
of the House and the Senate a report containing—(1) the number
of accounts from which the Department of Justice has received vol-
untary disclosures under subsection (b)(8) of this section; and (2) a
summary of the basis for disclosure in those instances where—(A)
voluntary disclosure under subsection (b)(8) of this section were
made to the Department of Justice; and (B) the investigation per-
taining to those disclosures was closed without the following of
criminal charges.
[The amendment of Mr. Lungren follows:]
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AMENDMENT TO H.R. 3199
OFFERED BY MR. DANIEL E. LUNGREN OF

CALIFORNIA
At the appropriate place insert the following:

SEC.  .REPORT.

Section 2702 of title 18, United States Code, as
amended by section 212 of the USA PATRIOT Act, is
amended by inserting at the end the following:

“(d) REPORT.—On an annual basis, the Attorney
General shall submit to the Committees on the Judiciary
of the House and the Senate a report containing—

“(1) the number of accounts from which the
Department of Justice has received voluntary disclo-
sures under subsection (b)(8) of this section; and

“(2) a summary of the basis for disclosure in
those instances where—

“(A) voluntary disclosure under subsection

(b)(8) of this section were made to the Depart-

ment of Justice; and

“(B) the investigation pertaining to those
disclosures was closed without the filing of

criminal charges.”.
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Chairman SENSENBRENNER. The gentleman from California is
recognized for 5 minutes.

Mr. LUNGREN. Thank you very much, Mr. Chairman.

Mr. Chairman, this deals with Section 212 of the PATRIOT Act.
That is the section which permits the disclosure of the content of
a communication while in electronic storage to Government entities
by a service provider. Specifically, the provider is allowed to di-
vulge the contents of a communication where the provider reason-
ably believes that an emergency involving immediate danger of
death or serious physical injury to any person requires the disclo-
sure of the information without delay.

Under such exceptional life-threatening circumstances, permit-
ting the disclosure of such information to law enforcement is cer-
tainly understandable. I think our hearings showed that. However,
at the same time, since it also does involve the contents of a com-
munication by a third party, I felt that some accountability is nec-
essary to ensure that this authority is not being abused.

My amendment provides that the Attorney General shall on an
annual basis submit to this Committee and our counterpart in the
other body a report which must reveal the number of accounts from
which the Department receives disclosures of information under
Section 212. My amendment would also specifically require the De-
partment to provide a summary of the basis for disclosure in those
cases where the investigation was closed without the filing of crimi-
nal charges. This information I believe should be highly beneficial
to the Committee, fulfilling our oversight responsibility in the fu-
ture, and I ask for your support.

I believe, Mr. Chairman, this is the best way for us to have a
ready manner of looking at this particular section. In the hearings
that we had, I found no basis for claiming that there has been
abuse of this section. I don’t believe on its face it is an abusive sec-
tion. But I do believe that it could be subject to abuse in the future
and, therefore, this allows us as Members of Congress to have an
ability to track this on a regular basis.

Chairman SENSENBRENNER. Does the gentleman yield back?

Mr. LUNGREN. I yield back the balance of my time.

Chairman SENSENBRENNER. The question is on agreeing to the
amendment offered by the gentleman——

Mr. DELAHUNT. Mr. Chairman?

Chairman SENSENBRENNER. The gentleman from Massachusetts,
Mr. Delahunt.

Mr. DELAHUNT. I support the gentleman’s amendment, and I
would just ask some questions.

I did not hear the gentleman refer to any other language other
than just simply increased reporting to Congress. Is that accurate?

Mr. LUNGREN. Yes. It requires—it requires a report. No such re-
port is required at the present time for this specific section.

Mr. DELAHUNT. Can the gentleman inform me whether it pro-
vides notice to persons whose communications have been disclosed?

Mr. LUNGREN. It does not provide notice. I considered that. I con-
sidered going to a court. I also considered giving notice. But be-
cause of the possibility of a continuing ongoing investigation, I
thought this was the best way for us to enter into it. We're the
other party that looks at it that would hopefully have regular over-
sight of the Justice Department in this regard.



122

Mr. DELAHUNT. Does it provide in any way, shape, or form for
after-the-fact review by a court?

Mr. LUNGREN. No, it does not. I considered that. I thought upon
consideration this made more sense.

Mr. DELAHUNT. I would hope that the gentleman would consider
a conversation with myself and other members who support this
amendment but feel that there should be additional provisions
within this—within this particular amendment that would consider
those particular aspects.

Mr. LUNGREN. I will consider that, yes, sir.

Chairman SENSENBRENNER. Does the gentleman yield back?

The question is on agreeing to the amendment offered by the
gentleman from California, Mr. Lungren. Those in favor will say
aye? Opposed, no?

The ayes appear to have it. The ayes have it. The amendment
is agreed to.

Are there further amendments? The gentleman from New York,
Mr. Nadler.

Mr. NADLER. Thank you, Mr. Chairman. I call up amendment—
Nadler amendment 001.XML.

Chairman SENSENBRENNER. The clerk will report the amend-
ment.

The CLERK. Amendment to H.R. 3199, offered by Mr. Nadler.
Section A. Strike section (b) of section 8 and insert the fol-
lowing——

Mr. NADLER. I think you have the wrong amendment—oh, no,
I'm sorry. You're right.

Chairman SENSENBRENNER. The clerk will continue to report.

The CLERK. (b) Applications for orders. Subsection (b) of section
501 of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
1861) is amended—(1) in paragraph (1), by striking “and” at the
end; (2) in paragraph (2), by striking the period at the end and in-
serting “; and”; and (3) by adding at the end the following——

Mr. CHABOT. Mr. Chairman, I’d ask unanimous consent that the
amendment be considered as read.

Chairman SENSENBRENNER. Without objection. The gentleman—
without objection, so ordered.

[The amendment of Mr. Nadler follows:]



123

FAPEBAINTAJUD2005\AMD1_001.XML HLC

AMENDMENT TO HLR. _
OFFERED BY MM~ Nad led lea

’ . S&C_A . Strike subsection (b) of section 8 and insert the fol-

lowing:

1 (b) APPLICATIONS FOR ORDERS.—Subsection (b) of
section 501 of the Foreign Intelligence Surveillance Act
of 1978 (50 TU.8.C. 1861) is amended—

(1) in paragraph (1), by striking “and” at the

(2) in paragraph (2), by striking the period at
the end and inserting “; and”; and

2
3
4
5 end;
6
7
8 (3) by adding at the end the following new
9

paragraph:
10 “(3) shall specify that there are specific and
11 articulable facts giving rcason to believe that the
12 person to whom the records pertain is a foreign
13 power or an agent of a foreign power.”.
14 () ORDERS.—Subsection (c¢)(1) of that section is

15 amended by striking “finds” and all that follows and in-
16 serting
17 “finds that—

18 “(A) there are specific and articulable facts giv-
19 ing reason to believe that the person to whom the
FAV§071105\071105.164 {325918I1)

July 11, 2005 (3:3¢ PM)
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FAPKBAINT\JUD2005\AMD1_001.XML TLL.C.
2
1 records pertan is a foreign power or an agent of a
2 foreign power; and
3 “(B) the application meets the other require-
4

ments of this section.”.

2 . S&CO.;—. Strike subsection {d) of section 8 and nsert the fol-

lowing:

1

(d) JuDICIAL REVIEW.-—Section 501 of the Foreign

2 Intelligence Surveillance Act of 1978 (50 U.S.C. 1861) is

AR B S Y B

amended by adding at the end the following:

“(f) JUDICIAL REVIBW.—

“(1) ORDER FOR PRODUCTION.—Not later than
20 days after the service upon any person of an
order pursuant to subsection (e), or at any time be-
fore the return date specified in the order, whichever
period is shorter, such person may file, in the court
established under section 103(a) or in the distriet
court of the United States for the judicial district
within which such person resides, is found, or trans-
acts business, a petition for such court to modify or
set aside such order. The time allowed for compli-
ance with the order in whole or in part as deemed
proper and ordered by the court shall not run during
the pendeney of such petition in the court. Such pe-
tition shall specify each ground upon which the peti-

tioner relies in seeking relief, and may be based

(52592312)
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FAPKB\INT\JUD2005\AMD}_001.XML LG
2
1 upon any failure of such order to comply with the
2 provisions of this section or upon any constitutional
3 or other legal right or privilege of such person.
4 “(2) NONDISCLOSURE ORDER.—
5 “{A) IN GENERAL.—A person prohibited
6 from disclosing information under subsection
7 (d) may file, in the courts established by section
8 103(a) or in the district court of the United
9 States for the judicial district within which such
10 person resides, is found, or transacts husiness,
11 a petition for such court to set aside the non-
12 disclosure requirement. Such petition shall
13 specify each ground upon which the petitioner
14 relies in seeking relief, and may be based upon
15 any failure of the nondisclosure requirement to
16 comply with the provisions of this section or
17 upon any constitutional or other legal right or
18 privilege of such person.
19 “(B) STANDARD.—The court shall set
20 aside the nondisclosure requirement unless the
21 court determines that there is reason to believe
22 that disclosure of the order under subsection (¢)
23 will result in—
24 “(1) endangering the life or physical
25 safety of any persor;
FAVEGT711051071105.215 (326823i2)

July 11, 2005 (£:35 PM)



126

FAPKBAINTAJUD2005\AMDS_001.XML HL.C.
3

1 “(ii) flight from prosecution;
2 “(iii) destruction of or tampering with
3 evidence;
4 “(iv) intimidation of potential wit-
5 nesses; or
6 “(v) otherwise seriously endangering
7 the national security of the United States
8 by alerting a target, a target's associates,
9 or the foreign power of which the target is
10 an agent, of the Government’s interest in
11 the target.
12 “(3) RULEMAKING.—
13 “(A) IN GENERAL—Not later than 180
14 days after the date of enactment of the USA
15 PATRIOT and Intelligence Reform Reauthor-
16 ization Act of 2005, the courts established pur-
17 suant to section 103(a) shall establish snch
18 rules and proeedures and take such actions as
19 are reasonably necessary to administer their re-
20 sponsibilities under this subsection.
21 “(B) REPORTING.—Not later than 30 days
22 after promulgating rules and procedures under
23 subparagraph (A), the courts established pursu-
24 ant, to section 103(a) shall transmit a copy of
25 the rules and procedures, unclassified to the

FAVEW07110540711058.215 {32592312)

Juily 11, 2005 {4:35 PM)
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4
1 greatest extent possible (with a classified annex,
2 if necessary), to the Committee on the Judiei-
3 ary and the Select Committec on Intellizence of
4 the Senate and the Committes on the Judictary
5 and the Permanent Select Committee on Intel-
6 ligence of the House of Representatives.
7 “(4) DISCLOSURES TO PETITIONERS.—In mak-
8 ing determinations under this subsection, the court
9 shall disclose to the petitioner, the counsel of the pe-
10 titioner, or both, under the procedures and stand-
11 ards provided in the Classified Information Proce-
12 dures Act (18 U.S.C. App.), portions of the applica-
13 tion, order, or other related materials unless the
14 court finds that such disclosure would not assist in
15 determining any legal or factual issue pertinent to
16 the case.”.
FiVoW71105W071105.215 {32592312)

July 11, 2005 (4:25 PM)
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Chairman SENSENBRENNER. The gentleman from New York is
recognized for 5 minutes.

Mr. NADLER. Thank you. Mr. Chairman, this amendment amends
Section 215 in three ways: Section 215 authorizes the FBI to get
a secret order for any document or anything, as long as the FBI
says it is relevant to a terrorist investigation. The FBI would go
to a—would obtain an order from a secret FISA court to obtain a
broad array of highly personal records, such as those held by ho-
tels, libraries, doctors, and schools, or any other, quote, tangible
things. They can do this without probable cause in domestic intel-
ligence investigations to protect against terrorism or spying.

Under Section 215, this power can be used against literally any-
one, even if the person is not suspected of any wrongdoing and is
completely unconnected to terrorism, espionage, or other criminal
activity. Section 215 in effect allows the FBI to conduct fishing ex-
peditions against any American citizen innocent of anything.

This amendment would amend Section 215 in three ways: It
would restore a standard of individualized suspicion, saying that
you could get an order if you have—if you can show specific and
articulable facts leading you to believe that this person is an agent
of a foreign power or a terrorist.

Second, it allows the recipient of a Section 215 order to challenge
the order in court. This is a common-sense protection that is sorely
lacking in the current law.

Now, the recipient, not the target—this isn’t good enough, but we
can’t do the target. Remember, the recipient could be the Internet
service provider or the library. And the Internet service provider
may be perfectly happy to provide the records of some subscriber.
But at least this gives them the ability to go to court when they
get the order if they think it proper. It doesn’t give the target of
the order the ability to go to court. He doesn’t know about it. But
the recipient, if they wish, can challenge it in court.

And, thirdly, it gives the recipient the ability to petition the court
to set aside the non-disclosure requirement. Remember, you’re not
allowed to disclose that you got this order. And this would enable
the recipient not only to petition the court to oppose the order, but
to petition the court, if it granted the order, to set aside the non-
disclosure requirements if it is—unless it is shown that some ad-
verse result will come from disclosure. In other words, they could
go to court and say let us tell the target or the public that you gave
us this order and that we complied with it afterwards, unless some-
one can—unless the FBI can make a showing that disclosure of
this would have some adverse effect.

The Chairman’s bill does allow for a limited version of judicial
review of Section 215, but that review is very narrow. It would re-
quire the recipient to file the claim for review in a specialized court
which would only meet in Washington. If you were residing or your
place of business was anywhere in the country other than Wash-
ington, this would be highly disadvantageous and maybe impos-
sible, depending upon the expense. This amendment would say you
could go to court and petition the court in any Federal—not just
in Washington, D.C.

I think that allowing a standard of individualized suspicion that
you say you can only get this information if you say—if you can
show to the court specific and articulable facts why you believe
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that this fellow is a terrorist or an agent of a foreign power, allow-
ing the recipient to challenge the order in court and allowing the
recipient to ask the court in its discretion to waive the non-disclo-
sure requirement afterward are reasonable amendments which bal-
ance the liberty interests that we all have with the security inter-
ests that we all have, too.

I urge the adoption of the amendment and I yield back.

Chairman SENSENBRENNER. The gentleman from California, Mr.
Lungren.

Mr. LUNGREN. Mr. Chairman, I rise in opposition to the amend-
ment.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. LUNGREN. Mr. Chairman, when you look at this amendment,
it is obvious that the standard proposed here is much more rig-
orous than the relevance standard under which Federal grand ju-
ries and ordinary criminal investigations can subpoena the same
records. This particular amendment would prevent the FISA court
from issuing an order under Section 215 unless the Government
provides specific and articulable facts giving reasons to believe that
the person to whom the records pertain is a foreign power or an
agent of a foreign power.

As I say, this is a higher standard. The standard would, in my
judgment, hinder the Government from using a Section 215 order
to develop evidence at the early stages of an investigation when
such an order is most useful.

Consider an example where investigators are tracking down a
known al Qaeda operative who’s having dinner with three people
who split the check four ways and each uses a credit card. While
law enforcement could demonstrate that this information is rel-
evant to an ongoing investigation, they would not be able to dem-
onstrate sufficient and articulable facts that those individuals are
agents of a foreign power.

One of the things that we have tried to understand here is that
this is in the area of attempting to deal with activities before they
expand into what would be known as a criminal act. This is in the
nature of trying to stop terrorists before they act, not in the nature
of a regular criminal investigation which oftentimes is begun when
you start to examine the crime scene, develop the forensic evidence,
and then try and prove your case. This is a far different situation,
and it strikes, I believe, precisely at when a 215 order is most use-
ful. Raising this standard above relevance and requiring specific
and articulable facts giving reason to believe that the person to
whom the records pertain is a foreign power or an agent of a for-
eign power would significantly, therefore, reduce the utility of Sec-
tion 215.

Also, with the—I guess it’'s the—it’s either in the middle of the
gentleman’s amendment or towards the end, where he talks about
allowing this to be challenged in either a U.S. district court or in
the FISA court, Section 215 orders are issued by the FISA court,
and any motion to set aside or amend the order I would argue
should be directed to the issuing court. It is the FISA court that
is better equipped than district courts to handle sensitive classified
information at issue in terrorism cases.
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So let us remember why we have this section. This section is spe-
cifically to deal with the new reality that we have facing us, and
that is terrorism, with respect to transnational organizations as
well as a lone wolf, but primarily transnational organizations. And
that’s why we need the section as it is. I understand the gentle-
man’s desire to try and raise this standard to specific and
articulable facts, giving reason, as the words he has. But I believe
this much more rigorous standard beyond the relevance standard
would be destructive to the purposes of Section 215.

Mr. BERMAN. Would the gentleman yield?

Mr. LUNGREN. I’d be happy to yield.

Mr. BERMAN. I thank the gentleman for yielding. Is the gentle-
man’s objection to the first part of the amendment an objection to
the requirement of specific and articulable facts or that it is limited
to a suspect—a suspected agent of a foreign power, a suspected ter-
rorist?

Mr. LUNGREN. I would suggest that it’s in both—both sections.
You know, I think you need the relevance standard. There was an
argument about whether or not there should be a relevance stand-
ard. I don’t think there’s any doubt there ought to be a relevance
standard. It is in this bill as an articulated standard. One of the
questions we had at the hearings at the very beginning was
shouldn’t there be some relevance requirement. The response we
heard from the Justice Department was that’s the practice, that’s
what we require, that’s what the courts require.

So what the Chairman of the Committee has done is put that rel-
evance standard in here.

Mr. BERMAN. I appreciate

Mr. LUNGREN. I believe that’s sufficient.

Mr. BERMAN. I appreciate that, but let me just—I mean, the gen-
tleman cited a hypothetical, which I have some sympathy for. I
mean, you do want—to the extent you're using these, theyre to go
early and gather information.

Mr. LUNGREN. Yes.

Mr. BERMAN. But you talked about people who had associ-
ated——

Mr. LUNGREN. Right.

Mr. BERMAN.—with someone who was suspected of being an
agent of a foreign power.

Mr. LUNGREN. Right.

Mr. BERMAN. I'm just wondering if—is there something a little—
something that is more—more specific than just a simple relevance
standard but is not so inflexible to keep you from, for instance, sub-
poenaing—getting—searching and getting a hold of the records,
whatever they are, of Mohammed Atta’s roommate——

Chairman SENSENBRENNER. The gentleman’s time has expired.

Mr. BERMAN. I'd ask unanimous consent for one additional
minute.

Chairman SENSENBRENNER. Without objection.

Mr. BERMAN. I just throw out the possibility that there’s some-
thing between what you think is appropriate, the relevance stand-
ard, based on the hypothetical you cited, and a number of other
hypotheticals which could allow this FISA warrant or subpoena to
be—to be utilized and not be limited simply to someone for which
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there are specific and articulable facts is an agent of a foreign
power.

Mr. LUNGREN. If the gentleman would allow me to respond to
that, the standard proposed here is really the relevance standard
under which Federal grand juries in normal circumstances operate.
What the gentleman’s amendment suggests is that we go above
that to specific and articulable facts. Between the two, it seemed
to me the standard that is well recognized has been utilized in the
grand jury circumstance would be the appropriate one, that the
system understands, that the prosecutors understand, that the
courts understand, and that, in fact, has been used. And I thought
that was the subject of the inquiry we had during the hearings,
which was the concern people had that we didn’t have any stand-
ard, we didn’t have a relevance standard.

And so in speaking with the gentlemen and women on the other
side and with the Chairman, it seemed to me, as I talked with the
Chairman and the staff, that a relevance standard articulated spe-
cifically was sufficient for what we needed.

Mr. BERMAN. Well, I will perhaps pursue this later on.

Chairman SENSENBRENNER. The gentleman’s time has expired.

Mr. CONYERS. Mr. Chairman?

Chairman SENSENBRENNER. The gentleman from Michigan, Mr.
Conyers.

Mr. CONYERS. Mr. Chairman, [——

Chairman SENSENBRENNER. Recognized for 5 minutes.

Mr. CONYERS. I want to find out if this is correct, and I'd like
to make sure that the gentleman from New York, Mr. Nadler, is
following this. Section 215 broadens significantly who such orders
can be used against, and herein lies the problem. Records prior to
the PATRIOT Act could only be sought if the Government showed
that the person whose records are sought is a foreign power or an
agent of a foreign power. Now the Government need only show that
the records are sought for a, quote, authorized investigation, un-
quote. And I ask the gentleman from New York: Is that a part of
the problem that we have with the 215 as it presently——

Mr. NADLER. Well, yet, the—yes, 215 has been expanded so that
not only are we relaxing the standard, but we’re relaxing the—
against whom it—against whom it can be issued and for what it
can be issued. So it becomes a roving fishing expedition generally,
which is why narrowing the standard to articulable facts, which
was the standard for all these other things before, is what we're
trying to do.

Mr. LUNGREN. Would the gentleman yield on that point, Mr.
Conyers?

Mr. CONYERS. I’'d be happy to yield.

Mr. LUNGREN. See, here’s the concern, and it goes to the—to the
scenario that the gentleman from California, Mr. Berman, had
brought up.

It’s my understanding that if investigators were to learn that
someone lived with Mohammed Atta prior to the September 11 at-
tacks but knew nothing else about the individual, investigators,
reasonable investigators I think would want to find out more about
the individual. They’d want to find out about his credit, his bank,
his travel, his phone records. And wunder the specific and
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articulable facts standard, the investigators would not be able to
request this information using Section 215.

Mr. NADLER. Would the gentleman yield?

Mr. LUNGREN. Yes.

Mr. NADLER. Would the gentleman yield?

Mr. LUNGREN. Well, it’s not my time.

Mr. CONYERS. I yield.

Chairman SENSENBRENNER. The time belongs to the gentleman
from Michigan.

Mr. CONYERS. I yield.

Mr. NADLER. Thank you. Well, Mr. Lungren, I think that if some-
one was a roommate of Mohammed Atta, that would be a specific
and articulable fact connecting him to an agent of a foreign power.

Why? Because Mohammed Atta——

Mr. LUNGREN. If the gentleman would yield, it’s my under-
standing, speaking with—speaking with representatives of the Jus-
tice Department, in fact, that would not——

Mr. NADLER. I'm sorry, say that——

Mr. LUNGREN. But they would have to show a relevance stand-
ard, but that falls short of specific and articulable facts. The spe-
cific and articulable facts standard is too high.

Now, I will have to tell you, I am relying on those who have pur-
sued cases such as this, and the information I have is that that is
too high a hurdle. And, again, I would just repeat, when we went
into this, the whole argument we had when we had the hearing—
I can recall it—was don’t you believe, Representative of the Justice
Department, we need to have a relevance standard? Would you ob-
ject to a relevance standard? And the response was, no, in fact,
that’s how we proceed. We——

Mr. CONYERS. All right. I'd like to yield to the gentleman from
California.

Mr. BERMAN. I think your point of limiting it to the agent of a
foreign power, that has meaning to me, and the problem—the prob-
lem with that. I still think there is—you keep citing hypotheticals
that involve an association with a suspected agent of a foreign
power, and then say in order to do that, let’s just have a relevance
standard.

This isn’t a typical search warrant. This is a FISA search war-
rant. And I still think—I guess I still think there is a middle
ground here that provides the Department with the flexibility to
use FISA in these cases, but that is a little tighter than just a sim-
ple relevance standard, but not as limiting as the person has to be
a suspected agent of a foreign power. And I just—I just want to
harp on that because I may want to come back to that.

I mean, I will vote for the gentleman’s amendment because I'm
unhappy simply with the relevance standard, but I think the right
place to land on this is somewhere between the two.

Mr. CONYERS. And so do I. I hope this discussion has supported
the Nadler amendment, and I return the time.

Chairman SENSENBRENNER. The time of the gentleman——

Mr. NADLER. Would the gentleman yield for a moment?

Chairman SENSENBRENNER. The time of the gentleman has ex-
pired.

Mr. DELAHUNT. Mr. Chairman?
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Chairman SENSENBRENNER. The gentleman from Massachusetts,
Mr. Delahunt.

Mr. DELAHUNT. Yeah, I think I'd like to pose a question to Mr.
Lungren in terms of the other two aspects of the Nadler amend-
ment relative to opportunity to challenge and disclosure—or elimi-
nation of the gag rule after a hearing, because I think what I find
particularly interesting is that Mr. Nadler reaches a conclusion
that being a roommate of Mohammed Atta is an articulable fact.
And your—and I have the same memory. The statement from the
representative of the Department of Justice that would not con-
stitute an articulable fact says to me that there is a role here, a
more—a significant role for judicial review than currently exists. If
either Mr. Nadler or Mr. Lungren would want to comment.

Mr. LUNGREN. I don’t—I mean, if the gentleman is talking about
going beyond the FISA court? Is that the suggestion of the gen-
tleman?

Mr. DELAHUNT. No.

Mr. LUNGREN. Because that’s the review that takes place now.

Mr. BERMAN. Would the gentleman yield?

Mr. DELAHUNT. I'll yield to the gentleman from California.

Mr. BERMAN. Here’s the problem. You equate this with a grand
jury investigation, but those are not secret warrants. Someone has
a right to challenge them. It is the combination of this secret war-
rant which the bill now will allow the person who is required to
deliver the records to learn about. I don’t understand exactly what
that means, the person who gets the warrant can’t disclose it. If
the person who gets the warrant isn’t the person who can produce
the records, somebody’s going to have to learn about it anyway.
It’s—but since the object of this warrant, the target of this warrant
is never going to know about it, the notion of requiring something
more than the standard you’d have for a grand jury is real.

At the same time, I think people who have—where you can pro-
vide specific and articulable facts that someone is the target who
was associated with the suspected agent of a foreign power, I think
the Justice Department should have FISA warrants available to
get those records in this fashion, and that’s—I think that’s the
whole point, is you can’t just simply put this off as, oh, this is like
a grand jury investigation, because a grand jury investigation,
those warrants aren’t secret and the target of it can challenge the
warrant, and there’s a very established procedure to raise with the
judiciary in a public way, the question of whether they’re—the war-
rant was overbroad.

Here we’re not going to have that for very understandable rea-
sons, so let’s give the FISA court some—a little bit more specificity
than simply a broad claim of relevance to make its judgment about
whether or not to issue the warrant.

Mr. DELAHUNT. Reclaiming my time, I think the point that Mr.
Berman is taking is the availability of a motion to quash exists in
terms of a criminal investigation, whereas it does not exist in this
particular case.

Mr. LUNGREN. Would the gentleman yield on that?

Mr. DELAHUNT. Il yield.

Mr. LUNGREN. I would cite page 7, starting at line 16 of the bill.

Mr. DELAHUNT. Okay.
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Mr. LUNGREN. Which says that a person receiving an order to
produce any tangible thing under this section may challenge the le-
gality of that order by filing a petition in the special panel estab-
lished by the bill. That’s a special panel under——

Mr. NADLER. Would the gentleman yield?

Mr. LUNGREN.—the FISA court, and then one would have, if I'm
not mistaken, the court of review shall immediately provide for the
record a written statement, and the petition of the individual in-
volved can go directly to the Supreme Court under seal. That’s a
new provision.

Mr. DELAHUNT. I understand that. Reclaiming my time, however,
what we’re talking about is the—it’s the ISP, not the target of the
investigation. With that, I yield to the gentleman from New York.

Mr. NADLER. Thank you.

Mr. Lungren, the fact is that as Mr. Berman said, here the target
of the investigation never hears about this. In a grand—you can’t
simply analogize it to a grand jury situation. In the grand jury sit-
uation, the target is served—knows about it. He can make the mo-
tion to quash. He can make the motion to limit the scope of the
production—of the order. In this situation, he doesn’t know about
it. The ISP, who is the—who has the records, or perhaps the li-
brary or whoever else, or the travel agency or the credit card com-
pany, they get the subpoena, the target doesn’t. The target never
gets the opportunity to quash, number one.

Chairman SENSENBRENNER. The gentleman’s time has expired.

Mr. NADLER. I ask unanimous consent for an additional 2 min-
utes on this.

Chairman SENSENBRENNER. Without objection, the gentleman
from Massachusetts will be given an additional 2 minutes.

Mr. DELAHUNT. I yield. I continue to yield to the gentleman from
New York.

Mr. NADLER. Thank you. So it is necessary to limit it somewhat.

Now, I believe that in the situation that you've stated before—
and maybe—that if you can—if a known terrorist, a known agent
of al Qaeda is having lunch and splitting the credit cards with two
other guys, that’s enough—that’s an articulable fact to connect
those two guys with him and, therefore, to justify under this stand-
ard. But—that’s an articulable fact connecting him to a foreign
power, because if a foreign power—al Qaeda is considered a foreign
power.

But going further than that—but, again, I would be open to—to
some intermediate standard in this, say a simple standard of rel-
evance, where you can—where you can get virtually anything and
the target knows nothing about it and can’t move to quash or to
limit is not sufficient. And I would also say in response to what Mr.
Lungren said before, the second part of the amendment, it simply
allows you to go in and allows the recipient of the order, the ISP
or the library or the credit card company, to oppose the order in
a Federal court, not just a FISA court. Yes, the FISA court is a
good court to do that, but the Federal court can also do things in
secret. And a Federal court is just as able as a FISA court to weigh
the interests here, but a Federal court has the advantage of not
being only in Washington, D.C. If you're a local library or a local
car rental company in California, it’s very difficult for you to go to
Washington to move in court to oppose the order.
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Mr. DELAHUNT. Reclaiming my time, I'd pose to Mr. Lungren the
question that was just—the observation and put it in the form of
a question made by the gentleman from New York, whether he
would have an objection to that aspect of this particular amend-
ment, the right to challenge in either the FISA or—obviously in an
in-camera proceeding in a Federal district court.

Mr. LUNGREN. Well, before I respond—or in trying to respond to
that, I would just say I'm confused by some of the comments that
were made——

Chairman SENSENBRENNER. Without objection, the gentleman
will be given an additional 2 minutes.

Mr. LUNGREN. Suggesting that a grand jury subpoena is in all or
most circumstances disclosed to an individual whose records may
be a subject of the subpoena. There are non-disclosure orders given
often with respect to those things, and people are not aware of
what goes on in the grand jury. So I'm trying to figure out——

Mr. DELAHUNT. Right, but my response, reclaiming my time,
would be that that—under those particular circumstances, there is
judicial intervention and a non-disclosure order is issued by a court
in a traditional Title III criminal investigation. That is not the case
here. What we have is this automatic gag order that is evoked in
the legislation.

With that, I continue to yield to the gentleman from New York.

Mr. NADLER. I think I've said what I wanted to say. This has
three sections. Again, if the specific and articulable facts—and,
again, this may show why we should have had a hearing specifi-
cally on the—on the draft. If that’s too high, maybe we should find
some other standard intermediate, because a simple standard of
relevance under these subject—under these circumstances is too
broad a fishing expedition. And, again, we should allow the recipi-
ent of the order to go into any Federal court in camera if the
court—well, it would have to be in camera. And don’t forget the
third part of the amendment, which says that you can challenge
the non-disclosure part of it, too.

In the interest of not having 50 amendments, I put all three of
them together. I would be willing to separate if someone

Chairman SENSENBRENNER. The time of the gentleman from
Massachusetts has once again expired. The question is on agreeing
to the amendment offered by the gentleman from New York, Mr.
Nadler. Those in favor will say aye. Opposed, no?

The noes appear to have it.

Mr. NADLER. Mr. Chairman, I ask for the ayes and nays.

Chairman SENSENBRENNER. A rollcall is requested and will be or-
dered. Those in favor of the Nadler amendment will as your names
arle1 called answer aye, those opposed, no, and the clerk will call the
roll.

The CLERK. Mr. Hyde?

Mr. HYDE. No.

The CLERK. Mr. Hyde, no. Mr. Coble?

Mr. COBLE. No.

The CLERK. Mr. Coble, no. Mr. Smith?

Mr. SMITH. No.

The CLERK. Mr. Smith, no. Mr. Gallegly?

Mr. GALLEGLY. No.

The CLERK. Mr. Gallegly, no. Mr. Goodlatte?
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Mr. GOODLATTE. No.

The CLERK. Mr. Goodlatte, no. Mr. Chabot?
Mr. CHABOT. No.

The CLERK. Mr. Chabot, no. Mr. Lungren?
Mr. LUNGREN. No.

The CLERK. Mr. Lungren, no. Mr. Jenkins?
[No response.]

The CLERK. Mr. Cannon?

Mr. CANNON. No.

The CLERK. Mr. Cannon, no. Mr. Bachus?
[No response.]

The CLERK. Mr. Inglis?

Mr. INGLIS. No.

The CLERK. Mr. Inglis, no. Mr. Hostettler?
Mr. HOSTETTLER. No.

The CLERK. Mr. Hostettler, no. Mr. Green?
Mr. GREEN. No.

The CLERK. Mr. Green, no. Mr. Keller?
Mr. KELLER. No.

The CLERK. Mr. Keller, no. Mr. Issa?

Mr. IssA. No.

The CLERK. Mr. Issa, no. Mr. Flake?

Mr. FLAKE. No.

The CLERK. Mr. Flake, no. Mr. Pence?

Mr. PENCE. No.

The CLERK. Mr. Pence, no. Mr. Forbes?
Mr. FORBES. No.

The CLERK. Mr. Forbes, no. Mr. King?

Mr. KING. No.

The CLERK. Mr. King, no. Mr. Feeney?

Mr. FEENEY. No.

The CLERK. Mr. Feeney, no. Mr. Franks?
Mr. FRANKS. No.

The CLERK. Mr. Franks, no. Mr. Gohmert?
Mr. GOHMERT. No.

The CLERK. Mr. Gohmert, no. Mr. Conyers?
Mr. CONYERS. I vote aye.

The CLERK. Mr. Conyers, aye. Mr. Berman?
Mr. BERMAN. Aye.

The CLERK. Mr. Berman, aye. Mr. Boucher?
[No response.]

The CLERK. Mr. Nadler?

Mr. NADLER. Aye.

The CLERK. Mr. Nadler, aye. Mr. Scott?
Mr. ScoTT. Aye.

The CLERK. Mr. Scott, aye. Mr. Watt?

Mr. WATT. Aye.

The CLERK. Mr. Watt, aye. Ms. Lofgren?
Ms. LOFGREN. No.

The CLERK. Ms. Lofgren, no. Ms. Jackson Lee?
[No response.]

The CLERK. Ms. Waters?

Ms. WATERS. Aye.

The CLERK. Ms. Waters, aye. Mr. Meehan?
[No response.]
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The CLERK. Mr. Delahunt?

Mr. DELAHUNT. Aye.

The CLERK. Mr. Delahunt, aye. Mr. Wexler?

[No response.]

The CLERK. Mr. Weiner?

Mr. WEINER. Aye.

The CLERK. Mr. Weiner, aye. Mr. Schiff?

Mr. ScHIFF. No.

The CLERK. Mr. Schiff, no. Ms. Sanchez?

Ms. SANCHEZ. Aye.

The CLERK. Ms. Sanchez, aye. Mr. Van Hollen?

Mr. VAN HOLLEN. Aye.

The CLERK. Mr. Van Hollen, aye. Ms. Wasserman Schultz?

Ms. WASSERMAN SCHULTZ. Aye.

The CLERK. Ms. Wasserman Schultz, aye. Mr. Chairman?

Chairman SENSENBRENNER. No.

The CLERK. Mr. Chairman, no.

Chairman SENSENBRENNER. Members in the chamber who wish
to cast or change their votes? The gentleman from Virginia, Mr.
Boucher.

Mr. BOUCHER. Aye.

The CLERK. Mr. Boucher, aye.

Chairman SENSENBRENNER. Further members in the chamber
who wish to cast or change their votes? If not, the clerk will report.

The CLERK. Mr. Chairman, there are 12 ayes and 23 noes.

Chairman SENSENBRENNER. And the amendment is not agreed
to.

Are there further amendments? For what purpose does the gen-
tleman from Arizona seek recognition?

Mr. FLAKE. I have an amendment at the desk.

Chairman SENSENBRENNER. The clerk will report the amend-
ment.

Mr. FLAKE. Thank you, Mr. Chairman.

Chairman SENSENBRENNER. The clerk will report the amend-
ment.

The CLERK. Amendment to H.R. 3199, offered by Mr. Flake. In
Section 501(d) of the Foreign Intelligence Surveillance Act of 1978,
as proposed to be amended by Section 8(c), strike “in response to”
each place it appears and insert “with respect to.”

[The amendment of Mr. Flake follows:]
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AMENDMENT TO H.R. 3199

OFFERED BY MR. FLAKE

In section 501(d) of the Foreign Intelligence Surveil-
lance Act of 1978, as proposed to be amended by section
8(e), strike “in response to” each place it appears and

insert ‘“‘with respect to”.
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Chairman SENSENBRENNER. The gentleman from Arizona is rec-
ognized for 5 minutes.

Mr. FLAKE. Thank you, Mr. Chairman. My amendment simply
strikes the words “in response to” under 215 in the bill and adds
the words “with respect to.” This amendment would further clarify
that a person can disclose to an attorney the receipt of a 215 order
to not only respond but to challenge the order. While I don’t believe
that it’s the purpose of this legislation to deny consultation to chal-
lenge, I believe that the concerns raised by Section 215 merit more
specificity in the bill. Thus, this amendment makes it clear that a
person who has received a 215 order may disclose that information
to an attorney not just to respond to the order but to challenge the
order.

This clarification provides additional protections for librarians,
bookstore and small business owners to be able to have a clear, via-
ble, legal recourse when faced with a 215 request. It seems clear
that when we’re talking about possibly allowing the Government to
access important and sensitive records, we need to make sure that
people’s rights are explicitly protected in the law. I urge my col-
leagues to accept the amendment.

Chairman SENSENBRENNER. Does the gentleman yield back?

Mr. FLAKE. I yield back.

Chairman SENSENBRENNER. The question is on agreeing to the
amendment offered by the gentleman from Arizona, Mr. Flake.
Those in favor will say aye. Opposed, no?

The ayes appear to have it. The ayes have it, and the amend-
ment is agreed to.

Are there further amendments? Are there further amendments?
The gentleman from Virginia, Mr. Scott.

Mr. ScoTT. I have an amendment at the desk, number 4.

Chairman SENSENBRENNER. The clerk will report Scott amend-
ment number 4.

The CLERK. Amendment to H.R. 3199, offered by Mr. Scott of
Virginia. Add at the end the following: Section. Limitation on au-
thority to delay notice of search warrants. Section 3103(a) of Title
18, United States Code, is amended (1) in subsection (b), (A), in
paragraph (1), by striking “may have an adverse result as defined
in Section 2705” and inserting “will endanger the life or physical
safety of an individual, result in flight from prosecution or the in-
timidation of a potential witness, result in the destruction or tam-
pering with the evidence sought under the warrant, or seriously
jeopardize or delay an investigation of international or domestic
terrorism,”; and (b)——

Mr. ScorT. Mr. Chairman, I ask unanimous consent that the
reading be waived.

Chairman SENSENBRENNER. Without objection, so ordered.

[The amendment of Mr. Scott follows:]
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AMENDMENT TO H.R. 3199
OFFERED BY MR. SCOTT OF VIRGINIA

(#4)

Add at the end the following:

Sec. . LIMITATION ON AUTHORITY TO DELAY NOTICE OF SEARCH

WARRANTS.

Section 3103a of Title 18, United States Code, is amended—

(1) in subsection (b}—

(A) in paragraph (1) , by striking “may have an adverse result (as
defined in section 2705)” and inserting “will endanger the life or physical
safety of an individual, result in flight from prosecution or the intimidation
of a potential witness, result in the destruction or tampering with the
evidence sought under the warrant, or seriously jeopardize or delay an

investigation of international or domestic terrorism”; and

(B) in paragraph (3), by striking “ a reasonable period” and all that
follows and inserting “seven calendar days”, which period, upon
application may thereafter be extended by the court for additional periods

of up to 30 calendar days each, for good cause shown to the court”.
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Chairman SENSENBRENNER. And the gentleman is recognized for
5 minutes.

Mr. Scort. Mr. Chairman, this amendment eliminates a wide
open catch-all for sneak-and-peek which says you can get a sneak-
and-peek warrant if the notification would seriously jeopardize the
investigation, which is any investigation, or unduly delay a trial,
any trial. And it also limits the investigation and delay to terrorism
cases.

What we’re constantly told is the justification for the sneak-and-
peek extraordinary powers is that the Government has to invade
our privacy and spread information all over town to protect us from
terrorism. Yet we find that the vast majority of the delayed notice
cases do not involve terrorism cases at all, but just ordinary street
crime.

The amendment also places some reasonable time limit over
oversights and how long a notice can be delayed and how that
delay can be extended. With such invasive powers, restrictions, and
oversight—in restrictions, oversight is crucial. There’s no real rem-
edy or serious disincentive for a mistake or other unwarranted ac-
cess to someone’s privacy in these sneak-and-peek warrants. So it’s
crucial that you have some kind of review and oversight mecha-
nisms.

One of the things it does, for example, is requires the notice after
7 days, or you can extend that in 30-day increments for as long as
you want. But you have to show cause for a continued reason to
delay. We’ve been told that some of these delayed notification in-
definitely without end, and there’s no way ever to get notice. I
think you need to continue after so many years. I think at some
point notice should be given that your house was searched. That’s
the normal process, and I hope you’d adopt the amendment.

Ms. LOFGREN. Would the gentleman yield?

Mr. Scorr. I yield.

Ms. LOFGREN. I commend the gentleman for his amendment, and
I'd like to point out that this is a good reason why we have a sun-
set clause. What’s in the bill was written in haste. What the gen-
tleman has written by amendment is tightly drawn and very
thoughtful and a good example of why the sunset really is impor-
tant, and I thank the gentleman for yielding.

Mr. Scotrt. Thank you. I yield back, Mr. Chairman.

Chairman SENSENBRENNER. The gentleman from Arizona, Mr.
Flake.

Mr. FLAKE. Thank you, Mr. Chairman.

I appreciate the concerns that Mr. Scott has, particularly with
regard to a reasonable period, and I am, in fact, drafting an
amendment that I hope to offer on the floor that will deal with that
aspect. And so I do have the same concerns, but I think 7 calendar
days is probably too short. And so I would love to work with the
gentleman from Virginia on the floor amendment, if I can.

Mr. ScorT. Would the gentleman——

Mr. FLAKE. I yield back

Mr. ScorT. Would the gentleman yield?

Mr. FLAKE. If I haven't yielded back, I would yield.

Mr. ScorT. What time period did you have in your amendment
that you’ll be considering?

Mr. FLAKE. I'm still working with others on that.
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Mr. ScoTT. And if you’ll continue to yield, I'd point out that the
7-day period is a presumption that you can delay it 7 days, but you
can get it extended in 30-day increments forever, so long as you
can show good cause.

Mr. FLAKE. I will have a similar provision in my bill, a reason-
able——

Mr. Scortr. Well, with that, Mr. Chairman, I think I'd like to
work with the gentleman from Arizona, and I'll withdraw the
amendment at this point.

Chairman SENSENBRENNER. The amendment is withdrawn.

Are there further amendments? The gentlewoman from Cali-
fornia, Ms. Waters, for what purpose do you seek recognition?

Ms. WATERS. Mr. Chairman, I have an amendment at the desk.

Chairman SENSENBRENNER. The clerk will report the amend-
ment.

The CLERK. Amendment to H.R. 3199, offered by Ms. Waters of
California. Add at the end the following: Section—National Secu-
rity Letters. A national security letter shall not be issued to a
health insurance company under any of the provisions of law
amended by Section 505 of the Uniting—Uniting and Strength-
ening America by providing appropriate tools required to intercept
and obstruct terrorism, US PATRIOT Act of 2001.

[The amendment of Ms. Waters follows:]
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AMENDMENT TO H.R. 3199

OFFERED BY MS. WATERS OF CALIFORNIA
Add at the end the following:

SEC. . NATIONAL SECURITY LETTERS.

A national security letter shall not issue to a health
insurance company under any of the provisions of law
amended by section 505 of the Uniting and Strengthening
America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism (USA PATRIOT ACT)
Act of 2001.
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Chairman SENSENBRENNER. The gentlewoman from California is
recognized for 5 minutes.

Ms. WATERS. Thank you very much, Mr. Chairman.

My amendment would prohibit Section 205, National Security—
National Security Letters, from being applied to help insurance
companies. Mr. Chairman, as it stands, the Government can issue
secret national security letters to help insurance companies with-
out any judicial review or approval. Therefore, health insurance
providers can be compelled to produce highly private and personal
medical information without any court review. And the target of
the national security letter would never be notified that such con-
fidential information had been produced.

Mr. Chairman, we must be concerned and even ask how do med-
ical records pertain to terrorism investigations. What kind of infor-
mation will this lend to the investigations? There are no clear an-
swers to these questions. Records that are so highly personal and
that on their face do not seem to bear any significance to terrorism
investigations should be subject to judicial review so that the Gov-
ernment will be required to prove to a judge why such confidential
information would be important to such an investigation.

Mr. Chairman, in a criminal investigation, the Government can
only obtain such personal records through the issuance of a search
warrant. However, the Government must first prove that there is
probable cause that a crime has been or will be committed.

Mr. Chairman, there is no reason why the Government should be
allowed to demand the production of such personal private records
without any judicial review or notice to the target. And though
my—through my very special amendment, checks and balances can
be injected into the production of our confidential medical records.

I just think it needs no further explanation. I think that the av-
erage individual would just be opposed to allowing their medical
records to be accessed without judicial review and without any no-
tice at all at any time to the target of the so-called investigation.
And I would simply ask for an aye vote and reserve the balance
of my time.

Chairman SENSENBRENNER. The gentleman from California, Mr.
Lungren.

Mr. LUNGREN. I rise in opposition to the amendment.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. LUNGREN. The question was posed, Why would health
records ever be relevant in a terrorism investigation and why
would you need a national security letter for investigation? Well,
let’s see. Anthrax, dealing with other biological or chemical agents.
Someone might be treated for that to gain immunities to that such
that when they are dealing with those particular contaminants
they may not be deleteriously affected.

So I think one of the things we have to keep in mind is what
is the context of this law. This law is in response to the terrorist
attacks that we suffered on 9/11. The 9/11 Commission specifically
said the greatest complaint against the legislative and executive
branch of the Federal Government was that we failed in a lack of
creativity, a lack of imagination, in other words, thinking within
the box instead of outside the box. So I am not as—I am not put
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at ease by suggesting that I know all of the potential attempts that
terrorists might make to attack us.

Recently, I, along with other members of the Homeland Security
Committee, had an opportunity to go down and do a day’s review
at the Center for Disease Control, CDC, which in many ways is re-
sponsible for our response to potential attacks such as those I've
mentioned. If that is as great a concern as was expressed to us on
our review down there, it seems to me for us to create a total ex-
emption here for health records because we can’t anticipate where
they might be relevant is a step that I don’t think we want to take.

Mr. GOHMERT. Would the gentleman yield?

Mr. LUNGREN. I’'d be happy to yield to the gentleman from Texas.

Mr. GOHMERT. Yes, if I might add, as a judge, we constantly saw
people and these criminals, terrorists that want to hurt other peo-
ple deal with dangerous elements. They are often injured in trying
to prepare things to injure others. And these health records could
be in the right situations—and I saw those as a judge—helpful in
determining have they been working with these dangerous ele-
ments and components that would be used later. They could be
very helpful.

I yield back.

Mr. ScHIFF. Will the gentleman yield?

Mr. LUNGREN. Yes.

Mr. ScHIFF. I appreciate the gentleman yielding, and, you know,
I think that you make a number of good points. But I want to ask
you one question, and that is, the use of the national security letter
which has, I think, the least number of safeguards applied to it, be-
cause there is no court review, there is no going before a grand
jury. And I guess my question is: Under what circumstances is it
necessary to use the extraordinary remedy of a national security
letter as opposed to going to the FISA court for this information or
going to the grand jury for this information where there are greater
checks? When would it be necessary to use the national security
letter where there is really no oversight?

Mr. LUNGREN. I am sorry. I was

Mr. ScHIFF. Let me try again.

Mr. LUNGREN. I apologize. I'm not showing disrespect to the gen-
tleman.

Mr. ScHIFF. And my question is not rhetorical. I generally would
like an answer. And that is, I think that you make a good point
that in an anthrax investigation or some other biological kind of in-
vestigation, that you may need these records. My question though
is there are several methods of getting them. In a criminal inves-
tigation you can go through the grand jury where there’s a check.
In the FISA Court you need court permission to get it where
there’s a check. With the national security letter, there is the least
checks and balances.

And my question is, why do we need to use the national security
letter in this context? What kind of circumstances would require us
to use the extraordinary remedy of a national security letter as op-
posed to the more traditional approach of going to the grand jury
or going to a FISA court?

Mr. LUNGREN. Well, it’s my understanding that these are pre-
liminary investigations before you have probable cause. These are
investigations that have not arisen to the level of a criminal inves-
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tigation, so you’re not going to be doing a grand jury investigation.
They are by their very nature go to the question of national secu-
rity, and I guess the question the gentleman is asking is why do
we have these at all?

I am not the expert in that. I would just say I would not support
us creating an exemption for them in the—for health records for
the very reasons I gave.

Mr. ScHIFF. Will the gentleman yield again?

Chairman SENSENBRENNER. The gentleman’s time has expired.
Without objection the gentleman will be given an additional
minute.

Mr. ScHIFF. I appreciate what you're saying, but if you're saying
that there isn’t probable cause so you can’t get a grand jury sub-
poena, and there’s no foreign agent or foreign power involved, so
you can’t go to the FISA court, then what do you have as the basis
for getting this very personal private record, something not involv-
ing foreign power and something less than probable cause? To get
something that personal like a medical record, I think there should
be a stronger basis than that. And there may very well be a good
argument, but I just haven’t heard it yet today, and I'm—if some-
body else on the other side of the aisle can answer that question,
I would be delighted to know.

Mr. IssA. If the gentleman would yield?

Mr. LUNGREN. Yes, I'd be happy to yield.

Mr. IssA. I might remind the gentleman from California that in
2001 when we had an anthrax actual event here, we did not know
whether it was foreign power, and if—and I don’t know if it was
done—if there was an evaluation of people’s health records to find
out if somebody showed the symptoms where they might have ei-
ther been a victim or in fact a perpetrator, that that would have
been broad, it would have had no probable cause against them, and
to the extent that people didn’t have an enzyme or some other indi-
cation, nothing further would have happened. It would have been
the classic example where national security was at stake, thou-
sands of people might have been checked in order to be eliminated
or to be included, and no further action was taken.

To me, the anthrax, not scare, but events that we lived through
would be a good example.

Mr. ScHIFF. Would the gentleman yield?

Cl&airman SENSENBRENNER. The gentleman’s time is again ex-
pired.

Mr. ScHIFF. Mr. Chairman, I move to strike the last word.

Chairman SENSENBRENNER. The gentleman from California is
recognized for 5 minutes.

Mr. ScHIFF. Two points on that. One is—and I'd offer my col-
league from California—do you know whether a national security
letter was ever issued in the anthrax investigation? My guess is
they probably used the traditional remedies of grand jury sub-
poenas. And No. 2, there’s not a grand jury in the country that
would turn down a subpoena in an anthrax investigation of that
nature.

So, again, there may be very good reasons why we need a na-
tional security letter to get health records, but I'd like to know
what they are before I have to vote on this, and I still am not quite
hearing it. I yield back.
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Mr. DELAHUNT. Would my friend yield?

Mr. ScHIFF. I'd be happy to yield to my colleague from Massachu-
setts.

Mr. DELAHUNT. I understand the concerns about just simply a
blanket exemption that would deny the Government the oppor-
tunity to examine health records, but I think the point that the
gentleman is making by inference is that there are no standards
whatsoever as a result of the PATRIOT Act. It’s my understanding
that prior to the passage of the PATRIOT Act, specific and
articulable facts given reason to believe the records pertain to an
agent of a foreign power was the standard. That, I dare say, given
the experience that we’ve had, given the hearings that we've con-
ducted, ought to be reinserted as part of the issuance of national
security letters. Give us a standard. That’s what we’re talking
about here.

And if any of my colleagues on the other side of the aisle think
that that is too high a standard, I would like to hear them offer
a rationale, because in the real world that is simply not a very high
standard, but it does invoke a oversight, if you will, as opposed
simply to allow the FBI, based on an assertion, to issue a NSL that
no one is aware of, and, you know, maybe it requires a little more
work. But this isn’t about conveniencing Government. It certainly,
I don’t think, would warrant any delay. A delay would be an im-
pediment. This is about privacy rights, about individual liberties.
This is not balancing with national security concerns, but it’s not
a matter of convenience for the Department of Justice. And I think
that’s what our focus has to remain during the course of our delib-
erations on the reauthorization of the PATRIOT Act.

Ms. LOFGREN. Mr. Chairman?

Mr. DELAHUNT. I'll yield to the gentlelady from California.

Ms. LOFGREN. I would just note that we have some options here.
One is really what the gentleman has said, which is to set out
standards that we agree are reasonable for the use of these powers
by the Government or to provide—three are certain elements enti-
tled to enhance privacy, and to fall back on ordinary means to ob-
tain such records. I don’t know if anyone is going to offer later an
amendment relating to library records or bookstore records, but the
ability of people to read what they want, to have their health care
records respected is something that means a lot.

Now, I'm going to support this amendment because if this
amendment passes, there are still plenty of ways for prosecutors to
obtain these records if they can make a case that they’re necessary.
So I would yield to the gentlelady from California further on that
point.

Ms. WATERS. I appreciate that. And I think the discussion that
we've had helps to illuminate why there’s such concern about what
we do in renewing the PATRIOT Act. This Committee, on PA-
TRIOT Act I, acted in a most responsible way, and we came to-
gether to produce the PATRIOT Act, and we took out a lot of the
problems that were originally identified with the PATRIOT Act be-
cause Americans simply said, we want you public policymakers to
protect us from terrorism, but we do not want you to destroy all
of our civil liberties. And the’s really the national discussion about
the PATRIOT Act. Can we produce good public policy that will help
protect us from terrorism, at the same time not throw all of our
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c}ilvil liberties out of the window. And this is a prime example of
that.

Americans do not want national security letters that would allow
the Government to simply have access too all of our medical and
health records without showing probable cause. We have in law the
means by which this can be done.

Chairman SENSENBRENNER. The gentleman’s time has expired,
and without objection will be given an additional minute.

Ms. WATERS. Thank you very much, Mr. Chairman.

This can be done with judicial review. And I'm simply saying
that we use what we have in existing law to obtain those records
if we can go and show probable cause—and I think any judge
would support that. I don’t know why we have to throw that out
the window and have open access to these private and personal
records without that kind of review.

So I would simply ask my colleagues to support this amendment.
I think it is reasonable. I think it is the right thing to do, and I
think this is what Americans expect of us.

Cl&airman SENSENBRENNER. The time of the gentleman has ex-
pired.

The question is on agreeing to the amendment offered by the
gentlewoman from California, Ms. Waters. Those in favor will say
aye.

Opposed, no.

The ayes appear to have it.

Mr. GOODLATTE. rollcall.

Chairman SENSENBRENNER. rollcall is requested by the gen-
tleman from North Carolina. Those in favor of the Waters amend-
ment will, as your names are called, answer aye; those opposed, no,
and the clerk will call the roll.

The CLERK. Mr. Hyde?

[No response.]

The CLERK. Mr. Coble?

Mr. COBLE. No.

The CLERK. Mr. Coble, no. Mr. Smith?

Mr. SMITH. No.

The CLERK. Mr. Smith, no. Mr. Gallegly?

Mr. GALLEGLY. No.

The CLERK. Mr. Gallegly, no. Mr. Goodlatte?

Mr. GOODLATTE. No.

The CLERK. Mr. Goodlatte, no. Mr. Chabot?

Mr. CHABOT. No.

The CLERK. Mr. Chabot, no. Mr. Lungren?

Mr. LUNGREN. No.

The CLERK. Mr. Lungren, no. Mr. Jenkins?

Mr. JENKINS. No.

The CLERK. Mr. Jenkins, no. Mr. Cannon?

Mr. CANNON. No.

The CLERK. Mr. Cannon, no. Mr. Bachus?

[No response.]

The CLERK. Mr. Inglis?

Mr. INGLIS. No.

The CLERK. Mr. Inglis, no. Mr. Hostettler?

Mr. HOSTETTLER. No.

The CLERK. Mr. Hostettler, no. Mr. Green?
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Mr. GREEN. No.

The CLERK. Mr. Green, no. Mr. Keller?

Mr. KELLER. No.

The CLERK. Mr. Keller, no. Mr. Issa?

Mr. IssA. No.

The CLERK. Mr. Issa, no. Mr. Flake?

Mr. FLAKE. No.

The CLERK. Mr. Flake, no. Mr. Pence?

Mr. PENCE. No.

The CLERK. Mr. Pence, no. Mr. Forbes?

Mr. FORBES. No.

The CLERK. Mr. Forbes, no. Mr. King?

Mr. KING. No.

The CLERK. Mr. King, no. Mr. Feeney?

Mr. FEENEY. No.

The CLERK. Mr. Feeney, no. Mr. Franks?
Mr. FRANKS. No.

The CLERK. Mr. Franks, no. Mr. Gohmert?
Mr. GOHMERT. No.

The CLERK. Mr. Gohmert, no. Mr. Conyers?
Mr. CONYERS. Aye.

The CLERK. Mr. Conyers, aye. Mr. Berman?
Mr. BERMAN. Aye.

The CLERK. Mr. Berman, aye. Mr. Boucher?
Mr. BOUCHER. Aye.

The CLERK. Mr. Boucher, aye. Mr. Nadler?
Mr. NADLER. Aye.

The CLERK. Mr. Nadler, aye. Mr. Scott?
Mr. ScorT. Aye.

The CLERK. Mr. Scott, aye. Mr. Watt?

Mr. WATT. Aye.

The CLERK. Mr. Watt, aye. Ms. Lofgren?
Ms. LOFGREN. Aye.

The CLERK. Ms. Lofgren, aye. Ms. Jackson Lee?
[No response.]

The CLERK. Ms. Waters?

Ms. WATERS. Aye.

The CLERK. Ms. Waters, aye. Mr. Meehan?
[No response.]

The CLERK. Mr. Delahunt?

Mr. DELAHUNT. Aye.

The CLERK. Mr. Delahunt, aye. Mr. Wexler?
Mr. WEXLER. Aye.

The CLERK. Mr. Wexler, aye. Mr. Weiner?
Mr. WEINER. Aye.

The CLERK. Mr. Weiner, aye. Mr. Schiff?
Mr. SCHIFF. Aye.

The CLERK. Mr. Schiff, aye. Ms. Sanchez?
Ms. SANCHEZ. Aye.

The CLERK. Ms. Sanchez, aye. Mr. Van Hollen?
Mr. VAN HOLLEN. Aye.

The CLERK. Mr. Van Hollen, aye. Ms. Wasserman Schultz?
Ms. WASSERMAN SCHULTZ. No.

The CLERK. Ms. Wasserman Schultz, no. Mr. Chairman?
Chairman SENSENBRENNER. No.
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The CLERK. Mr. Chairman, no.

Chairman SENSENBRENNER. Members who wish to cast or change
their vote? Gentleman from Illinois, Mr. Hyde?

Mr. HYDE. No.

The CLERK. Mr. Hyde, no.

Chairman SENSENBRENNER. Further members who wish to cast
or change their vote?

[No response.]

Chairman SENSENBRENNER. If not, the clerk will report.

The CLERK. Mr. Chairman, there are 14 ayes and 23 noes.

Chairman SENSENBRENNER. And the amendment is not agreed
to.

Are three further amendments?

Mr. IssA. Mr. Chairman?

Chairman SENSENBRENNER. The gentleman from California, Mr.
Issa.

Mr. IssA. Mr. Chairman, I have an amendment at the desk.

Chairman SENSENBRENNER. The clerk will report the amend-
ment.

The CLERK. Amendment to H.R. 3199 offered by Mr. Issa. At the
appropriate place in the bill insert the following new section:

Section - Roving Surveillance Authority Under the Foreign Intel-
ligence Surveillance Act of 1978.

(a) Inclusion of specific facts in application. Section 105(c)(2)(b)
of the Foreign Intelligence Surveillance Act of 1978 (50 USC
105(c)(2)(B), as amended by Section 206 of the USA PATRIOT Act
is amended by striking——

Chairman SENSENBRENNER. Without objection the amendment is
considered as read, and the gentleman from California will be rec-
ognized for 5 minutes.

[The amendment of Mr. Issa follows:]
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AMENDMENT TO H.R. 3199

OFFERED BY MR. IssA

At the appropriate place in the bill insert the fol-

lowing new section:

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19

SECTION . ROVING SURVEILLANCE AUTHORITY UNDER
THE FOREIGN INTELLIGENCE SURVEIL-
LANCE ACT OF 1978.

(a) INCLUSION OF SPECIFIC FACTS IN APPLICA-
TION.—Section 105(c)(2)(B) of the Foreign Intelligcence
Surveillance Act of 1978 (50 U.S.C. 1805(e)(2)(B)), as
amended by section 206 of the USA PATRIOT ACT, is
amended by striking “where the Court finds” and insert-
ing “where the Court finds, based upon specific facts pro-
vided in the application,”.

(b) NOTIFICATION OF SURVEILLANCE OF NEW KA-

CILITY OR PrACE.—Section 105(¢)(2) of such Act is
amended—
(1) in subparagraph (C), by striking “and” at
the end;
(2) in subparagraph (D), by striking the period

[

at the end and inserting *“; and”; and
(3) by adding at the end the following new sub-

paragraph:
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“(E) that, in the case of electronic surveil-
lance directed at a facility or place that is not
known at the time the order is issued, the appli-
cant shall notify a judge having jurisdiction
under section 103 within 10 days after elec-
tronic surveillance begins to be directed at a
new facility or place, and such notice shall con-
tain a statement of the facts and circumstances
relied upon by the applicant to justify the belief
that the facility or place at which the electronic
surveillanee is or was directed is being used, or
is about to be used, by the target of electronic

surveillance.”’.
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Mr. IssA. Thank you, Mr. Chairman. On both sides of the aisle
I think that we all remember, those of us who were here, how im-
portant it was to modernize the definition of a wiretap, that in fact
this section was created because the use of cellular phones, and
particularly disposing of cellular phones on as often as a daily
basis, had made the conventional wiretap unusable. In this proce-
dure we felt in October 2001, that we were entering a new phase,
one that would need oversight.

Today as part of our oversight during the sunset reconsideration,
I offer this amendment which deals with the one most vexing issue,
which is, are we giving people the ability to go on jumping from
phone to phone beyond the original intent of a roving wiretap? To
that extent this amendment will require that the intelligence inves-
tigators notify the FISA Court within 10 days each time it initiates
surveillance on a new communication facility pursuant to the
FISA—I have a terrible time with that, FISA, yeah, thank you,
FISA as in Issa—roving wiretap.

Mr. Chairman, I can see that we all understand that these kinds
of wiretaps can go on for months or years, and commonly do, and
they may stay with one cellular phone for months on end. However,
if somebody is disposing of their wiretap every single day, every 10
days, under my amendment, we would be back in informing the
court that there was an expansion. This would prevent what many
have said would be the bugging of all of Los Angeles. Just the op-
posite, this will give the court constant oversight on what might be
a very often basis, but I think appropriately so to meet people’s
concerns, and I would ask on both sides of the aisle, all of us who
worked on the original legislation, to vote for this perfecting
amendment.

And with that, I yield.

Chairman SENSENBRENNER. The question is on agreeing to the
amendment offered by the gentleman from California, Mr. Issa.
Those in favor will say aye.

Opposed, no.

The ayes appear to have it. The ayes have it.

Mr. IssA. I would ask a recorded vote.

Chairman SENSENBRENNER. Recorded vote is requested. Those in
favor of the Issa amendment will, as your names are called, answer
aye, those opposed, no, and the clerk will call the roll.

The CLERK. Mr. Hyde?

[No response.]

The CLERK. Mr. Coble?

Mr. COBLE. Aye.

The CLERK. Mr. Coble, aye. Mr. Smith?

[No response.]

The CLERK. Mr. Gallegly?

Mr. GALLEGLY. Aye.

The CLERK. Mr. Gallegly, aye. Mr. Goodlatte?

Mr. GOODLATTE. Aye.

The CLERK. Mr. Goodlatte, aye. Mr. Chabot?

Mr. CHABOT. Aye.

The CLERK. Mr. Chabot, aye. Mr. Lungren?

Mr. LUNGREN. Aye.

The CLERK. Mr. Lungren, aye. Mr. Jenkins?

Mr. JENKINS. Aye.
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The CLERK. Mr. Jenkins, aye. Mr. Cannon?
Mr. CANNON. Aye.

The CLERK. Mr. Cannon, aye. Mr. Bachus?
[No response.]

The CLERK. Mr. Inglis?

Mr. INGLIS. Aye.

The CLERK. Mr. Inglis, aye. Mr. Hostettler?
Mr. HOSTETTLER. Aye.

The CLERK. Mr. Hostettler, aye. Mr. Green?
Mr. GREEN. Aye.

The CLERK. Mr. Green, aye. Mr. Keller?
Mr. KELLER. Aye.

The CLERK. Mr. Keller, aye. Mr. Issa?

Mr. IssA. Aye.

The CLERK. Mr. Issa, aye. Mr. Flake?

Mr. FLAKE. Aye.

The CLERK. Mr. Flake, aye. Mr. Pence?

Mr. PENCE. Aye.

The CLERK. Mr. Pence, aye. Mr. Forbes?
Mr. FORBES. Aye.

The CLERK. Mr. Forbes, aye. Mr. King?

Mr. KING. Aye.

The CLERK. Mr. King, aye. Mr. Feeney?
Mr. FEENEY. Aye.

The CLERK. Mr. Feeney, aye. Mr. Franks?
Mr. FRANKS. Aye.

The CLERK. Mr. Franks, aye. Mr. Gohmert?
Mr. GOHMERT. Aye.

The CLERK. Mr. Gohmert, aye. Mr. Conyers?
Mr. CONYERS. Aye.

The CLERK. Mr. Conyers, aye. Mr. Berman?
[No response.]

The CLERK. Mr. Boucher?

Mr. BERMAN. Berman is aye.

The CLERK. Mr. Berman, aye. Mr. Boucher?
[No response.]

The CLERK. Mr. Nadler?

Mr. NADLER. Aye.

The CLERK. Mr. Nadler, aye. Mr. Scott?
Mr. ScoTtT. Aye.

The CLERK. Mr. Scott, aye. Mr. Watt?

Mr. WATT. Aye.

The CLERK. Mr. Watt, aye. Ms. Lofgren?
Ms. LOFGREN. Aye.

The CLERK. Ms. Lofgren, aye. Ms. Jackson Lee?
[No response.]

The CLERK. Ms. Waters?

Ms. WATERS. Aye.

The CLERK. Ms. Waters, aye. Mr. Meehan?
[No response.]

The CLERK. Mr. Delahunt?

[No response.]

The CLERK. Mr. Wexler?

Mr. WEXLER. Aye.

The CLERK. Mr. Wexler, aye. Mr. Weiner?
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Mr. WEINER. Aye.

The CLERK. Mr. Weiner, aye. Mr. Schiff?

Mr. SCHIFF. Aye.

The CLERK. Mr. Schiff, aye. Ms. Sanchez?

Ms. SANCHEZ. Aye.

The CLERK. Ms. Sanchez, aye. Mr. Van Hollen?

Mr. VAN HOLLEN. Aye.

The CLERK. Mr. Van Hollen, aye. Ms. Wasserman Schultz?

Ms. WASSERMAN SCHULTZ. Aye.

The CLERK. Ms. Wasserman Schultz, aye. Mr. Chairman?

Chairman SENSENBRENNER. Aye.

The CLERK. Mr. Chairman, aye.

Chairman SENSENBRENNER. Further members who wish to cast
or change their votes?

[No response.]

Chairman SENSENBRENNER. If not, the clerk will report.

Gentleman from Massachusetts, Mr. Delahunt.

Mr. DELAHUNT. How am I recorded?

The CLERK. Mr. Chairman, Mr. Delahunt is not recorded.

Mr. DELAHUNT. Aye.

The CLERK. Mr. Delahunt, aye.

Chairman SENSENBRENNER. The clerk will try again to report.

The CLERK. Mr. Chairman, there are 34 ayes and no noes.

Chairman SENSENBRENNER. And the amendment is agreed to.

Are there further amendments? The gentleman from California,
Mr. Lungren?

Mr. LUNGREN. Mr. Chairman, I have an amendment at the desk.

Chairman SENSENBRENNER. The clerk will report the amend-
ment.

The CLERK. Amendment to H.R. 3199 offered by Mr. Lungren of
California.

Add at the end the following:

Sec. 9 Sunset for Certain Provisions.

Sections 206 and 215 of the USA PATRIOT Act and the amend-
ments made by those sections, shall cease to have effect on Decem-
ber 31, 2015.

Chairman SENSENBRENNER. The gentleman from California is
recognized for 5 minutes.

[The amendment of Mr. Lungren follows:]
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AMENDMENT TO H.R. 3199
OFFEFRED BY MR. DANIEL E. LUNGREN OF

CALIFORNIA

Add at the end the following:

SEC. 9 SUNSET FOR CERTAIN PROVISIONS.

Sections 206 and 215 of the USA PATRIOT Act, and the amendments made by these
ﬁ/ + A‘“i“(\, ﬁ"’,ﬁc;ﬁc’ P
sections, shall cease to have effect 01} December 31, 2015.

Mr. LUNGREN. Mr. Chairman, this is a fairly simple amendment.
It would put a 10-year sunset on Sections 205 and 215 of the PA-
TRIOT Act. I believe that the sunset provisions in the current law
have given us an opportunity, a prod, if you will, to look at certain
sections of the PATRIOT Act in a way that is probably more in-
tense and deeper than we would otherwise have done. Having at-
tended, I believe, all of the Subcommittee hearings on those provi-
sions, as well as the full Committee hearings, I'm satisfied that
there is no evidence of abuse in the substance of the law, nor abuse
of civil liberties in the application of the law by the Justice Depart-
ment during the time that these laws have been in effect.

Nonetheless, it seems to me that the two most controversial pro-
visions which were sunsetted in the original law are Sections 206,
the roving wiretap, and Section 215 which deals with business
records. For that reason, I thought that it would be appropriate for
us to have a sunset.

As a supporter of the bill it’s my belief that sunsetting these two
provisions which have drawn a disproportionate amount of atten-
tion, will in fact serve as an assurance to those inside and outside
of this body of our continued diligence.

My amendment is not in anyway, I would repeat, intended to be
a criticism of the implementation of the Act by the administration.
It is, however, an effort to show the American people that we will
remain vigilant in reviewing these particular provisions. Even
some members have said to me that they support provisions such
as these so long as there is a terrorist threat. None have suggested
to me that this terrorist threat is going to go away within the next
several years. As a matter of fact, the President has recently sug-
gested that this is a generational fight because it is a generational
threat that we face.

For that reason, it is my believe that a sunset in the year 2015
is appropriate under the circumstances. It will contribute to the
continuation of vigorous oversight by this Committee, as well as
careful and conscientious implementation of this legislation by this
administration and the administrations to follow. I do not in any
way wish to suggest that this Committee has been derelict in its
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duty. As a matter of fact, I would congratulate this Committee for
the work that it has done in providing vigorous oversight.

But it is my belief that from time to time Congress has not been
as vigilant as it should be in oversight of a number of different
matters, and that having this with respect to what I believe are the
two most controversial aspects of this law, will be of benefit.

I might say that there are some who have suggested that by even
offering such amendment, it will be interpreted as criticism of the
underlying law on my part, or criticism of the administration, or
criticism of the current Congress. This amendment is not offered
for that purpose. Rather it is in some ways a tribute to the work
that has been done by the administration and by this Congress,
specifically this Committee, in dealing with the very difficult and
delicate balance that we must strike, and that is to prevent those
who would wish to destroy us and what we stand for by acts of ter-
ror in ensuring that we do not tear up the Constitution in the proc-
ess of defending ourselves and those we represent.

With that, I yield back the balance of my time.

Mr. Scort. Mr. Chairman?

5 Chgirman SENSENBRENNER. The gentleman from Virginia, Mr.
cott?

Mr. ScorT. Mr. Chairman, I have an amendment to the—second
degree amendment to the amendment.

Chairman SENSENBRENNER. The clerk will report the second de-
gree amendment.

Mr. Scott. No. 7, it’s No. 7.

The CLERK. An amendment to the Lungren amendment to H.R.
3199 offered by Mr. Scott.

Strike “2015” and insert “2009.”

Chairman SENSENBRENNER. The gentleman from Virginia is rec-
ognized for 5 minutes.

[The amendment of Mr. Scott follows:]

An Amendment to the Lungren Amendment to H.R. 3199

Offered by Mr. Scott

Strike “2015" and insert “2009"

Mr. ScorT. Thank you, Mr. Chairman. Mr. Chairman, I support
the direction the amendment is going in. This second degree
amendment will change the 10-year sunset to a 4-year sunset. The
10-year sunset would allow this to go through without review,
clean through the rest of this administration and the next term of
the—the term of the President elected in 2008 and almost through
the term of the person elected in 2012. There are many questions
that we have.

As it’s been pointed out, we have rushed through the first pas-
sage of the PATRIOT Act, and sometimes these sunsets help you
get answers to questions that you may ask. For example, Mr.
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Chairman, I've just been handed a letter dated July 11th, 2 days
ago, it was sent 2 days ago, received today, from the Attorney Gen-
eral responding to a question that was asked at a hearing on April
6th, and now because of—I imagine because of this hearing, we're
finally getting an answer to a question. We'll have questions like
many of the amendments will address, but I think it’s important
that we, because of the significant intrusion in civil liberties, that
we keep an eye on this, and have the power of the sunset to require
answers to questions. I therefore would ask you to accept a 4-year
sunset rather than the 10-year sunset in the underlying——

Mr. CoNYERS. Would the gentleman yield?

Mr. ScotT. I yield to the gentleman from Michigan.

Mr. CONYERS. I want to thank you for doing this, Mr. Scott, be-
cause 10 years is way too long. I mean every decade we take a look
at this, it will be new Congresses, new Presidents. There could be
a huge pile building up in the course of a decade. And I think this
amendment is made real by your amendment to the amendment.
I support it with great enthusiasm.

Mr. ScotT. Thank you.

Reclaiming my time, Mr. Chairman, as the Ranking Member has
pointed out, you can go through the next President—through this
presidential term and another entire presidential term without this
thing coming up for renewal, and we would think that the next
President elected in 2008 ought to have the responsibility to re-
spond to some questions we may ask. We don’t know who that
President may be.

I yield back.

Chairman SENSENBRENNER. Does the gentleman from Virginia
yield back?

Mr. Scorr. I yield back.

Chairman SENSENBRENNER. The gentleman from Virginia, Mr.
Goodlatte.

Mr. GOODLATTE. Thank you, Mr. Chairman. Mr. Chairman, I
want to commend the gentleman from California for offering the
underlying amendment, and I strongly support it. There are a
number of reasons for having sunset provisions, and I have, and
many others have supported them in a number of areas, and I
would like to see them in other areas of our legislation that we
pass because it provides for more accountability on a part of any
administration, and because it gives us the opportunity to have it
automatically come back to us at some point in time to make ad-
justments. Times change, circumstances change, and when that oc-
curs, it’s appropriate for the Congress to have the initiative to act
to make those changes and improvements.

I do not agree with the substitute or the secondary amendment
offered by the gentleman from Virginia. We’ve just been through a
period where we’ve had a 4-year sunset, and during that time there
have been uncovered no abuses on the part of the Justice Depart-
ment of the provisions that we passed in the original PATRIOT
Act, and I see no reason to have this on such a short leash. This
will give us an opportunity to put it over a longer period of time.
It will help to establish the precedent that we should impose sun-
sets like this in other areas where we pass legislation. It will em-
power the Congress in doing so because it will improve our over-
sight authority, and it will improve our opportunity to make
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changes and enhancement as time goes by, but to do it every 4
years is simply too quickly, and given the fact that we are in a war
on terror that is going to go on for a long time, I think this is an
appropriate period of time for us to have a sunset provision.

And I urge my colleagues to reject the secondary amendment and
}o support the amendment offered by the gentleman from Cali-
ornia.

Chairman SENSENBRENNER. The gentlewoman from California,
Ms. Waters.

Ms. WATERS. Thank you very much, Mr. Chairman.

I rise in support of Mr. Scott’s amendment. I think we all agree
that there should be sunset provisions. The gentleman just argued
that this is about making sure we have sunset provisions. He won’t
find an argument, I don’t think, with any of us on this side of the
aisle about sunset provisions. It’s just a matter of how many years
are we talking about?

This business of fighting terrorism continues to be an evolving
situation, where we’re all learning more about the various ways in
which we could be attacked, and the various ways in which we
could provide more security, and I still think we have a long way
to go as we look at some of our transportation systems and our
ports, and I still think that there is public policy to be developed
that could be very helpful in fighting terrorist as it relates to the
way that we bring in goods and products from other countries in
particular.

So I think it is important for us to have good oversight. Good
oversight does not mean that you have a sunset provision that’s so
far out that you don’t do the reviews and make the adjustments
that you need to make. Good oversight means that you're con-
stantly looking, you're constantly reviewing, and I think 4 years is
a reasonable amount of time. And so I would reject the original
amendment by my colleague from California, and support the alter-
native amendment by Mr. Scott because I think it makes more
sense and it gives us the possibility of giving the kind of oversight
to this very special era of terrorism——

Mr. CoNYERS. Would the gentlelady yield?

Ms. WATERS. I yield to the gentleman from Michigan.

Mr. CoNYERS. Thank you. I heard it mentioned that this might
set a bad precedent if we start sunsetting too much.

Well, we have 16 provisions that are sunsetted in the first PA-
TRIOT Act. This is the first new one that I've heard, and this
would just—this is very critical. I mean if we’re really serious
about reviewing this, we can review it. Nobody will be hurt if very
few are revealed. And it also should be remembers that many times
we can’t even figure out where an abuse has occurred because of
the general vagueness of the law as it exists right now. So I
wouldn’t want anybody to take to heart that there have never been
any provisions of abuse because we don’t know about it. We don’t
know about any because we don’t have the process to find out
about any. And so I support the gentlelady from California and the
gentleman from Virginia.

Mr. LUNGREN. Mr. Chairman?

Chairman SENSENBRENNER. The time belongs to the gentle-
woman from California. Do you yield back?

Ms. WATERS. I yield back.
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Chairman SENSENBRENNER. The gentleman from California, Mr.
Lungren.

Mr. LUNGREN. Mr. Chairman, I reluctantly rise to oppose Mr.
Scott’s amendment to my amendment because I would so much like
to see a Scott-Lungren amendment at sometime before I leave this
House.

I appreciate that there are differences here, and I understand
how we’re trying to strike a balance here. I think the point made
by Mr. Goodlatte is a good one. We've just gone through a 4-year
sunset, and I would have to say we have looked diligently and have
found no record of abuses.

It is difficult to figure out what the date is. I'm reminded that
I have been gone so long that I'm now back here when we’re going
to be considering a reauthorization of the Voting Rights Act. People
ought to understand the Voting Rights Act sunsets. I was back
here in the ’80’s, it was either ’82 or 84 when we last—'82. So we
have a sunset that goes 24 or 5 years on that law. And yet there
are changed circumstances as the gentlelady from California men-
tioned. There are new things.

And folks should recall there was a real question when the Rank-
ing Member of the full Committee, when Mr. Hyde, when the
Chairman of the full Committee and I were all serving back here
in the ’80’s, there was a question whether the Voting Rights Act
was going to be reauthorized because of changed circumstances of
those States which feel the application of the Voting Rights Act,
and yet we made a decision that it was appropriate. And then
when we did that, we gave it this 20-some year life with a sunset.

So the suggestion that a 10-year sunset is irrelevant or somehow
meaningless, I would reject based on the experience that I've seen
with another major law that we have dealt with.

And by the way, I commend the Chairman for his speech before
the NAACP this last week in which he mentioned that we expect
to deal with the reauthorization of the Voting Rights Act even a
year early. So it shows we don’t have to wait until the sunset. We
always have the oversight.

I was trying to strike a balance here, and also I'm trying to be
practical. I'm trying to have a provision that will pass and remain
law when we get to the floor.

I yield back the balance of my time.

Mr. WATT. Mr. Chairman?

Chairman SENSENBRENNER. The gentleman from North Carolina,
Mr. Watt.

Mr. WATT. Thank you, Mr. Chairman. I move to strike the last
word.

Chairman SENSENBRENNER. The gentleman’s recognized for 5
minutes.

Mr. WATT. I thank the Chairman, and I'm rising in support of
Mr. Scott’s second degree amendment. But I think it would be re-
miss of me to do that without applauding first the original amend-
ment by Mr. Lungren. Perhaps the most disturbing thing to me
about the Chairman’s proposed mark from which we are working
today was that it had no sunset provisions in it, and one of the
things that I had said to my constituents after we passed the origi-
nal PATRIOT Act, was that one of the real important things that
we were able to insert into that bill was a sunset provisions. And
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I reminded them that throughout our history when we have had
dramatic incidents occur, quite often the legislative body has over-
reacted or has taken steps that needed to occur for a temporary pe-
riod of time, but should not be the law henceforth now and forever.

I would like not to accept the underlying proposition that ter-
rorism will be with us forever, that forever we will have to com-
promise our basic—some basic rights that I believe the PATRIOT
Act has compromised. And I honestly think we ought to be review-
ing this bill and its provisions on a regular ongoing basis. And I'm
sure there’s nothing in the fact that there is no sunset that pro-
hibits us from doing that or would be nothing that would prohibit
us from going back and amending the PATRIOT Act at any point.
But legislative and political realities and time realities as they are,
suggest that we simply are not going to do that in the absence of
a sunset provision.

If 4 years from now circumstances have changed for the better
in some respects, I would be tremendously happy. If 4 years from
now circumstances have changed for the worse, technology may
have advanced in some ways that would dictate a change in some
of the provisions of the PATRIOT Act—technology is advancing so
rapidly that we don’t know what’s on the horizon 4 years from now.
And the longer we delay forcing ourselves to review any kind of en-
croachments, impediments, stepping on the toes of the freedoms
that our country has held so dear over the years, I think the more
of a disservice we do to our country, and the more we really say
to the terrorists that we have given in to you by compromising on
some of the things that our Nation stands for and that our world
should be aspiring to stand for.

So I know this is a judgment, this is not a knock on what Mr.
Lungren has tried to do. I actually applaud what he has done and
I'm delighted that we are going to have some kind of sunset in
whatever goes out of this Committee—at least it looks that way at
this point—but given a choice between a short or a longer one, I
would certainly favor the shorter sunset. And I yield back the bal-
ance of my time.

Chairman SENSENBRENNER. The gentleman’s time has expired.
The Chair moves to strike the last word and recognizes himself for
5 minutes.

I think all of the members and the public know that the sunset
that is currently contained in the PATRIOT Act was something
that I insisted upon when the PATRIOT Act was considered imme-
diately after September 11. And I did so because whenever we talk
about expanding law enforcement powers and potential encroach-
ment upon civil liberties, there is a very subjective line that is
drawn that nobody will know whether it was done correctly or not
until there has been some experience under the new law.

I guess what puzzles me a bit is that the people who are arguing
for a shorter sunset now were the ones that were arguing for a
longer sunset 4 years go.

Be that as it may, we have had almost 4 years of experience
under the PATRIOT Act. There has been no section of the 16 sec-
tions of the PATRIOT Act where law enforcement powers were ex-
panded that has been declared unconstitutional by a Federal court.
There also have been no lawsuits brought under the Frank amend-
ment that provides a civil remedy with statutory damages for
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Americans whose civil rights were violated under the PATRIOT
Act. And the Justice Department Inspector General has found no
civil rights violations under the PATRIOT Act, and he was given
that specific authority to investigate and reach those conclusions as
a part of those protections that this Committee wrote in the PA-
TRIOT Act in September and October 2001.

Having said that, let me say that what type of oversight is done
by any congressional Committee, this one or any of our other Com-
mittees, is entirely dependent upon the Committee’s attitude to-
ward oversight and specifically the attitude of the Chairman of the
Committee and the Chairmen of the Subcommittees toward over-
sight. I think people who have seen my performance here and prior
to that in the Science Committee realize that I am an oversight
hawk, and I have been as much of a hawk against an administra-
tion of my own party as Chairman of this Committee as I was over
NASA during the Clinton administration as Chairman of the
Science Committee. Oversight was one of the constitutional respon-
sibilities the Founders gave the Congress, and in my opinion we
should be doing more of it rather than less of it.

But chairmen come and chairmen go, and I am term limited as
Chairman, and 2 years from now there will be another person that
will be sitting in this chair that may have a different view toward
oversight.

The oversight that Mr. Conyers and I have done on the PA-
TRIOT Act have been as a result of Mr. Conyers and my insistence
that the oversight be vigorous and pointed. And we have had dif-
ferences with the Justice Department and specifically former Attor-
ney General Ashcroft to the point where I had to threaten to sub-
poena him in order for us to get information that this Committee
needed to have in the discharge of our oversight responsibilities. I
can say that in the last couple of years the responses from the Jus-
tice Department had been much better, and I comment them for
that.

But again, this is my philosophy and that of Mr. Conyers toward
oversight, and that may change as time goes on.

I support, reluctantly, the longer sunset provisions, and the rea-
son I do that is because it will force a review. But let me say, I
don’t think we should have different strokes for different folks, say-
ing that we should have a real short sunset on the PATRIOT Act
and a real long one on the Voting Rights Act. The principle is the
same. And I will support and introduce legislation for a very long
period of extension of the Voting Rights Act because I think that
the 25 years that was passed in 1982 worked very well.

Having a sunset as proposed by Mr. Lungren, in my opinion will
get the debate on the PATRIOT Act out of the political arena, and
believe me, it is in the political arena now. And having debate on
the PATRIOT Act being a part of a presidential election campaign
and then the new Congress immediately afterwards, this debate
has not been the best in terms of dealing with the actual issues of
the PATRIOT Act.

So I would ask the members of this Committee to vote against
the Scott amendment for the shorter sunset, for the Lungren
amendment for the longer sunset, and I would urge whomever suc-
ceeds me as Chairman of the Committee in January 2007 to be just
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as diligent in discharging oversight responsibilities as I believe Mr.
Conyers and I have been.

Mr. WATT. Mr. Chairman, could I ask for unanimous consent for
one additional minute and ask the Chairman to yield for a ques-
tion?

Chairman SENSENBRENNER. Without objection, the Chair is given
an additional minute. I yield to the gentleman from North Caro-
lina.

Mr. WATT. The Chairman made a statement about somebody,
some period of time ago when we were doing the original bill, op-
posing a shorter sunset. I wanted to make sure that we didn’t leave
the wrong impression here. I don’t have a recollection of that on
my part.

Chairman SENSENBRENNER. If I can reclaim——

Mr. WATT. Maybe you were referring to somebody else.

Chairman SENSENBRENNER. If I can reclaim my time, I can un-
derstand why he didn’t have a recollection on that because the final
sunset provisions were negotiated in the Speaker’s office, and it
was the then Democratic controlled Senate that wanted a real
short sunset, and it was Mr. Conyers and I who were present in
that meeting that wanted a longer one.

Mr. WATT. A longer one or a shorter one?

Chairman SENSENBRENNER. That was the difference between 3
years, 4 years and 5 years. We were for 5, they were for 3, and we
split the difference.

Mr. WATT. So it wasn’t as dramatic as we’re talking about here
today?

Ms. LOFGREN. Would the Chairman yield?

Chairman SENSENBRENNER. The Chair will ask unanimous con-
sent for an additional minute and yield to the gentlewoman from
California.

Ms. LOFGREN. I will not use an entire minute. I would just like
to note for the record that during the weekend drafting session on
the PATRIOT Act I recommended a 2-year statute of limitations,
and I thank the gentleman for yielding.

Chairman SENSENBRENNER. Duly noted.

Mr. DELAHUNT. Mr. Chairman?

Chairman SENSENBRENNER. My time has expired.

Mr. DELAHUNT. Mr. Chairman?

Chairman SENSENBRENNER. The gentleman from Massachusetts,
Mr. Delahunt.

Mr. DELAHUNT. I thank the Chairman. I would note that he
makes the observation that within the provisions of the PATRIOT
Act there appears to be no abuse that’s been discovered by the De-
partment of Justice. Now, one could opine that the sunset provision
itself serves in some way as deterrence to abuse because there will
be inevitably hearings to review the conduct. So I grant you the
fact that, at least as it relates to the provisions of the PATRIOT
Act, there does not appear to be any abuse that has been discov-
ered so far.

At the same time I think we have to recognize that the Inspector
General of the Department of Justice did find serious problems
with the detainees being held in New York, but I don’t want to di-
gress.
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And I applaud the Chairman for his aggressive oversight. I also
applaud the gentleman from California. I think this is a step in the
right direction. I want it as a matter of record, that my own opin-
ion is that 2 years is perfect, and I would go so far as to sunset
the entire PATRIOT Act, because as the Chairman has indicated,
Chairmans come, Chairmans go, minorities come, they change, and
majorities come and change. But there is a natural tension between
the branches that’s healthy in a democracy.

And what I found particularly revealing during the course of the
hearings that were conducted by Mr. Coble with your support, obvi-
ously, was that we received a level of cooperation and collaboration
from the Department of Justice that I have not experienced in my
previous 9 years of service on this Committee.

I think as much as it is about the PATRIOT Act, it is also about
the role of Congress in terms of the relationship with the Executive
and the Judiciary, and it provides us with leverage to encourage
cooperation and collaboration, because I know you, myself and
other members, and not just this particular Committee, have found
at times it extremely difficult to receive the kind of cooperation
that ought to be forthcoming from the Executive.

I'm reminded of serving on the Government Reform Committee
when there was a inquiry into the conduct of the Federal Bureau
of Investigation in Boston, and the Republican Chair of that Com-
mittee, Dan Burton, as you did, had to threaten the Attorney Gen-
eral of the United States with a contempt citation to secure co-
operation.

So I say to my colleagues on both sides—and by the way, this
is not a partisan issue, this is historic and is an institutional issue.
I don’t think we can sunset often enough, and I think if we chart
a different course in terms of the future, the sunset will serve the
Congress well despite who the Chairman is. And again, I would
compliment the Chair on being aggressive in terms of oversight,
and I would go so far as to say before you move on, I would com-
mend to you consideration of establishing within the Committee an
additional Subcommittee to deal specifically with the issue of over-
sight in investigations.

It’s been done under Chairman Hyde in the International Rela-
tions Committee, and I think it’s overdue and it’s needed.

With that I'll yield back.

Mr. ScotT. Would the gentleman yield?

Mr. DELAHUNT. I yield to the gentleman from Virginia.

Mr. ScotrT. Thank you. I thank the gentleman for yielding.

As the gentleman from Massachusetts is pointing out, whatever
success there has been with the PATRIOT Act I think is because
of the sunset, not in spite of the sunset. We’ve had problems with
the national security letters, reclassification or misclassification of
some cases of terrorists, racial profiling, as the Chairman has indi-
cated, we've had to threaten subpoenas, and clearly there’s been
more cooperation from the administration in those inquiries involv-
ing sections with a sunset than those involving sections without a
sunset. So I would hope that we would keep a sunset that would
at least require the next President of the United States to have
some time during his administration where he’ll have to respond
to questions.

Thank you.
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Chairman SENSENBRENNER. The gentleman’s time has expired.

The gentleman from Arizona, Mr. Flake.

Mr. FLAKE. I just want to say in Arizona we love sunsets. I par-
ticularly like sunsets of all Government programs, but in this case
I would thank the gentleman from California for offering this com-
promise, this 10-year sunset, and I think it’s appropriate and I
plan to support it.

With that I yield back.

Mr. NADLER. Mr. Chairman?

Chairman SENSENBRENNER. The gentleman from New York, Mr.
Nadler.

Mr. NADLER. Thank you, Mr. Chairman. Mr. Chairman, you
raised the question of comparing the sunset to the sunset of the
Voting Rights Act. I think there’s a difference and all sunsets are
not equivalent. This sunset is dealing with very sensitive, as I've
said before, as we’ve all said before, very sensitive powers that
we're giving Government that pose potential threats to the liberty
that we all hold dear.

Now, it’s easy to say there have been abuses, and maybe there
haven’t, although there’s still a lot of secrecy, and I wouldn’t agree
that there have been no abuses. But even if there hadn’t been,
doesn’t mean there won’t be next year under the next Chairman of
this Committee, under the next President, under the next Attorney
General.

Sunsets in this respect make us keep reviewing it, and that’s
fine. What is the danger of a sunset, that it makes us do a little
more work? So what? It keeps it front and center, and this kind
of thing ought to be kept front and center. The Voting Rights Act
imposes certain requirements on States to make sure that their
citizens get the rights they're entitled to. Should it sunset? Well,
maybe, because maybe those States now have changed and don’t
have to have a Federal imposition on them to guarantee those
rights. But worse comes to worst, so what again? They’re giving the
rights that ought to be given.

Here the sunset is to make sure that our citizens have liberty
and rights, and we ought to have a fairly frequent sunset. I com-
mend the gentleman from California for offering this amendment.
I wish it were for more than just these two sections, and there will
be amendments for sunsets for more sections before this markup
is over, but 10 years is too long.

Lots of things can happen in 10 years. Why shouldn’t the next
President have to be concerned about—a 4-year sunset means the
next President, not this one. Why shouldn’t the next President
have to be concerned about justifying retention of these police pow-
ers? We don’t know how long the war on terror is going to go on,
we don’t know how it’s going to be waged. We don’t know if abuses
are going to occur.

And a 4-year amendment, and if that amendment—and if that
fails, we'll offer an amendment for a 6-year sunset—at least keeps
our feet to the fire. That’s what this is about, keeping our feet to
the fire to keep our eye on the ball to protect the liberty of Amer-
ican citizens against possible abuses, and it’s nothing to say we're
not saying anything by this amendment or by trying to speed up
this amendment by the 4-year secondary amendment, to say that
the current Attorney General or the current President or the cur-
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rent Chairman of this Committee, or the current anybody, is doing
anything right or wrong. It’s simply saying that it’s a useful tool
to make sure that we focus on it more than once every 10 year, and
frankly, the liberties of Americans are worth focusing on a lot more
often than once every 10 years.

So I support the Scott secondary amendment, and I yield back.

Chairman SENSENBRENNER. The gentleman from Texas, Mr.
Smith.

Mr. SMITH. Mr. Chairman, I move to strike the last word.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. SmiTH. Mr. Chairman, I oppose the Scott amendment and I
expect to also oppose the underlying amendment, and I want to ex-
plain why.

It’s likely on the underlying amendment that I'm going to find
myself in the good company of many of my colleague on the other
side of the podium, though not necessarily for the same reason.
They feel that the 10-year period is too long. I happen to feel that
we don’t need sunsets at all for the reasons that have already been
stated by many others.

The PATRIOT Act has worked well. There have been no abuses.
And regardless of whether there are sunsets or not, I am sure that
the oversight will continue, and that can address any possible
abuses that might come up.

I'd also like to note, Mr. Chairman, that it seems to me that the
arguments made against the 3-year sunset could also be made
against the 10-year sunset. As I say, the PATRIOT Act has been
working well.

So I just wanted to state for the record that I am going to oppose
both the Scott amendment and the underlying amendment as well.

I'll yield back.

Mr. WEINER. Mr. Chairman?

Chairman SENSENBRENNER. The gentleman from New York, Mr.
Weiner.

Mr. WEINER. Thanks, Mr. Chairman. I have yet to really get an
understanding from the sponsor of the amendment—and frankly, I
don’t even—from the base amendment, and frankly from you, Mr.
Chairman, of what’s the harm of going to 2009? I think the Chair-
man deserves a great deal of credit for (A) inserting the sunset, but
also generally the way that we’ve taken on issues here.

I mean essentially what—I think in our Committee under your
leadership for the first time in a very long time we did a reauthor-
ization of the Justice Department, something that had gone on for
years without being reauthorized.

Frankly, what I would say that this is, is essentially a forced re-
authorization. I think it has been salutary to have the sunset pro-
visions in because it’s gotten people on both sides of the issue hav-
ing a discussion about it. It’s forced us to be at this point—I doubt
very much if there were not sunset provisions in the original we’d
be having hearings right now. And I think on both sides of the aisle
concerns have been expressed about how far reaching or whether
it was not far reaching enough.

I am puzzled by whether or not making it 2009 in any way weak-
ens our chances on the floor. That’s the only argument I’'ve heard
from the gentleman from California about why 2015 rather than
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2009, it strikes a so-called balance. Frankly, the concerns that have
been raised by opponents would be further assuaged by having a
shorter sunset, not a longer sunset, that if you believe that you’re
trying to get votes from people who are like myself, who are kind
of some parts of the bill we’ve got no problem with, some parts of
the bill we have serious problems with. There are people on the far
right and far left who expressed concerns.

If you truly want to give the tools to the Justice Department for
additional time, and you don’t want the bill to be defeated all to-
gether, a shorter sunset seems to be better way.

And also from the day-to-day practical prosecution of the law, I
find it hard to believe that any prosecutor would say or any crimi-
nal would say, well, here’s a decision I'm going to make because
we've got a sunset coming up in a few years. I don’t think any ter-
rorist is going to say, all right, I'm going to hold off a little longer
because we have a sunset coming up in 2009. So I'm in 2007 con-
templating a crime, but I'm going to wait because I think it’s going
to sunset.

I mean practically speaking, that’s not going to happen, and if
that makes them push off their plans for terrorism, then we should
have sunset every year because maybe they’ll just keep putting it
off and see if we don’t renew it.

I guess my simple question is—and it hasn’t been answered
here—is what’s the matter with a shorter sunset? How does it
harm anyone? Why does the Justice Department mind that much?
It’s not an indictment of them or it’s not ad argument that they've
done things poorly. What it is, is that the present sunset has been
a successful fulecrum, (A) to get this back before this Committee; (B)
to get a full discussion of it before the country.

You know you say that there haven’t been abuses. We've also
found out in a lot of cases there hasn’t been a great deal of use of
it. That’s something worth knowing as well that would have not
come out, would not have had the pressure to come out were it not
for a shorter sunset.

And with that, I yield the balance of my time to the gentleman
from Massachusetts.

Mr. DELAHUNT. I applaud the gentleman for his, I think, insight-
ful comments. I think we should be thinking about when this legis-
lation comes to the floor because there are concerns there, and only
has to remember some of the votes that we have witnessed that
have occurred on the Floor because people have legitimate con-
cerns.

And I dare say, this sunset, this sunset and the duration of the
sunset—and it should be expanded in my opinion—is something
that I think the majority of members of the House will find—will
welcome.

Just to support my earlier comments about oversight and the re-
lationship between the branches, someone just passed me a press
release from Senator Collins and Senator Lieberman dated June
14, who were speaking about the need for the administration to ful-
fill its obligations under the National Intelligence Reform and Ter-
rorist Prevention Act of 2004, and I'll submit this into the record.

Chairman SENSENBRENNER. Without objection.

[The press release was not available in time to be included in
this report.]
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Mr. DELAHUNT. They noted a series of reports, strategic plans
and preliminary actions whose deadlines have come and gone.
Among them, the National Transportation Strategy, the first step
towards streamlining the Federal security clearance process, a
number of port security strategic plans, aviation security staffing
standards, a baggage screening cost-sharing plan, three reports on
diplomatic initiatives to root out terrorists.

I dare say that if we do not have, as Mr. Weiner indicated, the
leverage, the fulcrum, you know, even if we mandate reports—it
would be interesting for me if both majority and minority staff
would review the reports mandated by the PATRIOT Act and other
antiterrorism statutes to see whether they’ve been filed.

Chairman SENSENBRENNER. The time of the gentleman from New
York has expired. The question is

Mr. ScHIFF. Mr. Chairman? Mr. Chairman, to your left.

Chairman SENSENBRENNER. The gentleman from California, Mr.
Schiff.

Mr. ScHIFF. I wouldn’t need to make it quick if—well, anyway.

Thank you, Mr. Chairman. Move to strike the last word.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. ScHIFF. I want to join in support of the secondary amend-
ment, and the reason I wanted to be recognized on this—I know
many others have spoken already, but I frankly think this is prob-
ably the most important amendment we’re going to have today, and
indeed I think one of the most important provisions that we in the
original PATRIOT bill was the sunset provision that the Chairman
insisted upon. And at the time I strongly supported a 2-year sun-
set, even a shorter leash.

My concern with that sunset being 4 years originally was that
it might take us 4 years before the Committee, as a Committee,
really did the kind of vigilant oversight that we should do. The PA-
TRIOT bill was basically a bargain. It said we will give law en-
for%ement greater power, and in exchange we will do greater over-
sight.

I think many of the powers of the PATRIOT bill needed to be
conveyed to keep pace with changes in technology and changes in
the way that terrorists operated. But much as I was concerned, I
think that with the 4-year sunset the Committee as a Committee
did not do oversight until 3%2 years into the sunset. And I appre-
ciate what the Chairman did with the Ranking Member individ-
ually, but the Committee as a Committee, in terms of holding hear-
ings, having witnesses, and giving each of the members a chance
to participate in the oversight really didn’t happen till 3, 3% years
into the life of the PATRIOT bill.

And I'm afraid that if we extend this by 10 years, it will be 9%
years before we go through this exercise again, and that’s just too
long. It’s not just a function of the Chairman not being the Chair-
man. Most of the members of this Committee will no longer be on
the Committee. Heck, most of the members of this Committee will
probably no longer be in the Congress who were present when the
bill passed and are present today.

To put things in context, my colleague from New York, Mr.
Weiner, he’ll be finishing his second term as mayor of New York
when this comes up again. [Laughter.]
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My 3-year-old will be a teenager, and I'm not ready for that.
[Laughter.]

I'm not ready for either of those things. [Laughter.]

No, I am ready for Anthony to be mayor.

We reauthorize departments with great frequency. We reauthor-
ize our transportation bill every 6 years. There’s little risk, unless
there are great abuses, that if we sunsetted this bill in another 4
years, that it wouldn’t be re-extended in 4 years. I don’t expect
there will be abuse of the bill or dramatic abuse of the bill, and
I would expect that with a 4-year sunset, the worst that will hap-
pen is that we’ll be back here in 3% years, and I would hope soon-
er, to be looking at some of these provisions again.

So the downside—I can’t even find the upside—in that it compels
us as a Committee to do the oversight that we should be doing, I
think, is substantial. And probably a more realistic sunset date
would be the single greatest step that could be taken by the major-
ity to outreach to the minority to have a reauthorization that en-
joys very broad bipartisan support.

With that, Mr. Chairman, I yield back.

Chairman SENSENBRENNER. The question is on the Scott second
degree amendment to the Lungren amendment. Those in favor will
say aye? Opposed, no?

The noes appear to have it.

Mr. CONYERS. A record vote.

Chairman SENSENBRENNER. Record vote is requested and will be
ordered. Those in favor of the Scott amendment to the Lungren
amendment will, as your names are called, answer aye; those op-
posed, no. The clerk will call the roll.

The CLERK. Mr. Hyde?

[No response.]

The CLERK. Mr. Coble?

Mr. COBLE. No.

The CLERK. Mr. Coble, no. Mr. Smith?

Mr. SMITH. No.

The CLERK. Mr. Smith, no. Mr. Gallegly?

Mr. GALLEGLY. No.

The CLERK. Mr. Gallegly, no. Mr. Goodlatte?

Mr. GOODLATTE. No.

The CLERK. Mr. Goodlatte, no. Mr. Chabot?

Mr. CHABOT. No.

The CLERK. Mr. Chabot, no. Mr. Lungren?

Mr. LUNGREN. No.

The CLERK. Mr. Lungren, no. Mr. Jenkins?

Mr. JENKINS. No.

The CLERK. Mr. Jenkins, no. Mr. Cannon?

Mr. CANNON. No.

The CLERK. Mr. Cannon, no. Mr. Bachus?

[No response.]

The CLERK. Mr. Inglis?

[No response.]

The CLERK. Mr. Hostettler?

Mr. HOSTETTLER. No.

The CLERK. Mr. Hostettler, no. Mr. Green?

Mr. GREEN. No.

The CLERK. Mr. Green, no. Mr. Keller?
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Mr. KELLER. No.

The CLERK. Mr. Keller, no. Mr. Issa?

Mr. IssA. No.

The CLERK. Mr. Issa, no. Mr. Flake?

Mr. FLAKE. No.

The CLERK. Mr. Flake, no. Mr. Pence?

Mr. PENCE. No.

The CLERK. Mr. Pence, no. Mr. Forbes?

Mr. FORBES. No.

The CLERK. Mr. Forbes, no. Mr. King?

Mr. KING. No.

The CLERK. Mr. King, no. Mr. Feeney?

Mr. FEENEY. No.

The CLERK. Mr. Feeney, no. Mr. Franks?
Mr. FRANKS. No.

The CLERK. Mr. Franks, no. Mr. Gohmert?
Mr. GOHMERT. No.

The CLERK. Mr. Gohmert, no. Mr. Conyers?
Mr. CONYERS. Aye.

The CLERK. Mr. Conyers, aye. Mr. Berman?
Mr. BERMAN. Aye.

The CLERK. Mr. Berman, aye. Mr. Boucher?
[No response.]

The CLERK. Mr. Nadler?

Mr. NADLER. Aye.

The CLERK. Mr. Nadler, aye. Mr. Scott?

Mr. ScoTtT. Aye.

The CLERK. Mr. Scott, aye. Mr. Watt?

Mr. WATT. Aye.

The CLERK. Mr. Watt, aye. Ms. Lofgren?
Ms. LOFGREN. Aye.

The CLERK. Ms. Lofgren, aye. Ms. Jackson Lee?
[No response.]

The CLERK. Ms. Waters?

Ms. WATERS. Aye.

The CLERK. Ms. Waters, aye. Mr. Meehan?
Mr. MEEHAN. Aye.

The CLERK. Mr. Meehan, aye. Mr. Delahunt?
Mr. DELAHUNT. Aye.

The CLERK. Mr. Delahunt, aye. Mr. Wexler?
Mr. WEXLER. Aye.

The CLERK. Mr. Wexler, aye. Mr. Weiner?
Mr. WEINER. Aye.

The CLERK. Mr. Weiner, aye. Mr. Schiff?
Mr. SCHIFF. Aye.

The CLERK. Mr. Schiff, aye. Ms. Sanchez?
Ms. SANCHEZ. Aye.

The CLERK. Ms. Sanchez, aye. Mr. Van Hollen?
Mr. VAN HOLLEN. Aye.

The CLERK. Mr. Van Hollen, aye. Ms. Wasserman Schultz?
Ms. WASSERMAN SCHULTZ. Aye.

The CLERK. Ms. Wasserman Schultz, aye. Mr. Chairman?
Chairman SENSENBRENNER. No.

The CLERK. Mr. Chairman, no.
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Chairman SENSENBRENNER. Further members who wish to cast
or change their vote? The gentleman from South Carolina, Mr. Ing-
lis?

Mr. INGLIS. No.

The CLERK. Mr. Inglis, no.

Chairman SENSENBRENNER. There are no further members who
wish to cast or change their vote. The clerk will report.

The CLERK. Mr. Chairman, there are 15 ayes and 21 noes.

Chairman SENSENBRENNER. And the amendment is not agreed
to.

The question

Mr. NADLER. Mr. Chairman?

Chairman SENSENBRENNER. For what purpose does the gen-
tleman from New York seek recognition?

Mr. NADLER. Mr. Chairman, I have a secondary amendment at
the desk.

Chairman SENSENBRENNER. The clerk will report the amend-
ment.

The CLERK. Mr. Chairman, I have two amendments at the desk.

Mr. NADLER. The 2011.

Chairman SENSENBRENNER. The clerk will report the amend-
ment.

The CLERK. Second degree amendment to the Lungren amend-
ment to H.R. 3199, offered by Mr. Nadler. Strike “2015” and insert
“2011.”

[The amendment of Mr. Nadler follows:]

e

An Amendment to the Lungren Amendment to H.R. 3199
Offered by Mr. Nadler

Strike “2015" and insert “2011"

Chairman SENSENBRENNER. The chair is prepared to declare the
Committee in recess until 2 o’clock, at which time, Mr. Nadler will
be recognized for 5 minutes to explain his amendment. Members
will please be prompt.

The Committee is in recess.

[Whereupon, the Committee was recessed from 12:27 p.m. to 2:07
p-m.]

Chairman SENSENBRENNER. A working quorum is present.

When the Committee recessed for lunch, pending was an amend-
ment offered by the gentleman from California, Mr. Lungren, to
which a second degree amendment by the gentleman from New
York, Mr. Nadler, had been offered. We will now resume consider-
ation of the Nadler second degree amendment, and the gentleman
from New York, Mr. Nadler, is recognized for 5 minutes.

Mr. NADLER. Thank you. Thank you, Mr. Chairman.

Mr. Chairman, this amendment, this secondary amendment
doesn’t need too much discussion. Most of the discussion I think we
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can just read into the record, the discussion on the last secondary
amendment for the 4-year extension. This simply says instead of a
10-year extension, as Mr. Lungren would have it—sunset, rather—
it should be a 6-year sunset.

Before we broke, we had discussion on Mr. Scott’s amendment
for a 4-year sunset, and the majority thought that that was too
fast, that 10 years was a better idea. I am compromising at 6
years.

Now, one objection—and frankly, again, just to be brief, when
you are dealing with liberty and with giving Government more
power, then I think 10 years is just too long. Now, it had been ex-
pressed that maybe if a 4-year extension was too short and, among
other reasons, that would come into effect in 2009, it would put it
into the next presidential election—well, this would not. This
would be 2011. It would be the third year of the next presidential
term. It doesn’t get mixed up in party politics in the 2008 election.

And again, if we think these things should be sunsetted—and I
certainly agree they should be—a 6-year sunset is reasonable. Over
6 years we can see what happens. And to require Congress to look
at things every 6 years, things that potentially threaten people’s
liberties, albeit maybe we have to do it because of terrorism, is not
too often to do. So I think 6 years is a reasonable amount of time,
and I offer the secondary amendment to what I regard as a good
amendment by Mr. Lungren.

I yield back.

Chairman SENSENBRENNER. The chair recognizes himself for 5
minutes in opposition to the amendment.

I rise in opposition to the amendment. The gentleman from New
York had it half right. He was right when he said that all of the
arguments that were made in favor of the Scott amendment ap-
plied to his amendment. What he omitted is that all of the argu-
ments made against the Scott amendment also apply to this
amendment. And since the Scott amendment was rejected, I think
we ought to reject this

Mr. NADLER. Would the gentleman yield for a second?

Chairman SENSENBRENNER. Absolutely.

Mr. NADLER. All the arguments but one, as I pointed out. One
of the arguments against the Scott amendment was that it would
put it into the 2008 presidential election because it would sunset
in 2009. This does not do that. This would sunset in 2011, the third
year of a presidential term, and that argument

Chairman SENSENBRENNER. And reclaiming my time

Mr. NADLER.—is inapplicable.

Chairman SENSENBRENNER. Reclaiming my time, 2015 is the
third year of a presidential term, too. And I yield back the balance
of my time.

The question is on agreeing to the Nadler second degree amend-
ment to the Lungren amendment. Those in favor will say aye? Op-
posed, no?

The noes appear to have it.

rollcall will be ordered. Those in favor of the Nadler amendment
to the Lungren amendment will, as your names are called, answer
aye; those opposed, no. And the clerk will call the roll.

The CLERK. Mr. Hyde?

[No response.]
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The CLERK. Mr. Coble?

Mr. COBLE. No.

The CLERK. Mr. Coble, no. Mr. Smith?
Mr. SMITH. No.

The CLERK. Mr. Smith, no. Mr. Gallegly?
[No response.]

The CLERK. Mr. Goodlatte?

[No response.]

The CLERK. Mr. Chabot?

Mr. CHABOT. No.

The CLERK. Mr. Chabot, no. Mr. Lungren?
Mr. LUNGREN. No.

The CLERK. Mr. Lungren, no. Mr. Jenkins?
Mr. JENKINS. No.

The CLERK. Mr. Jenkins, no. Mr. Cannon?
Mr. CANNON. No.

The CLERK. Mr. Cannon, no. Mr. Bachus?
[No response.]

The CLERK. Mr. Inglis?

Mr. INGLIS. No.

The CLERK. Mr. Inglis, no. Mr. Hostettler?
Mr. HOSTETTLER. No.

The CLERK. Mr. Hostettler, no. Mr. Green?
Mr. GREEN. Pass.

The CLERK. Mr. Green, pass. Mr. Keller?
[No response.]

The CLERK. Mr. Issa?

Mr. IssA. No.

The CLERK. Mr. Issa, no. Mr. Flake?

[No response.]

The CLERK. Mr. Pence?

[No response.]

The CLERK. Mr. Forbes?

Mr. FORBES. No.

The CLERK. Mr. Forbes, no. Mr. King?
Mr. KiNG. No.

The CLERK. Mr. King, no. Mr. Feeney?
Mr. FEENEY. No.

The CLERK. Mr. Feeney, no. Mr. Franks?
[No response.]

The CLERK. Mr. Gohmert?

[No response.]

The CLERK. Mr. Conyers?

Mr. CONYERS. Aye.

The CLERK. Mr. Conyers, aye. Mr. Berman?
[No response.]

The CLERK. Mr. Boucher?

[No response.]

The CLERK. Mr. Nadler?

Mr. NADLER. Aye.

The CLERK. Mr. Nadler, aye. Mr. Scott?
Mr. ScoTtT. Aye.

The CLERK. Mr. Scott, aye. Mr. Watt?

Mr. WATT. Aye.

The CLERK. Mr. Watt, aye. Ms. Lofgren?
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[No response.]

The CLERK. Ms. Jackson Lee?

[No response.]

The CLERK. Ms. Waters?

[No response.]

The CLERK. Mr. Meehan?

Mr. MEEHAN. Aye.

The CLERK. Mr. Meehan, aye. Mr. Delahunt?

Mr. DELAHUNT. Aye.

The CLERK. Mr. Delahunt, aye. Mr. Wexler?

[No response.]

The CLERK. Mr. Weiner?

[No response.]

The CLERK. Mr. Schiff?

Mr. SCHIFF. Aye.

The CLERK. Mr. Schiff, aye. Ms. Sanchez?

Ms. SANCHEZ. Aye.

The CLERK. Ms. Sanchez, aye. Mr. Van Hollen?

[No response.]

The CLERK. Ms. Wasserman Schultz?

[No response.]

The CLERK. Mr. Chairman?

Chairman SENSENBRENNER. No.

The CLERK. Mr. Chairman, no.

Chairman SENSENBRENNER. Members who wish to cast or change
their vote? The gentleman from Illinois, Mr. Hyde?

Mr. HYDE. No.

The CLERK. Mr. Hyde, no.

Chairman SENSENBRENNER. The gentleman from California, Mr.
Gallegly?

Mr. GALLEGLY. No.

The CLERK. Mr. Gallegly, no.

Chairman SENSENBRENNER. The gentleman from Virginia, Mr.
Goodlatte?

Mr. GOODLATTE. No.

The CLERK. Mr. Goodlatte, no.

Chairman SENSENBRENNER. The gentleman from Texas, Mr.
Gohmert?

Mr. GOHMERT. No.

The CLERK. Mr. Gohmert, no.

Chairman SENSENBRENNER. The gentleman from Wisconsin, Mr.
Green?

Mr. GREEN. No.

The CLERK. Mr. Green, no.

Chairman SENSENBRENNER. Further members in the chamber
who wish—The gentleman from Virginia, Mr. Boucher.

Mr. BOUCHER. Aye.

The CLERK. Mr. Boucher, aye.

Chairman SENSENBRENNER. Further members who wish to cast
or change their vote? If not, the clerk will report.

The CLERK. Mr. Chairman, there are 9 ayes and 18 noes.

Chairman SENSENBRENNER. And the second degree amendment
is not agreed to.

The question is on

Mr. ScorT. Mr. Chairman?




175

Chairman SENSENBRENNER. The gentleman from Virginia, Mr.
Scott, for what purpose do you seek recognition?

Mr. Scorr. Mr. Chairman, I have a unanimous consent request
for a Scott-Lungren amendment.

Chairman SENSENBRENNER. The gentleman will state the re-
quest.

Mr. ScoTT. The amendment reads that the provisions shall cease
to have effect on December 31, 2005—excuse me, 2015. The amend-
ment would be to insert language “and after,” so it would read,
“would cease to have effect on and after December 31, 2015.”

Chairman SENSENBRENNER. Without objection, the modification
to the amendment is agreed to. Hearing none, so ordered.

The question now occurs on the Lungren amendment as modi-
fied. Those in favor will say aye? Opposed, no?

The ayes appear to have it.

Mr. ScHIFF. Mr. Chairman?

Chairman SENSENBRENNER. Does the gentleman from California
wish to ask for a rollcall?

Mr. ScHIFF. No. I just had an amendment at the desk.

Chairman SENSENBRENNER. The other gentleman from California
asked for a rollcall. rollcall will be ordered.

Those in favor of the Lungren amendment as modified will, as
your names are called, answer aye; those opposed, no. And the
clerk will call the roll.

The CLERK. Mr. Hyde?

Mr. HYDE. Aye.

The CLERK. Mr. Hyde, aye. Mr. Coble?

Mr. COBLE. Aye.

The CLERK. Mr. Coble, aye. Mr. Smith?

Mr. SMITH. No.

The CLERK. Mr. Smith, no. Mr. Gallegly?

Mr. GALLEGLY. Aye.

The CLERK. Mr. Gallegly, aye. Mr. Goodlatte?

[No response.]

The CLERK. Mr. Chabot?

Mr. CHABOT. Aye.

The CLERK. Mr. Chabot, aye. Mr. Lungren?

Mr. LUNGREN. Aye.

The CLERK. Mr. Lungren, aye. Mr. Jenkins?

Mr. JENKINS. Aye.

The CLERK. Mr. Jenkins, aye. Mr. Cannon?

Mr. CANNON. Aye.

The CLERK. Mr. Cannon, aye. Mr. Bachus?

[No response.]

The CLERK. Mr. Inglis?

Mr. INGLIS. Aye.

The CLERK. Mr. Inglis, aye. Mr. Hostettler?

[No response.]

The CLERK. Mr. Green?

Mr. GREEN. Aye.

The CLERK. Mr. Green, aye. Mr. Keller?

[No response.]

The CLERK. Mr. Issa?

Mr. IssA. Aye.

The CLERK. Mr. Issa, aye. Mr. Flake?
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[No response.]

The CLERK. Mr. Pence?

[No response.]

The CLERK. Mr. Forbes?

Mr. FORBES. Aye.

The CLERK. Mr. Forbes, aye. Mr. King?

Mr. KING. Aye.

The CLERK. Mr. King, aye. Mr. Feeney?

Mr. FEENEY. Aye.

The CLERK. Mr. Feeney, aye. Mr. Franks?

[No response.]

The CLERK. Mr. Gohmert?

Mr. GOHMERT. Aye.

The CLERK. Mr. Gohmert, aye. Mr. Conyers?

Mr. CONYERS. No.

The CLERK. Mr. Conyers, no. Mr. Berman?

[No response.]

The CLERK. Mr. Boucher?

Mr. BOUCHER. Aye.

The CLERK. Mr. Boucher, aye. Mr. Nadler?

Mr. NADLER. Aye.

The CLERK. Mr. Nadler, aye. Mr. Scott?

Mr. ScoTtT. Aye.

The CLERK. Mr. Scott, aye. Mr. Watt?

Mr. WATT. Aye.

The CLERK. Mr. Watt, aye. Ms. Lofgren?

[No response.]

The CLERK. Ms. Jackson Lee?

[No response.]

The CLERK. Ms. Waters?

[No response.]

The CLERK. Mr. Meehan?

Mr. MEEHAN. Aye.

The CLERK. Mr. Meehan, aye. Mr. Delahunt?

Mr. DELAHUNT. Aye.

The CLERK. Mr. Delahunt, aye. Mr. Wexler?

[No response.]

The CLERK. Mr. Weiner?

[No response.]

The CLERK. Mr. Schiff?

Mr. SCHIFF. Aye.

The CLERK. Mr. Schiff, aye. Ms. Sanchez?

Ms. SANCHEZ. Aye.

The CLERK. Ms. Sanchez, aye. Mr. Van Hollen?

Mr. VAN HOLLEN. Aye.

The CLERK. Mr. Van Hollen, aye. Ms. Wasserman Schultz?

[No response.]

The CLERK. Mr. Chairman?

Chairman SENSENBRENNER. Aye.

The CLERK. Mr. Chairman, aye.

Chairman SENSENBRENNER. The gentleman from Virginia, Mr.
Goodlatte?

Mr. GOODLATTE. Aye.

The CLERK. Mr. Goodlatte, aye.
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Chairman SENSENBRENNER. Further members in the chamber
who wish to cast or change—Yes, the gentleman from Arizona, Mr.
Flake?

Mr. FLAKE. Aye.

The CLERK. Mr. Flake, aye.

Chairman SENSENBRENNER. Further members in the chamber
who wish to cast or change their votes? If not, the clerk will report.

The CLERK. Mr. Chairman, there are 26 ayes and 2 noes.

Chairman SENSENBRENNER. And the amendment is agreed to.

Are there further amendments?

The gentleman from California, Mr. Schiff.

Mr. ScHIFF. Mr. Chairman, I know my colleague from New York
has a burning sunset amendment. I would ask to be recognized
after one of my colleagues, after Mr. Nadler.

Chairman SENSENBRENNER. The chair is trying to share the
wealth, but if this is not the time for the gentleman from California
to partake of the wealth, for what purpose does the gentleman from
New York seek recognition?

Mr. NADLER. Thank you, Mr. Chairman. I appreciate the forbear-
ance of the gentleman from California.

Mr. Chairman, I do think—I have an amendment at the desk.

Chairman SENSENBRENNER. The clerk will report the amend-
ment.

The CLERK. Mr. Chairman, I have three Mr. Nadler amend-
ments.

Mr. NADLER. It says “strike section 3.” This is the one by Mr.
Nadler and Mrs. Lofgren.

The CLERK. Amendment to H.R. 3199, offered by Mr. Nadler and
Ms. Lofgren. Strike section 3 and insert the following: Security. 3.
Sunset. Section 224 of the USA PATRIOT ACT is amended by—(1)
Inserting “206” in section (a) after “205,”; (2) Inserting “215” in sec-
tion (a) before “216,”; and (3) Striking “2005” and inserting “2015.”

The amendment of Mr. Nadler follows:]
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Amendment to HR.
Offered by Mr. Nadler and Mrs. Lofgrer’

Strike section 3 and insert the following:

Sec. 3. SUNSET.
Section 224 of the USA PATRIOT ACT is amended by -
(1) Inserting “206” 1n section (a) after “205,”;

(2) Inserting “215” in section (a) before “216,”; and _
(3) Striking “2005” and inserting “2015”.
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Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. NADLER. Thank you, Mr. Chairman.

Mr. Chairman, this amendment, which is short, is not quite self-
explanatory. What it does is extend the 10-year sunset, which we
have just adopted for two sections, to the other 14 sections that are
currently sunsetted under the law and that under the bill in chief
would be permanent. This simply says that all the reasons for the
sunsets that we just passed for 10 years for the two existing sec-
tions, for these two sections, we should do for the other 14 sections
that do sunset now, and instead of permanentizing them, we
should sunset them after 10 years.

So I take from Mr. Lungren the 10 years and we should—all the
same reasons why the two sections that we just did should be
sunsetted in 10 years apply to these sections, too. They are exten-
sions of various powers. We are to review them. This includes Sec-
tion 201, Authority to Intercept Wire or Electronic Communications
Relating to Terrorism; 202, Wiretaps Relating to Computer Fraud
and Abuse Offenses; Section 203, Authority to Share Electronic,
Wire, and Oral Interception Information with Foreign Intelligence
Operations; Duration of FISA Surveillance of Non-USA Persons;
Seizure of VoiceMail Messages Pursuant to Warrants; Pen Register
and Trap and Trace; Interception of Computer Trespass Commu-
nications; and so forth.

All of these are basically new powers granted by the PATRIOT
Act. All of them were sunsetted now; all of them, I think, should
be sunsetted in 10 years for the same reasons.

And I urge the adoption of this amendment, and I yield back.

Ms. LOFGREN. Would the gentleman yield?

Mr. NADLER. Oh, yes. I do not yield back, I yield to the
gentlelady from California.

Ms. LOFGREN. I will be very quick. As the cosponsor of the
amendment, I won’t repeat what Mr. Nadler said, but I would
merely note that some of the provisions that would be covered by
the amendment really are provisions that relate to technology. And
it is important both for civil liberties, but also from the techno-
logical point of view, that we have a schedule for reviewing those
issues. Because the technology, I guarantee you, will change, and
if we don’t have a set time for us to review those changes, we may
end up with a consequence that we never intended. And I think
that is an additional reason to support the amendment.

I thank the gentleman for yielding, and yield back.

Chairman SENSENBRENNER. Does the gentleman from New York
yield back?

Mr. NADLER. Yes, I do.

Chairman SENSENBRENNER. The gentleman from California, Mr.
Issa?

Mr. IssAa. Thank you, Mr. Chairman. I rise in opposition to the
amendment.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. IssA. Mr. Chairman, I know this is well-intentioned, but I
would like to point out to all of my colleagues that when we did
this, the PATRIOT Act, initially, one of the reasons for the sunsets
was this was new. And we wanted the 4 years in which to observe
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what happened. We have had not only the 4 years but countless
hearings. We have looked at this in detail. Mr. Lungren, appro-
priately, looked and said although there has been no misconduct,
he would like to, and we have now passed an amendment to hold
open a little bit longer, or a lot longer period on two provisions.

But I think that we fail to do our job as a Committee if we sim-
ply punt and say, well, we are going to keep it all open. And I
would suggest that, if we are going to do that, then let us simply
amend I think it is Section 28, and, you know, we could do every-
thing. We could sunset the entire Homeland Security, for that mat-
ter, every 10 years.

I think there is a point of, if we work together diligently—and
I promised my office to work together just as I have seen the
Chairman’s office working—to make sure that we have, if we have
concerns, we have areas both here and, potentially, on the floor,
that we reach those amendments on a bipartisan basis so that we
can make sure that we don’t need to simply leave something unan-
swered and hope for the best for the next 10 years.

I would ask my colleagues, at a minimum after this amendment,
to delay any further amendments on sunsetting in favor of let’s get
to substantive changes that might be appropriate so that we can
not have sunsetting, but rather have a law which we are confident
will last for the entire decades to come.

Mr. NADLER. Would the gentleman yield?

Mr. IssA. I would yield.

Mr. NADLER. Thank you. Now, this is, as far as I know, the last
amendment on sunsetting. But I would point out that nothing in
sunsetting—we don’t hold it open for 10 years. That is not correct.
The law is the law. This makes us come back and review it in 10
years. And certainly nothing that says review it in 10 years pre-
cludes our reviewing it in 10 minutes or 10 months or next year,
as we ought to on a continuing basis.

But at the minimum, since these are police powers that have to
balance carefully, we ought to at least make sure that our succes-
sors—or us, if we are still here

Mr. IssA. I appreciate the gentleman from New York. And I
would reclaim and yield the balance of my time to the gentleman
from Texas.

Mr. SMITH. I thank the gentleman from California for yielding.

Mr. Chairman, I, too, oppose this amendment, which applies to
all 16 of the sunsetted provisions of the PATRIOT Act. The PA-
TRIOT Act was a long overdue measure aimed at first closing gap-
ing holes in the Government’s ability to collect vital intelligence in-
formation on the global terrorist network, and second, protecting
Americans from another attack. It was supported overwhelmingly
by the American people and passed by a margin of 98-1 in the Sen-
ate and 347-66 in the House.

Even the ACLU said, in a recent press release, that “most of the
voluminous PATRIOT Act is actually unobjectionable from a civil
liberties point of view” and that “the law makes important changes
that give law enforcement agents the tools they need to protect
against terrorist attacks.”

In order to make sure that we did not overreact to the September
11 murder of over 3,000 innocent Americans by enacting legislation
that went too far, we placed sunsets on some PATRIOT Act provi-
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sions. Nearly 4 years later, successes in terrorist investigations
show not only that the PATRIOT Act was the right way to go, but
also that the sunsets were not necessary. There has not been even
one substantiated abuse of power under the PATRIOT Act, but
there have been terrorist prosecutions. The sunsets should not be
reinstated across the board.

The information sharing powers created by Section 218, for ex-
ample, which would be sunsetted again by this amendment, were
instrumental in disrupting terrorist cells in New York, Oregon,
Florida, and Virginia, and in prosecuting a number of individuals
tied to terrorist organizations.

The Section 212 power to authorize electronic communications
service providers to disclose records to the Government if there is
the threat of death or serious injury, which would be sunsetted
again under this amendment, allowed investigators to prevent the
bombing of a high school and allowed investigators in Texas to ap-
prehend an individual who threatened to attack a mosque.

This amendment would have a chilling effect on current and fu-
ture investigations because of the uncertainty a sunset places on
the direction of an investigation. If investigators believe that they
may no longer have the ability to share information, obtain roving
wiretaps, or obtain certain business records, they may hesitate to
pursue the investigation.

Mr. Chairman, sunsets may have had a proper place when they
were enacted at the beginning of this landmark legislation in the
aftermath of September 11th, but since then the effectiveness of
the PATRIOT Act has been proved many times over. There should
be no sunsetting of all these provisions or any sunsetting of our
willingness or ability to keep America safe.

I yield back the balance of my time.

Chairman SENSENBRENNER. The gentleman’s time has expired.

The question is on——

Mr. Scort. Mr. Chairman?

Chairman SENSENBRENNER. The gentleman from Virginia, Mr.
Scott.

Mr. ScotT. Move to strike the last word.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. ScorT. Mr. Chairman, I agree that most of the, or at least
a lot of the PATRIOT Act is in fact good law. In fact, this Com-
mittee reported a version of the PATRIOT Act unanimously. And
so we felt that a lot of it could have been passed without a lot of
controversy. People have said that it has worked okay. There have
been misclassifications of terrorism cases and there have been
problems, so when the suggestion is made that there are no prob-
lems, I don’t want that comment to go without controversy. We
have seen, because we have had the sunsets, we have had much
better cooperation from the administration because of the sunsets.
The Chairman has indicated that we had to threaten a subpoena
to get the cooperation, at least on some issues, from the Attorney
General.

And I would hope that we would adopt this. I think 10 years is
too long, but we have already had that debate. So long as we find
on reauthorization, when it comes up for reauthorization, that it is
worked, there won’t be any problem reauthorizing it. It just en-
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sures it will have oversight. So I would hope that we would adopt
the amendment, and I yield

Mr. CoNYERS. Would the gentleman from Virginia yield?

Mr. Scort. I will yield.

Mr. CoNYERS. Well, I want to agree with you, because the origi-
nal PATRIOT Act that was unanimously voted out had 2-year sun-
set provisions. Two years, not four, and certainly not 10. And so I
would like to remind the Committee that our collective work prod-
uct was far more carefully tailored than now.

And I couldn’t agree with you more. You know, a member mak-
ing a statement that there are no PATRIOT Act violations does
not, unfortunately, turn it into gospel. That is just one person’s
view. We are putting together a paper here that shows that there
were dozens and dozens of violations that have come to our atten-
tion, and probably others that we haven’t found out about yet.

Mr. Scorr. Thank you very much. And reclaiming my time, I
yield to the gentleman from New York.

Mr. NADLER. Thank you. I thank the gentleman for yielding.

I just want to add that, you know, as was said a moment ago,
much of the Patriot—and the ACLU said much of the PATRIOT
Act is unobjectionable and is fine and uncontroversial and no one
objects to it. But parts of the PATRIOT Act, especially the parts
that were sunsetted, get very expanded and perhaps, in some
hands and in some times and in some places, dangerous powers to
police authorities. They may not have been misused; they may have
been misused. Who knows in the future? They may be very nec-
essary in the war on terrorism for now, maybe for the future. But
the one thing that sunsetting says is that we should not get too
comfortable with expanded police powers in this country. We
should be nervous about expanded police powers in this country,
because they threaten liberty. They may be necessary in an age of
terrorism, but we should be nervous about them, we should be
grudging about them, and we should review them. And all the sun-
set provision says is review those expanded police powers in 10
years. It is worth the extra time for this Committee to protect lib-
erty.

Thank you. I yield back.

Chairman SENSENBRENNER. The question is on the amendment
offered by the gentleman from New York, Mr. Nadler, and the gen-
tlewoman from California, Ms. Lofgren.

Those in favor will say aye? Opposed, no?

The noes appear to have it. The noes have it, and the amend-
ment is not agreed to.

Are there further amendments?

Mr. NADLER. rollcall.

Chairman SENSENBRENNER. The gentleman from New York asks
for a rollcall. Those in favor of the Nadler-Lofgren amendment will,
as your names are called, answer aye; those opposed, no. And the
clerk will call the roll.

The CLERK. Mr. Hyde?

Mr. HYDE. No.

The CLERK. Mr. Hyde, no. Mr. Coble?

Mr. CoBLE. No.

The CLERK. Mr. Coble, no. Mr. Smith?

Mr. SMITH. No.




183

The CLERK. Mr. Smith, no. Mr. Gallegly?
Mr. GALLEGLY. No.

The CLERK. Mr. Gallegly, no. Mr. Goodlatte?
[No response.]

The CLERK. Mr. Chabot?

[No response.]

The CLERK. Mr. Lungren?

Mr. LUNGREN. No.

The CLERK. Mr. Lungren, no. Mr. Jenkins?
Mr. JENKINS. No.

The CLERK. Mr. Jenkins, no. Mr. Cannon?
Mr. CANNON. No.

The CLERK. Mr. Cannon, no. Mr. Bachus?
[No response.]

The CLERK. Mr. Inglis?

Mr. INGLIS. No.

The CLERK. Mr. Inglis, no. Mr. Hostettler?
Mr. HOSTETTLER. No.

The CLERK. Mr. Hostettler, no. Mr. Green?
Mr. GREEN. No.

The CLERK. Mr. Green, no. Mr. Keller?
Mr. KELLER. No.

The CLERK. Mr. Keller, no. Mr. Issa?

Mr. IssA. No.

The CLERK. Mr. Issa, no. Mr. Flake?

Mr. FLAKE. No.

The CLERK. Mr. Flake, no. Mr. Pence?

Mr. PENCE. No.

The CLERK. Mr. Pence, no. Mr. Forbes?
Mr. FORBES. No.

The CLERK. Mr. Forbes, no. Mr. King?

Mr. KING. No.

The CLERK. Mr. King, no. Mr. Feeney?

Mr. FEENEY. No.

The CLERK. Mr. Feeney, no. Mr. Franks?
Mr. FRANKS. No.

The CLERK. Mr. Franks, no. Mr. Gohmert?
Mr. GOHMERT. No.

The CLERK. Mr. Gohmert, no. Mr. Conyers?
Mr. CONYERS. Aye.

The CLERK. Mr. Conyers, aye. Mr. Berman?
Mr. BERMAN. Aye.

The CLERK. Mr. Berman, aye. Mr. Boucher?
[No response.]

The CLERK. Mr. Nadler?

Mr. NADLER. Aye.

The CLERK. Mr. Nadler, aye. Mr. Scott?
Mr. ScoTT. Aye.

The CLERK. Mr. Scott, aye. Mr. Watt?

[No response.]

The CLERK. Ms. Lofgren?

Ms. LOFGREN. Aye.

The CLERK. Ms. Lofgren, aye. Ms. Jackson Lee?
[No response.]

The CLERK. Ms. Waters?
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[No response.]

The CLERK. Mr. Meehan?

Mr. MEEHAN. Aye.

The CLERK. Mr. Meehan, aye. Mr. Delahunt?

Mr. DELAHUNT. Aye.

The CLERK. Mr. Delahunt, aye. Mr. Wexler?

[No response.]

The CLERK. Mr. Weiner?

Mr. WEINER. Aye.

The CLERK. Mr. Weiner, aye. Mr. Schiff?

Mr. SCHIFF. Aye.

The CLERK. Mr. Schiff, aye. Ms. Sanchez?

Ms. SANCHEZ. Aye.

The CLERK. Ms. Sanchez, aye. Mr. Van Hollen?

Mr. VAN HOLLEN. Aye.

The CLERK. Mr. Van Hollen, aye. Ms. Wasserman Schultz?

[No response.]

The CLERK. Mr. Chairman?

Chairman SENSENBRENNER. No.

The CLERK. Mr. Chairman, no.

Chairman SENSENBRENNER. Further members who wish to cast
or change their vote? The gentleman from Ohio, Mr. Chabot?

Mr. CHABOT. No.

The CLERK. Mr. Chabot, no.

Chairman SENSENBRENNER. The gentleman from Virginia, Mr.
Boucher?

Mr. BOUCHER. Aye.

The CLERK. Mr. Boucher, aye.

Chairman SENSENBRENNER. Further members who wish to cast
or change their votes? If not, the clerk will report.

The CLERK. Mr. Chairman, there are 12 ayes and 21 noes.

Chairman SENSENBRENNER. The amendment is not agreed to.

Are there further amendments? The gentleman from Maryland,
Mr. Van Hollen.

Mr. VAN HOLLEN. Thank you, Mr. Chairman. I have an amend-
ment at the desk.

Chairman SENSENBRENNER. The clerk will report the amend-
ment.

The CLERK. Amendment to H.R. 3199, offered by Mr. Van Hollen
and Mr. Conyers. At the end of the bill, add the following: Section
. Knowing transfer of firearm to individual named in the Vio-
lent Gang and Terrorist Organization File treated as providing ma-
terial support to terrorists.

Mr. VAN HOLLEN. Mr. Chairman, I ask unanimous consent that
further reading of the amendment be dispensed with.

Chairman SENSENBRENNER. Without objection, so ordered.

[The amendment of Mr. Van Hollen and Mr. Conyers follows:]
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Chairman SENSENBRENNER. The gentleman from Maryland is
recognized for 5 minutes.

Mr. VAN HOLLEN. Thank you, Mr. Chairman. I am pleased to
offer this amendment together with Mr. Conyers.

There is an existing provision in the PATRIOT Act entitled “Pro-
viding Material Support to Terrorists,” which does something I
think we all agree needs to be done, which says simply that if you
are somebody who is providing aid and comfort and providing ma-
terial support to somebody conducting a terrorist act, then you, too,
should be held accountable.

What this amendment does, very simply, it says that if you
knowingly—and I want to stress this is not if you have reason to
know, this is not if you speculate, that you might know—this is if
you know that somebody is on the terrorist watch list and you pro-
vide that individual with firearms, like a semiautomatic weapon or
other controlled weapons, that you can be held responsible for that
action. And it seems to me that if we want to address the roots of
the problem as we have in the existing bill, where we say that
someone who provides material support to a terrorist will also be
held accountable and responsible, it makes sense that if we know
that somebody is on the terrorist watch list and you go out and sell
them, you know, 12 AK47s, that you also should be held respon-
sible under this provision providing material support to terrorists.

So I urge my colleagues on both sides of the aisle to adopt this
amendment, and I yield to Mr. Conyers.

Mr. CoNYERS. I thank my colleague for joining with me, and me
joining with him, in this amendment. Terrorists’ access to guns.
What could be more relevant in a PATRIOT Act reauthorization?
We are not talking about weapons of mass destruction, we are talk-
ing about guns, period, in the hands of any terrorist is a danger
to Americans, particularly inside the United States.

And so what we are trying to do with Van Hollen-Conyers is to
close an alarming loophole that allows suspected and actual mem-
bers of terrorist organizations to legally purchase guns. I will not
repeat that sentence because it speaks for itself.

A GAO report: 56 firearm purchase attempts were made by indi-
viduals designated as known or suspected terrorists by the Federal
Government. Forty-seven of these cases, transactions of sale were
permitted to proceed because officials couldn’t find any disquali-
fying information such as a felony conviction or court-determined
mental defectiveness in the individual applicant’s background.

So under the law as it stands without this amendment, even in
the PATRIOT Act neither suspected or actual membership in a ter-
rorist organization is a sufficient ground in and of itself to prevent
such a purchase from taking place. I think this Committee is not
about to let a PATRIOT Act reauthorization come out knowing that
this is the case and that we must act.

I deliberately did not mention assault weapons because they are
going to come up in a special amendment. So, my colleagues, please
join us so that we can really wage the best war that we can against
terrorists in the United States by keeping domestic guns out of
their hands for those who know who they are selling them to.
Again, as the gentleman from Maryland indicated, this turns on
knowledge and intent, and I think that it is the least that we can
do on a bill such as this.
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I return the time back to my colleague, if he chooses to use it.

Mr. VAN HoLLEN. Well, I thank my colleague. I think the point
has been made here. And I do want to stress that this is where you
are knowingly transferring, where an individual knowingly trans-
fers firearms to somebody who is on the terrorist watch list. It
seems to fit very well into the provision that already exists with
respect to providing material support to terrorists. And I urge my
colleagues to adopt the amendment.

Mr. KiNG. Mr. Chairman?

Chairman SENSENBRENNER. The gentleman from Iowa, Mr. King.

Mr. KING. Mr. Chairman, I wish to be recognized to speak in op-
position.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. KiNG. Thank you, Mr. Chairman. And although I agree with
the sentiment in this amendment, and all of us want to take all
weapons out of the hands of terrorists, I would seek to answer the
question that was asked by the Ranking Member from Michigan,
Mr. Conyers, although it may have been rhetorical, what could be
more relevant than taking guns out of the hands of terrorists; I
would submit taking bombs out of the hands of terrorists would be
more relevant, given the circumstances that we have seen in the
history of terrorism.

But it is not my particular concern. I would like to find a way,
too, that we could verify that the terrorists are on the watch list
for a reason. But in fact, we can’t know if they are on the list or
not because it is a classified list. And so I understand the amend-
ment says “knowingly” the name appears on the file. I don’t know
how an individual that might be providing that gun would know
that they were on the list, since it is classified.

And then the second point is that there is a list, though, and that
list is the list of those who are disabled of their firearms rights.
And it is a list that has been determined to be consistent with the
Second Amendment of our Constitution. And those conditions are,
people who have been adjudicated in one form or another for hav-
ing a legitimate reason to have their Second Amendment gun
rights denied, these would be people who have committed a felony,
people who are a fugitive from justice, addicted to a controlled sub-
stance, or adjudicated mentally defective or an illegal alien, or dis-
honorably discharged from the military, or having renounced their
U.S. citizenship or be subject to a restraining order, or being con-
victed of a crime of domestic violence. We make sure that when
people are denied their constitutional rights to keep and own fire-
arms that they have a process by which they go on the list where
they are denied, they have an opportunity to appeal that, an oppor-
tunity for their case to be heard. And in this case, not only do they
not have an opportunity to be on the terrorist watch list, they may
not know that they are on the watch list. And if they might hear
a rumor that they are, for example, be denied boarding an airplane,
which has happened to some of our colleagues, then they only sus-
pect that they are on; it might confirm they are on, but they may
not know why.

So I think that even though the intent of this amendment is a
good one, to take the weapons out of the hands of terrorists, it
reaches beyond a point where we have constitutionally ever
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reached before with regard to their restraint on access to guns
under the Second Amendment. So the language and the intent is
good, but the effect on our Second Amendment of the Constitution,
I believe, is

Mr. CoONYERS. Would the gentleman from Iowa yield to me brief-
ly?

Mr. KING. I would be happy to, Mr. Conyers.

Mr. CoNYERS. Thank you very much.

What I have heard you say is that terrorists have a constitu-
tional right to weapons, a protected constitutional right——

Mr. KING. Reclaiming my time.

Mr. CONYERS. Right?

Mr. KING. Of course not. And in fact these people are not adju-
dicated as terrorists. You said yourself that they were known or
suspected to be on the terrorist watch list, those 56 people that ap-
plied. I don’t think that you stated before this Committee that they
were all on the terrorist watch list, because that would have been
at least acknowledging an understanding of what was on the classi-
fied list itself.

So I would conclude by urging a No vote and I would yield back
my time.

Mr. VAN HOLLEN. Would the gentleman yield on that point?

Mr. KING. I have yielded back.

Chairman SENSENBRENNER. The gentlewoman from California,
Ms. Waters.

Ms. WATERS. Thank you very much.

Mr. Chairman and members, this amendment appears to be the
most reasonable, well thought-out amendment going directly to the
heart of protecting us from terrorists or people who would do us
harm. And yet, I am absolutely amazed that the gentleman on the
opposite side of the aisle who just spoke is concerned about pro-
tecting the rights of suspected terrorists.

It seems to me we have sat here and we have listened to some
of the same voices talk about how we can obtain private medical
records, how we could place people under investigation without ju-
dicial review, how we can have access to e-mails, and surveillance
of all kinds, invading the rights of folks who you don’t even have
to show probable cause. And here we have an objection to trying
to keep guns out of the hands of suspected terrorists.

I don’t understand it. It doesn’t make good sense to me. And for
those who would paint themselves as being concerned about how
we secure this country, how we secure the homeland, how we really
deal with this problem of terrorism, given that there is some infor-
mation that would lead a reasonable person to believe that this
person could be a terrorist, and you don’t want to keep firearms out
of their hands, I don’t understand it. And we certainly must have
a recorded vote on this. And I yield——

Mr. CoNYERS. Would the gentlelady yield?

Ms. WATERS. I yield to the gentleman from New York.

Mr. WEINER. Thank you. What I found interesting in the opposi-
tion from one of the members on the other side is that the objective
was right and the language was right, but there was some concern
about his interpretation of, perhaps, that this would be problematic
to the Second Amendment.
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I just want to reiterate that the Van Hollen-Conyers amendment
says that the person would only be in trouble under this section if
they knowingly sold to someone who appeared on the list. So it is
not as if he gets to guess or they have to do intelligence. They just
have to know. I mean, if the intent was fine of the bill, well, that
is at least a step in the right direction. If the language was ac-
knowledged to being right, then the only problem is that the read-
ing of it must be faulty.

Mr. KiNG. Would the gentleman yield?

Ms. WEINER. I don’t control the time, but I certainly hope that
the gentlelady will because I am dying to know what is it that you
think is not good about it if you like the intent and the language?
And I will yield back.

Ms. WATERS. I yield to the gentleman from Michigan.

Mr. KiNG. I thank the gentle

Mr. CONYERS. I just want to

Chairman SENSENBRENNER. She didn’t yield to you.

Mr. CONYERS. I just want to point out what is left for us to do
in this bill reauthorizing a PATRIOT Act and allowing people to
knowingly sell to terrorists or suspected terrorists. Then that
makes everything else we do secondary. We just opened the barn
door. I can’t figure out why we should stay around here for another
day or so and mull over dozens of other very worthwhile amend-
ments when we have already agreed that the constitutional rights
of terrorists are protected by the Second Amendment to the Con-
stitution—a proposition I have never heard in all of my years on
the Judiciary Committee.

Ms. WATERS. Reclaiming my time, I am going to yield because I
am so anxious to get to the vote on this. I think it is very impor-
tant that we have a recorded vote. I yield back the balance of my
time.

Mr. LUNGREN. Mr. Chairman?

Chairman SENSENBRENNER. The question——

Mr. LUNGREN. Mr. Chairman? Over here.

Chairman SENSENBRENNER. The gentleman from California did
not hear the gentlewoman from California’s request to go to a vote
quickly?

Mr. LUNGREN. Yes, I did, but there are some remarks on the
record that [——

Chairman SENSENBRENNER. Well, then, the gentleman is recog-
nized for 5 minutes.

Mr. LUNGREN. Strike the last word in opposition to the amend-
ment.

I mean, we know this is serious business. When I was attorney
general, I set up a violence suppression unit that did nothing but
go and take guns off the street from those who were convicted fel-
ons, those who were violent offenders. We took literally thousands
off the street. We put people away for long periods of time. We had
to deal with the gang issue. And one of the constitutional issues
that comes up with lists of gangs is who has access to those lists,
because on your gang list you often have people who are affiliated
with gangs but don’t have a criminal history. You can’t mix them
into criminal history records precisely because they are different
categories. Some law enforcement have access to them, others do
not.
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It is my understanding—and someone can correct if I am
wrong—it is my understanding that the Violent Gang and Terrorist
Organization File maintained by the Attorney General is classified.
Now, if that is the case, what we are doing here is trying to fool
people with an amendment that seems to do something. If it is a
classified list, how can anybody who doesn’t have a classified clear-
ance be able to see it?

And so what we are talking about here is a feel-good amendment
that doesn’t go to the question of dealing with terrorists or gang
members. And I know it makes people feel good to talk about some
sort of list that answers the questions, but having gone through
this in one of my past lives and knowing that you have different
categories of information on different lists, access to which is grant-
ed to only certain people under certain standards

Ms. WATERS. Would the gentleman yield?

Mr. LUNGREN. Yes, I would be happy to yield.

Ms. WATERS. Two questions I see. First, I don’t believe it is clas-
sified. But if we assume that it is, the amendment itself would
apply only if the individual knew that the person was on that list.

0—

Mr. LUNGREN. And there be no reason of knowing unless they
had a classified——

Ms. WATERS. That is not true. If they knew, if they knew and
sold it anyhow, that is the only time this would apply. So the gen-
tleman’s objection, even though I don’t think it is classified, would
not actually cause a problem.

And I thank the gentleman for yielding.

Mr. LUNGREN. Well, the other thing is, if this list is what I think
it is, at certain moments in time you have people who are not
members of a terrorist group or members of a gang, but have been
put on there because of a suspicion that they may be. And that is
one of the reasons that you don’t allow access to some of these lists.
I am just talking about from the standpoint of lists I know with
respect to gang:

Mr. WEINER. Would the gentleman yield on that point?

Mr. LUNGREN. You have to be very careful about designating peo-
ple as gang individuals and putting that out somewhere. And there
have been carefully drawn limitations on who gets access to it and
who doesn’t.

Mr. WEINER. Would the gentleman yield?

Mr. LUNGREN. I mean, this is an interesting discussion, but——

Mr. WEINER. Would the gentleman yield on that point?

Mr. LUNGREN. Yes, sure.

Mr. WEINER. I am just curious. If the United States Government
and the agencies in charge of making sure that people who are ter-
rorists don’t get onto planes, don’t get access to secure places, if a
person is on that list, isn’t that—and someone knows they are on
that list and sells them a weapon anyway, isn’t that kind of a kind
of precaution we might want to maybe possibly have? What is the
harm? What is the harm that you see in saying that if someone
knowing knows they are on that list, a list, by the way, that we
rely upon for much tougher sanctions than this bill, what is the
harm of saying if someone knowingly sells to someone

Mr. LUNGREN. Well, I will take back my time, because what we
are doing here is silly. Because you know the people don’t have
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that information. This is the reason why we decide that we don’t
give airlines the list. We give them—they are allowed to make que-
ries into the list to find out if people are there. They don’t know
why people are on or not on. It is one of the reasons we try and
make a delineation between law enforcement people who have had
an opportunity to be cleared to know this information, and others.

So if you want to, you know, vote for the bill, or vote——

Ms. WATERS. Will the gentleman yield?

Mr. LUNGREN.—means something, you can. But the fact of the
matter is it means absolutely nothing.

Ms. WATERS. What if Karl Rove leaked the information?

Mr. KiNG. Will the gentleman yield?

Mr. LUNGREN. I will yield whatever time I have.

Mr. KING. I thank the gentleman from California. And I would
point out there is a distinction here, and that is the list that I read,
the nine classifications of those who have been disabled of their
constitutional rights, all the people who have been adjudicated, the
list we are talking about in this amendment, though well-inten-
tioned, is a list that includes those people who are under suspicion,
not those who are adjudicated. And that is a real violation of the
same kind of things that you are trying to avoid in many of your
other amendments.

And I would yield back. Thank you.

Mr. WATT. Mr. Chairman?

Chairman SENSENBRENNER. For what purpose does the gen-
tleman from North Carolina, Mr. Watt, seek recognition?

Mr. WATT. Move to strike the last word.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. WATT. Mr. Chairman, I had to step out and I walked back
in to what appears to me to be a surreal discussion. I want to ad-
dress one aspect of it. I mean, I thought that one of the real prob-
lems we had with the PATRIOT Act across the board was the ex-
tent to which it treads on constitutional rights. And Mr. King’s ar-
gument about the Second Amendment is the one that I just
couldn’t quite come to grips with. He seemed to be suggesting that
he couldn’t support this amendment because it would tread on the
Second Amendment to the Constitution of the United States.

I did want to remind him of the provisions in the Sixth Amend-
ment to the Constitution of the United States, which provides that
accused shall enjoy the right to a speedy and public trial by an im-
partial jury of the State and district in which the crime shall have
been committed, which district shall have been previously
ascertained by law; and be informed of the nature and cause of the
accusation, to be confronted with the witnesses against him, to
have compulsory process for obtaining witnesses in his favor, and
to have the assistance of counsel for his defense.

If the marginal—even if you assume that the Second Amendment
says what you believe that it says, I can’t imagine that you think
that what we have done is more an impediment on the Second
Amendment than it is on this amendment. I mean, we have people
locked up, no charges brought against them, no right to counsel,
no—I mean, you know. So I thought we all had accepted that there
was going to be some infringement. That is why we had such a
long debate about the sunset provisions, because, you know, at
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least you could go back and review the extent to which this is hap-
pening and get us back at some point to a balance that protects our
constitutional rights. But you can’t with integrity argue that you
can protect only the Second Amendment, unless you are going to
argue just as vigorously and vehemently that you are going to pro-
tect the other constitutional protections here.

So, I mean, I—now, I don’t have any problem with you standing
up for the Second Amendment. I mean, you know, I just want you
to make it a little bit broader than the Second Amendment.

Mr. ScHIFF. Will the gentleman yield?

Mr. WATT. There is a whole bunch of provisions in the Constitu-
tion that we are treading and shredding—hopefully, temporarily. I
just wanted to point that out. I will yield to the gentleman from
California.

Mr. ScHIFF. I thank the gentleman for yielding. I just wanted to
make a quick related point, and that is that a lot of the provisions
of the Patriot bill that we are discussing today involve the Fourth
Amendment right to be free from unreasonable searches and sei-
zures. And in all the cases that we are talking about, about surveil-
lance under FISA or other provisions, we are talking about people
who are suspects. None of these people are adjudicated felons. We
are all talking about suspects, and in some cases, with standards
less than probable cause.

Now, here, yes, we are talking about people who are suspects, al-
though I guess you could have people who are convicted also that
are part of the Violent Gang and Terrorist Organization File. But
yes, we are talking about suspects and their rights under the
Fourth Amendment and suspects and their rights under the Second
Amendment. And I find it, you know, very incongruous that we are
saying that the Fourth Amendment rights we are willing to

Mr. WATT. Fudge.

Mr. ScHIiFr. Well, I wouldn’t use the word “fudge,” but, you
know, we are willing to push the envelope on the Fourth Amend-
ment vis-a-vis these suspect, but when it comes to the sacrosanct
Second Amendment, and we are talking about knowingly giving a
firearm to somebody who is a potential terrorist, that that is okay
because they are only potentially terrorists. But we can surveill po-
tential terrorists; we just can’t take their gun away.

That seems to me an extraordinary result, that we can go up on
a wiretap of a potential terrorist, but we can’t stop someone from
knowingly giving guns to a potential terrorist. And I don’t know
why the Fourth Amendment, apart from reasons that are unspoken
here in Committee but plain to everyone in this Committee, I don’t
know why the Second Amendment is getting so much more vigilant
[S)rotflction here than the Fourth or, as my colleague mentions, the

ixth.

Chairman SENSENBRENNER. The gentleman’s time has expired.

The question is on the Van Hollen amendment. Those in favor
will say aye? Opposed, no?

The noes appear to have it.

Mr. CONYERS. Record vote, sir.

Chairman SENSENBRENNER. A record vote will be ordered. Those
in favor of the Van Hollen amendment will, as your names are
ca%led, answer aye; those opposed, no. And the clerk will call the
role.
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The CLERK. Mr. Hyde?

Mr. HYDE. No.

The CLERK. Mr. Hyde, no. Mr. Coble?

Mr. COBLE. No.

The CLERK. Mr. Coble, no. Mr. Smith?

Mr. SMITH. No.

The CLERK. Mr. Smith, no. Mr. Gallegly?
[No response.]

The CLERK. Mr. Goodlatte?

Mr. GOODLATTE. No.

The CLERK. Mr. Goodlatte, no. Mr. Chabot?
Mr. CHABOT. No.

The CLERK. Mr. Chabot, no. Mr. Lungren?
Mr. LUNGREN. No.

The CLERK. Mr. Lungren, no. Mr. Jenkins?
Mr. JENKINS. No.

The CLERK. Mr. Jenkins, no. Mr. Cannon?
[No response.]

The CLERK. Mr. Bachus?

[No response.]

The CLERK. Mr. Inglis?

Mr. INGLIS. No.

The CLERK. Mr. Inglis, no. Mr. Hostettler?
Mr. HOSTETTLER. No.

The CLERK. Mr. Hostettler, no. Mr. Green?
Mr. GREEN. No.

The CLERK. Mr. Green, no. Mr. Keller?
Mr. KELLER. No.

The CLERK. Mr. Keller, no. Mr. Issa?

Mr. IssA. No.

The CLERK. Mr. Issa, no. Mr. Flake?

Mr. FLAKE. No.

The CLERK. Mr. Flake, no. Mr. Pence?

Mr. PENCE. No.

The CLERK. Mr. Pence, no. Mr. Forbes?
Mr. FORBES. No.

The CLERK. Mr. Forbes, no. Mr. King?

Mr. KING. No.

The CLERK. Mr. King, no. Mr. Feeney?

Mr. FEENEY. No.

The CLERK. Mr. Feeney, no. Mr. Franks?
Mr. FRANKS. No.

The CLERK. Mr. Franks, no. Mr. Gohmert?
Mr. GOHMERT. No.

The CLERK. Mr. Gohmert, no. Mr. Conyers?
Mr. CONYERS. Aye.

The CLERK. Mr. Conyers, aye. Mr. Berman?
Mr. BERMAN. Aye.

The CLERK. Mr. Berman, aye. Mr. Boucher?
[No response.]

The CLERK. Mr. Nadler?

Mr. NADLER. Aye.

The CLERK. Mr. Nadler, aye. Mr. Scott?
Mr. ScoTT. Aye.

The CLERK. Mr. Scott, aye. Mr. Watt?
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Mr. WATT. Aye.

The CLERK. Mr. Watt, aye. Ms. Lofgren?

Ms. LOFGREN. Aye.

The CLERK. Ms. Lofgren, aye. Ms. Jackson Lee?

[No response.]

The CLERK. Ms. Waters?

Ms. WATERS. Aye.

The CLERK. Ms. Waters, aye. Mr. Meehan?

Mr. MEEHAN. Aye.

The CLERK. Mr. Meehan, aye. Mr. Delahunt?

Mr. DELAHUNT. Aye.

The CLERK. Mr. Delahunt, aye. Mr. Wexler?

Mr. WEXLER. Aye.

The CLERK. Mr. Wexler, aye. Mr. Weiner?

Mr. WEINER. Aye.

The CLERK. Mr. Weiner, aye. Mr. Schiff?

Mr. SCHIFF. Aye.

The CLERK. Mr. Schiff, aye. Ms. Sanchez?

Ms. SANCHEZ. Aye.

The CLERK. Ms. Sanchez, aye. Mr. Van Hollen?

Mr. VAN HOLLEN. Aye.

The CLERK. Mr. Van Hollen, aye. Ms. Wasserman Schultz?

Ms. WASSERMAN SCHULTZ. Aye.

The CLERK. Ms. Wasserman Schultz, aye. Mr. Chairman?

Chairman SENSENBRENNER. No.

The CLERK. Mr. Chairman, no.

Chairman SENSENBRENNER. Further members who wish to cast
or change their vote? The gentleman from California, Mr. Gallegly?

Mr. GALLEGLY. No.

The CLERK. Mr. Gallegly, no.

Chairman SENSENBRENNER. The gentleman from Virginia, Mr.
Boucher?

Mr. BOUCHER. No.

The CLERK. Mr. Boucher, no.

Chairman SENSENBRENNER. If there are no further members who
wish to cast or change their vote, the clerk will report.

The CLERK. Mr. Chairman, there are 15 ayes and 22 noes.

Chairman SENSENBRENNER. The amendment is not agreed to.

Are there further amendments? The gentleman from California,
Mr. Berman.

Mr. BERMAN. Mr. Chairman, I have an amendment at the desk,
Berman and Delahunt, on data mining report.

Chairman SENSENBRENNER. The clerk will report the amend-
ment.

The CLERK. Amendment to H.R. 3199, offered by Mr. Berman
and Mr. Delahunt. At the appropriate place in the bill, insert the
following: Section . Data mining report. (a) Definitions. In
this section——

[The amendment of Mr. Berman and Mr. Delahunt follows:]
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AMENDMENT TO H.R. 3199

OFFERED BY MR. BERMAN AND MR. DELAHUNT

At the appropriate place in the bill, insert the fol-

lowing:

1 sEc. . DATA-MINING REPORT.

2 (a) DEFINITIONS.—In this section:

3 (1) DATA-MINING.—The term ‘“data-mining”
4 means a query or search or other analysis of 1 or
5 more electronic databases, where—

6 (A) at least 1 of the databases was ob-
7 tained from or remains under the control of a
8 non-Federal entity, or the information was ac-
9 quired initially by another department or agen-
10 ¢y of the Federal Government for purposes
11 other than intelligence or law enforcement;
12 (B) the search does not use a specific indi-
13 vidual’s personal identifiers to acquire informa-
14 tion concerning that individual; and
15 (C) a department or agency of the Federal
16 fovernment is conducting the query or search
17 or other analysis to find a pattern indicating
18 terrorist or other eriminal activity.
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The term ‘“database” does not

(2) DATABASE.
include telephone directories, information publicly
available via the Internet or available by any other
means to any member of the public without payment
of a fee, or databases of judicial and administrative

opinions.

(b) REPORTS ON DATA-MINING ACTIVITIES.

(1) REQUIREMENT FOR REPORT.—The head of
each department or agency of the Federal Govern-
ment that is engaged in any activity to use or de-
velop data-mining technology shall each submit a
public report to Congress on all such activities of the
department or agency under the jurisdiction of that
official.

(2) CONTENT OF REPORT.—A report submitted
under paragraph (1) shall include, for each activity
to use or develop data-mining technology that is re-
quired to be eovered by the report, the following in-
formation:

(A) A thorough deseription of the data-
mining technology and the data that will be
used.

(B) A thorough discussion of the plans for

the use of such technology and the target dates
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for the deployment of the data-mining tech-

nology.

(C) An assessment of the likely efficacy of
the data-mining technology in providing accu-
rate and valuable information consistent with
the stated plans for the use of the technology.

(D) An assessment of the likely impact of
the implementation of the data-mining tech-
nology on privacy and civil liberties.

(E) A list and analysis of the laws and
regulations that govern the information to be
collected, reviewed, gathered, and analyzed with
the data-mining technology and a description of
any modifications of such laws that will be re-
quired to use the information in the manner
proposed under such program.

(F') A thorough discussion of the policies,
procedures, and guidelines that are to be devel-
oped and applied in the use of such technology
for data-mining in order to—

(i) protect the privacy and due process
rights of individuals; and
(ii) ensure that only accurate informa-

tion 1s collected and used.
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(&) A thorough discussion of the proce-
dures allowing individuals whose personal infor-
mation will be used in the data-mining tech-
nology to be informed of the use of their per-
sonal information and what procedures are in
place to allow for individuals to opt out of the
technology. If no such procedures are in place,
a thorough explanation as to why not.

(IT1) Any necessary classified information in
an annex that shall be available to the Com-
mittee on Governmental Affairs, the Committee
on the Judiciary, and the Committee on Appro-
priations of the Senate and the Committee on
Homeland Security, the Committee on the Judi-
ciary, and the Committee on Appropriations of
the House of Representatives.

(3) TiME FOR REPORT.—Each report required

(A) submitted not later than 90 days after
the date of enactment of this Act; and
(B) updated once a year and include any

new data-mining technologies.
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Mr. BERMAN. Mr. Chairman, I ask unanimous consent the
amendment be considered as read.

Chairman SENSENBRENNER. The gentleman from Texas reserves
a point of order. Without objection, the amendment is considered
as read. Subject to the reservation, the gentleman from California
is recognized for 5 minutes.

Mr. BERMAN. Thank you very much, Mr. Chairman.

This amendment that Mr. Delahunt and I are offering would re-
quire the departments and agencies of the Federal Government to
report to Congress on the development and implementation of data
mining technologies.

When Mr. Delahunt offered this amendment on behalf of both of
us during the intelligence reform markup of this Committee, it was
accepted by a voice vote. The General Accounting Office issued a
report in May 2004 that identified almost 200 data mining projects
throughout the Federal Government that were either operational or
in the planning stages. Many of them make use of personally iden-
tifiable data obtained by private sector databases.

Two concerns lead us to this amendment. The first is that Ameri-
cans rightly have privacy concerns about these data mining tech-
nologies, particularly when we hear that there are 200 of them in
the works. When the Total Information Awareness Program came
to light, there was tremendous public concern about the extent of
the project.

Congress ought to know about these programs not just as they
are being put into place, but as they are being developed, so that
we can ensure that privacy concerns are taken into account.

The second reason for the amendment is that the budget for the
Total Information Awareness Program in the Defense budget alone
in 2004 was $169 million. The Defense appropriations bill cut all
of that funding. These technologies are not free. They are expensive
to develop and run. When Congress is unaware of their develop-
ment and steps in only at the implementation to cut funding, tax-
payer dollars are wasted.

Law enforcement must have the necessary means to protect our
safety, but the use of data mining technologies should not be al-
lowed to put Americans’ privacy at risk. By implementing a report-
ing requirement, we can ensure that Congress knows in advance of
implementation and is able to respond appropriately.

I know that there is a question about the germaneness of this
amendment, and I know that when it was adopted last time, there
were problems in sequential referrals because we seek to get re-
ports on data mining in a number of different agencies, not just
agencies that the Judiciary Committee has oversight on. At the ap-
propriate time

Chairman SENSENBRENNER. Will the gentleman yield?

Mr. BERMAN. I would be happy to yield.

Chairman SENSENBRENNER. The gentleman from California and
other members of the Committee know that the chair has been
very concerned about data mining in an wunchecked and
unreportable manner by agencies of the Executive Department.
Now, when the original PATRIOT Act was first considered, the
final version of the PATRIOT Act did have provisions checking
data mining activity by the Justice Department.
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I believe that the concern of the gentleman from California is a
very well-founded one. And while I don’t think that the amendment
he is offering is germane under the rules of the House, I do think
that he is talking about a legitimate subject that should be legis-
lated on sometime further on in the legislative process, either in
this bill or in subsequent legislation. And I will give my commit-
ment to the gentleman from California to work with him on this
subject, because I believe that he has spotted something that does
need to be addressed.

Mr. BERMAN. Thank you very much. Reclaiming my time, I
thank the Chairman very much both for his comments and for his
commitment. And before I withdraw the amendment, I would like
to yield to my cosponsor, Mr. Delahunt.

Mr. DELAHUNT. I won’t take any time. I just appreciate the offer
by the chair. I think this is an issue, however, that has really
raised concerns on a broad swath among the American people in
terms of privacy interests and something that really compels us to
address. And I am hopeful that before the legislation we are consid-
ering today comes to the floor, that we will be able to work out,
in an appropriate fashion, language so that it could be incorporated
in that legislation.

With that, I yield back.

Mr. BERMAN. I yield back.

Chairman SENSENBRENNER. Does the gentleman withdraw his
amendment?

Mr. BERMAN. I do.

Chairman SENSENBRENNER. The amendment is withdrawn. The
point of order is thus moot.

For what purpose does the gentleman from California, Mr. Schiff,
seek recognition?

Mr. ScHIFF. Thank you, Mr. Chairman. I have an amendment at
the desk.

Chairman SENSENBRENNER. The clerk will report the amend-
ment.

The CLERK. Nine, offered by Mr. Schiff and Ms. Waters. Add at
the end of Section 8, page 9, after line 11, the following new Sub-
section E: Prohibition on delegation of application for order of pro-
duction of records from library or bookstore or medical records con-
taining personally identifiable information. Subsection A of such
Section is amended——

Mr. ScHIFF. Mr. Chairman, I'd ask consent that the amendment
be deemed as read.

Chairman SENSENBRENNER. Without objection, and the gen-
tleman is recognized for 5 minutes.

[The amendment of Mr. Schiff and Ms. Waters follows:]
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AMENDMENT TO H.R. 3199

OFFERED BY MR. SCHIFF

Add at the end of section 8 (page 9, after line 11)

the following new subsection:
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(e) PROHIBITION ON DELEGATION OF APPLICATION
FOR ORDER OF PRODUCTION OF RECORDS From Li-
BRARY OR BOOKSTORE, OR MEDICAL RECORDS, CON-
TAINING PERSONALLY IDENTIFIABLE INFORMATION.—
Subsection (a) of such section is amended—

(1) by inserting ““, subject to paragraph (3),”
after “The Director of the Federal Bureau of Inves-
tigation or”’; and

(2) by adding at the end the following new
paragraph:

“(3) In the case of an application for an order requir-
ing the production of tangible things described in para-
graph (1) from a library or bookstore, or that are medical
records, that contain personally identifiable information,
the Director of the Federal Bureau of Investigation may
not delegate the authority to make such application to any

designee.”.
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Mr. ScHIFF. Thank you, Mr. Chairman. I'll try to do this in less
than five.

This is a very simple amendment to Section 215 that says that
vis a vis the records that have the most concerns among all of our
constituents—library records, or bookstore records, or medical
records—that the existing authority in Section 215, which allows
the Director of the FBI to delegate to a subordinate the decision
to seek these records he would not be able to delegate. That is that
in the limited case of libraries, bookstores, and medical records
that you could still get them under Section 215, but they’d have to
be approved by the Director of the FBI himself or herself.

I imagine, listening to my colleagues on the other side of the
aisle that—and in particular as far as the Attorney General has
certified—the library provision has never been used, at least as of
the last public disclosure. So it would be very seldom that I would
hope that a library or bookstore or medical record would be sought,
and I don’t think this would impose an undue burden on the Direc-
tor of the FBI, and given the sensitivity of this, I think it makes
sense for the FBI Director and the Director alone to make that de-
cision, not delegate it away.

The fact that the library record provision may or may not have
been used at this point doesn’t alter the fact that it affects the be-
havior of all of our constituents, who are concerned that their
records might be the subject of search. So I think this added pro-
tection is warranted. It won’t inhibit what the FBI does, but it will
add another layer of safeguard, and I would urge my colleagues’
support.

Ms. LOFGREN. Would the gentleman yield?

Mr. ScHIFF. Yes. I'd be happy to.

Ms. LOFGREN. I will support the gentleman’s amendment, but I
would note, and I guess this is really a question that this is actu-
ally a more conservative approach than the House itself took in the
amendment to the appropriations that essentially prevailed—Mr.
Sanders’ amendments several weeks ago. Isn’t that correct?

Mr. ScHIFF. Yes, it is. I mean this doesn’t exclude the ability to
get these records, but it says in this narrow category of the most
sensitive information, it’s a decision that the Director of the FBI
should not be able to delegate to a field agent or a subordinate, but
should be made at the top.

Ms. LOFGREN. If the gentleman will further yield. I will support
the amendment. I actually prefer what the House voted on, and I
suspect the gentleman may as well. But certainly, what you’ve rec-
ommended is an improvement over the laws that exist today, and
I thank the gentleman for yielding.

Mr. ScHIFF. I thank the gentlewoman, and I'd be prepared to
yield back the balance of my time.

Chairman SENSENBRENNER. The Chair recognizes himself for 5
minutes in opposition to the amendment.

The Chair realizes that there have been problems so with the in-
terpretation of Section 215 and that a clarification of procedures
and standards are in order.

The Flake Amendment that was adopted this morning does pro-
vide a partial clarification. The actual line of authority issue that
the gentleman from California Mr. Schiff's amendment deals with
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is at the present time being worked out, and will be the subject of
a floor amendment when we get there next week.

I would be willing to offer to work with the gentleman from Cali-
fornia, Mr. Schiff, and the gentlewoman from California, Ms. Wa-
ters, to work out language should they withdraw their amendment
at this time.

But if they won’t withdraw the amendment at this time, then I
would urge the members to vote against it.

I yield back the balance of my time.

Mr. ScHIFF. Yeah. Mr. Chairman, I appreciate the offer to work
together, and I would, given the likelihood of success in Committee,
accept the Chairman’s invitation to work together on language for
the floor.

Chairman SENSENBRENNER. The amendment is withdrawn. Are
there

Mr. ScHIFF. Mr. Chairman, since I have withdrawn that, may I
offer another?

Chairman SENSENBRENNER. Of course. The clerk will report the
amendment.

Does the gentleman from

Mr. ScHIFF. It’s being provided to the desk, Mr. Chairman.

Chairman SENSENBRENNER. Does the clerk have a Schiff Amend-
ment?

Mr. ScHIFF. My staff is bringing it to the desk right now, Mr.
Chairman.

Chairman SENSENBRENNER. Perhaps—the Chair will recognize
another member for offering an amendment and get back to Mr.
Schiff. The gentleman from New York. Excuse me, the gentleman
from Florida, Mr. Wexler, has had little to say today. For what pur-
pose do you seek recognition?

Mr. WEXLER. It’s a compliment for me to be from New York, Mr.
Chairman. Others may not feel that way, but I do.

Chairman SENSENBRENNER. Does the gentleman from Florida
have an amendment at the desk?

Mr. WEXLER. Yes, I do.

Chairman SENSENBRENNER. The clerk will report the Wexler
Amendment.

The CLERK. Mr. Chairman, I do not have a Wexler Amendment.

Chairman SENSENBRENNER. Okay. I will now try the gentleman
from New York, Mr. Weiner.

Do you have an amendment at the desk?

Mr. WEINER. Thank you, Mr. Chairman. Mr. Chairman, no.

Chairman SENSENBRENNER. The clerk will report the Wexler
Amendment.

Mr. WEXLER. Thank you, Mr. Chairman.

The CLERK. Amendment to H.R. 3199, offered by Mr. Wexler of
Florida. At the end of the bill add the following section preventing
the revelation of information pertaining to active intelligence
agents.

Mr. WEXLER. Mr. Chairman, I move that the——

The CLERK. Section 2239

Chairman SENSENBRENNER. Reserve the point of order.

The CLERK. A of Title 18 United States Code is amended by in-
serting reveals any information pertaining to the identity of under-
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cover intelligence officers, agents, informants, and sources that the
person has or should

Mr. WEXLER. Mr. Chairman, I move the amendment be consid-
ered as read.

Mr. SMITH. Mr. Chair, I reserve a point of order.

Chairman SENSENBRENNER. The gentleman from Texas reserves
a point of order, subject to the reservation. Without the objection,
the amendment is considered as read, and the gentleman from
Florida will be recognized for 5 minutes.

[The amendment of Mr. Wexler follows:]
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AMENDMENT TO H.R. 3199

OFFERED BY MR. WEXLER OF FLORIDA
At the end of the bill, add the following:

SEC. = . PREVENTING THE REVELATION OF INFORMA-
TION PERTAINING TO ACTIVE INTELLIGENCE
AGENTS.

Section 2339A(a) of title 18, United States Code, is
amended by inserting ‘‘reveals any information pertaining
to the identity of undercover intelligence officers, agents,
informants, and sources that the person has or should
have reason to believe would be sufficient to be used to
identify a United States intelligence operative, including,
but not limited to, the name of the such covert agent, the
name of any relative of the agent, current or prior location
of the agent, or actions of specific covert agent, or” after

“Whoever” .
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Mr. WEXLER. Thank you, Mr. Chairman. This amendment would
expand Section 805 of the bill, which is the section which defines
material support for terrorism to include acts that assist terrorist
groups by undermining the safety of our intelligence agents by
leaking information leading to the disclosure of their identities.

While it already a crime to knowingly disclose classified informa-
tion that identifies a covert agent under Title 50, Section 421, of
the U.S. Code, this amendment would strengthen existing protec-
tions by categorizing veiled or leading comments that identify un-
dercover intelligence officers or agents as providing material sup-
port for terrorism, especially at this critical juncture when the Fed-
eral Government is calling on patriotic Americans to fight our War
on Terrorism by serving in dangerous intelligence gathering posi-
tions.

We must treat the secrecy of covert agents with the greatest pos-
sible care. After the outrageous outing of Valerie Plame as a CIA
operative, it is time for Congress to send an unequivocal message
to our intelligence community that we are prepared to do our part
to protect them, as they risk their lives to protect our nation from
terrorism.

Flagrant disregard for the safety of our intelligence officials and
their contacts is a shameful betrayal of our intelligence community
and greatly diminishes America’s counter terrorism efforts.

If brave and patriotic CIA and other intelligence operatives,
whose unknown and unsung service is so crucial to the safety of
our nation, are to effectively, objectively, and independently gather
and analyze intelligence, they must trust absolutely that their
identities are safe from both knowing admissions and from leading
comments.

If we learned anything, just one thing from the catastrophe of
September 11th, it is when our intelligence officials fail, every
American becomes vulnerable to attack. CIA and other intelligence
officials must not fear political retribution, whatever their conclu-
sions or opinions are. They must not be pressured to abridge their
conclusions and certainly the secrecy of their identities must be
held sacred.

Those Americans, no matter how prominent or powerful they
may be, who compromise the identity of our intelligence operatives,
are doing nothing short of providing material support for terrorism.
They undermine the security of the United States and should be
subject to prosecution under the Patriot Act.

It is critical that we include extra protection for America’s covert
agents provided for in this amendment.

Surely, every member of this Committee condemns the outing of
Ms. Plame, and I urge you to support the greater security for our
intelligence operatives that they deserve, which is contained in this
amendment.

Thank you, Mr. Chairman.

Chairman SENSENBRENNER. Does the gentleman from Texas in-
sist upon his point of order?

Mr. SMmiTH. Mr. Chairman, it is my understanding that the
amendment has been redrafted and is now marginally germane, so
I will withdraw my point of order.

Chairman SENSENBRENNER. Okay. The gentleman from Iowa,
Mr. King.
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Mr. KING. Mr. Chairman, I move to strike the last word.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. KiNG. I thank the Chairman and, you know, I listen with
amazement to this amendment as it’s being described by the gen-
tleman from Florida, and I think I read about four words into this
amendment before I identified this as the Carl Rove Amendment.
And, you know, I'm wondering why it’s not the Sandy Berger
Amendment. I mean he really did have paper in his socks, and
there really was something substantive there, but I didn’t see any
action on your part during that entire minimal and quiet investiga-
tion that took place.

And this is a serious business that we’re ahead here marking up
the PATRIOT Act, and there are a lot of amendments to be dealt
with today, but this doesn’t belong in this bill.

It’s already a crime to divulge this information. And it isn’t mate-
rial support. It’s a different definition. Material support is very
clear and to expand it in this fashion, and then add, add the lan-
guage that the person has or should have reason to believe would
be sufficient to be used to identify a United States intelligence op-
erative or should have reason to believe is about as ambiguous as
anything I've ever read and anything that’s come before this Com-
mittee. Who’s going to make the judgment on what they should
have had reason to believe? Can we make that today or can we do
that after the fact?

So this redefines material support as something that’s not mate-
rial support. It’s already a crime. There’s already a way to deal
with this, and that will be dealt with in due course in a proper
fashion, and it should not be dealt with in the political field here
while we’re marking up a very important serious bill that’s going
to be protecting the safety of all the people in this nation for the
next generation to come.

So I'd urge a no vote on the Wexler Amendment, and I'd yield
back the balance of my time.

Chairman SENSENBRENNER. For what purpose does the gen-
tleman from California, Mr. Berman, seek recognition?

Okay. The gentleman from New York, Mr. Weiner?

Mr. WEINER. I move to strike the last word.

Chairman SENSENBRENNER. The gentleman is recognized.

Mr. WEINER. First of all, let the record indicate that now the con-
sensus in the nation is complete regarding Carl Rove, and it even
includes the majority members of the Judiciary Committee. And
with that, I yield to my colleague from Florida, Mr. Wexler.

Mr. WEXLER. Thank you. I specifically didn’t mention any names.
But since the gentleman from Iowa did

Mr. KING. Would the gentleman yield?

Mr. WEXLER. No, no, no.

Mr. KING. Valerie Plame would be a name.

Mr. WEXLER. I’'m sorry?

Mr. KING. Would the gentleman yield.

Mr. WEXLER. Sure.

Mr. KING. Valerie Plame would be a name that you mentioned
in your remarks

Mr. WEXLER. That’s true.




208

Chairman SENSENBRENNER. The time belongs to the gentleman
from New York.

Mr. WEXLER. Yes, I did. I didn’t mention any names in terms of
people in the context of alleged violation of law. But since the gen-
tleman from Iowa did, I think it’s appropriate to respond in the
context of Mr. Rove.

The present standard used to protect the identity of undercover
agents actually criminalizes the knowing disclosure of classified in-
formation that identifies that covert agent, as the gentleman from
Towa so correctly pointed out.

It’s clear, however, that Mr. Rove knew about the prohibition and
carefully designed his comments to be revealing enough to lead a
reporter to undercover Ms. Plame’s identity without revealing Ms.
Plame’s actual name or affiliation outright. The effect, however, on
the safety, security, and the ability of our undercover agents to do
their job is exactly the same.

Whether his unquestionably egregious actions qualify as a viola-
tion of current law is obviously still under review. I'm not offering
an opinion.

But what I do know is that our covert agents deserve the great-
est possible degree of protection, not something that could possibly
be circumvented with if I only say it this way, I'll avoid the law,
but the effect will be the same: an undercover CIA agent, her or
his identity, will be disclosed to the entire world, thereby, jeopard-
izing our intelligence operation.

The amendment would simply provide a broader standard of pro-
tection for the identity of undercover agents by amending Section
805 of the PATRIOT Act to include any information pertaining to
the identity of an undercover intelligence officer. That’s the least
we should do to make certain that our CIA and intelligence officers
have their identities protected.

This is bigger than Mr. Rove. It’s bigger than any individual

Mr. BERMAN. Would the gentleman yield?

Mr. WEXLER. I yield to the gentleman from California?

Mr. BERMAN. I thank the gentleman for yielding. Before the gen-
tleman from Iowa gets too distraught about an amendment that
proposes as a criminal standard has or should have reason to be-
lieve, I'm wondering if he had any information about how many of
our criminal statues that can impose imprisonment or fine